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Disclaimer and Limitation of Liabilities 

This document and all of the information it contains is provided "as is" without warranty of any kind, 
whether express or implied. 

All implied warranties, including, without limitation, implied warranties of merchantability, fitness for a 
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even if the Government of BC has been specifically advised of the possibility of such damages. 
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1.0 Application Enforced Rules (for all Points of Service) 

These rules apply to all point-of-service (POS) applications that access ministry health information 
exchange (HIE) services: 

• PharmaNet 

• Provider and Location Registry (PLR) 

• Provincial Client Registry (PCR) 

• Provincial Laboratory Information Solution (PLIS) 

Each of the following tables includes columns that indicate how the rule applies based on the POS 
application’s handling of HIE data: 

• Integration – For applications that store HIE data locally. 

• Viewer – For applications that do NOT store HIE data locally (i.e., view-only access). 

All rules are mandatory unless noted otherwise. 

1.1 General 

Table 1  General – Application Enforced Rules 

# Rule Integration Viewer 

GenTx1.1 Identify Protected Records 

If protected data (i.e., a patient’s access word is assigned 
to the PharmaNet or PLIS record) is stored in the POS 
application, and subsequently displayed at a later stage, 
then all screens related to the patient’s protected data 
must indicate the record is protected by a patient’s access 
word. 

✓ ✓ 

GenTx1.2 Provide Disable Functionality 

There must be functionality to disable access to HIE 
services. 

Note(s): This supports FOIPPA compliance (i.e., data 
storage and access only in Canada). 

✓  
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# Rule Integration Viewer 

GenTx1.3 Maintain POS Functionality 

A user must be able to continue to use the POS application 
when HIE services access is temporarily disabled (e.g., user 
outside Canada). 

✓  

1.2 Data Presentation 

These rules apply to POS applications that access clinical data from ministry systems. 

Exclusion: These rules do not apply to the Health Registries (i.e., PLR or PCR). 

Table 2  Data Presentation – Application Enforced Rules 

# Rule Integration Viewer 

GenTx2.1 Identify Clinical Data Source 

When displaying clinical data, indicate its source (e.g., HIE or local 
system) to distinguish between data origins. 

✓ ✓ 

GenTx2.2 Provide Access to HIE Data History 

If HIE data is stored locally, all historical versions must be available 
for user review. 

✓  

GenTx2.3 Prohibit Modification of Stored HIE Data 

Stored HIE data must not be modified but may be annotated. 

✓  

GenTx2.4 Use Clear Date Format 

Display dates in an unambiguous format (e.g., DD-MMM-YYYY or 
MMM-DD-YYYY). 

✓ ✓ 

GenTx2.5 Screen Display Patient Identifiers 

Patient name, PHN, date of birth, and gender must remain visible on 
all active screens during scrolling. 

Note(s): Excludes PharmaNet TRX-X4 transaction. 

✓ ✓ 
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# Rule Integration Viewer 

GenTx2.6 Maintain Access During HIE Service Outage 

If an HIE service is unavailable, the POS application must allow 
continued access to the POS application and other available HIE 
services. 

✓ ✓ 

GenTx2.7 Required Details on Printed Pages 

Printed pages containing patient information must include: 

a) Full patient name; 

b) PHN; 

c) Print date and time; 

d) Identity of the user who printed the report (e.g., UserID); 

e) Confidentiality clause indicating the report contains 
confidential personal information intended solely for the 
person(s) providing or supporting direct care to the patient; 

f) Data source(s) (e.g., “this information includes data received 
from the Provincial Laboratory Information Solution”, “this 
information includes data received from PharmaNet”); and 

g) a visual indication that multi-page printed hardcopy is 
complete (e.g., “page 1 of 1”, "page 3 of 5"). 

Note(s): See Volume 4C for PharmaNet specific rules. 

✓ ✓ 

1.3 Identity Management 

Table 3  Identity Management – Application Enforced Rules 

# Rule Integration Viewer 

GenTx3.1 Single Sign-On Access 

After logging into the POS application, allow access to ministry HIE 
services without requiring an additional login. 

Note(s): Ministry systems will verify the user logon identifier. 

✓ ✓ 
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# Rule Integration Viewer 

GenTx3.2 Display All Sign-In Error Messages 

Display all error messages from the HIE system related to the sign-in 
process. 

✓ ✓ 

1.4 View and Storage of Clinical Data 

These rules apply to POS applications that view or store clinical data retrieved from ministry systems. 

Exclusion: These rules do not apply to the Health Registries (i.e., PLR or PCR). 

Table 4  View and Storage of Data – Application Enforced Rules 

# Rule Integration Viewer 

GenTx4.1 Access via Patient Record 

Access to ministry data must only be permitted through the patient’s 
existing patient record. 

If no patient record exists, create one before initiating a query. 

Note(s): This excludes the PharmaNet TRX-X4 transaction. 

✓ ✓ 

GenTx4.2  Support Ad-Hoc Data Updates 

The POS application must support the user in ad-hoc requests to 
check for more recent clinical data from the HIE systems. 

If newer data exists, the POS application must: 

a) support the storage of the updated data; 

b) create new records for new data; 

c) do not alter previously stored data; and 

d) record date/time of record creation. 

✓  
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# Rule Integration Viewer 

GenTx4.3 Apply Consistent Functionality 

The POS application must apply the same functionality to all locally 
stored data (i.e., stored HIE data or any other data), including: 

a) displaying, 

b) sorting, 

c) filtering, 

d) graphing, and 

e) trending. 

✓  

GenTx4.4 End Display After Session 

Stop displaying patient data when the patient session ends (i.e., 
record closes). 

Note(s): This excludes the PharmaNet TRX-X4 transaction. 

✓ ✓ 
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