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1.0 Introduction

This volume defines mandatory business rules for all software organizations connecting to BC Health
Information Exchange (HIE) services.

1.1 Evaluation Methods
Each rule is assessed using one or more of the following methods:

e A — Attestation: Sign the Vendor Participation Agreement (VPA) confirming compliance and that
maintenance of documented policies and procedures;

e C— Attestation with Comment: Attest as indicated in “A” and provide a high-level description of
how the product meets the standard; and

e D - Demonstration: Attest to as indicated in “A” and provide evidence that the product
conforms to the standard.

Dependencies:

e Some rules rely on functionality described in Volume 2 (Information Privacy and Security) or
Volume 4A (Application Enforced Rules — General).

Compliance Evidence:

e Demonstration of requirements is achieved by completing the evaluation template and
submitting training materials for ministry review.
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2.0 General — Business Rules

The following general business rules apply to all points of service (POS) where information is accessed
and exchanged with ministry health information exchange (HIE) systems.

Table 1 General — Business Rules

Evaluation

# RS Method

Busl.1 | Verify Using Trusted Identity Documentation D

Organizations must confirm that names, birth dates, and gender match
trusted identity documents.

Examples:
e BC Services Card
e Birth Certificate

e Certificate of Indian Status Card (Aboriginal Affairs and Northern
Development Canada — AANDC)

e Driver's License
e Other provincial health insurance cards

e Passport

Bus1.2 | Align Local Data with HIE Standards A

Users should collaborate with vendors to identify and correct
discrepancies between local data and ministry systems (e.g., address
format, preferred name storage, phone number format).

Bus1.3 | Confirm Client Identity Before Treatment D

The organization must confirm client identity before providing treatment,
using:

e BC Services Card (BCSC) with photo: Use BCSC and PHN to confirm
identity and access record.

e BCSC without photo: Verify identity with a trusted identity document.

e No BCSC or PHN: Use the provided demographic information and
verify with a trusted identity document.
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Evaluation

# LTE Method

Bus1.4 | Primary Support Contact D
Users must contact their vendor for application, network, or system issues.

Note(s): Certain cases require direct ministry helpdesk contact; these are
outlined in education materials.

Busl.5 | Assign Key Administrative Responsibilities D
The organization must assign staff to:

e Implement and maintain privacy and security standards (including
policies and procedures);

e Review business processes for compliance;
e Respond to privacy/security notifications and incidents;

e Manage user accounts (e.g., enrolment, privilege changes,
deactivation);

e Ensure staff training completion; and

e Provide support for the POS application (e.g., review release notes,
communicate outages, maintain business continuity plans)

Note(s): One employee may perform multiple roles.

Busl.6 | Screen Users Before Access A

The organization must conduct background and reference checks for all
users accessing HIE services, including verification of identity, education,
professional qualifications, and employment history.

Busl.7 | Privacy and Security Accountability C

All personnel must comply with applicable privacy and security policies.
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3.0 Access Management

Table 2 Access Management — Business Rules

#

Rule

Evaluation
Method

Bus2.1

Use Conformant Software

The organization must use ministry-approved conformant software to
access HIE services.

Note(s): Contact the Conformance, Integration & Standards (CIS)
team for the current list of conformant software.

A

Bus2.2

Sign Required Legal Agreements

Each user must sign all applicable legal agreements before accessing
HIE services.

Bus2.3

Comply with Acceptable Use Policy

Users must follow the acceptable use policy for non-production
environments.

Bus2.4

Continue Using Available Services

If an HIE service is unavailable, users must continue using the POS
application and any other available HIE services.

Bus2.5

No Access to HIE Services Outside Canada

Users must not access HIE services from outside Canada, in
compliance with provincial legislation.

Bus2.6

Approved Remote Access Only

Remote access to the POS application must use a ministry-approved
solution.
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Bus2.7 Maintain Technical Support Logs A
The organization must retain logs of all external vendor technical
support activities for at least two years (or as required by regulation).
Logs must include:
e Support person's name and contact information;
e Authorizing person’s name and contact information;
e Each person whose name, password, code or other information
was used to access the HIE system;
e Date and time of each access; and
e Reasons for unsupervised access and actions taken.
Bus2.8 Authorize and Manage Access to Ministry HIE Systems D
The organization must:
e Authorize all users before granting HIE access.
o |dentify each user’s functional role during the registration
process.
e [nitiate access requests several days in advance.
e Ensure access is based on least privilege and need-to-know
principles.
Note(s): Each user receives one set of permissions and cannot access
unassigned services.
Bus2.9 Access Administrator Responsibilities D
Access administrators must:
e Add/remove user access (including temporary replacements);
e Modify permissions for role changes;
e Ensure roles do not grant excessive access;
e Assign correct functional roles; and
e Submit completed registration forms.
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\

The organization must:

e Request reinstatement of disabled HIE accounts when necessary;
and

e Assign this responsibility to a designated individual.

Evaluation
# Rule Method
Bus2.10 | Disable/Remove HIE Access D
The organization must:
e Submit a request to the ministry to disable/remove HIE accesses
when no longer required (e.g., job change, termination, leave,
privacy/security incident); and
e Assign this responsibility to a designated individual.
Bus2.11 | Reinstate HIE Access D
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Rule

Evaluation
Method

Bus3.1

Prohibit Browsing

Users must not browse records.

Searches are allowed only when:

e Providing or facilitating care for the patient;

e Identifying an individual receiving health services;
e Identifying a health services provider; or

e Facilitating health insurance or billing.

D

Bus3.2

Do Not Modify HIE Data
Data from HIE systems must not be modified.

Annotation in the POS application is permitted.

Bus3.3

Limit Use and Disclosure of Patient Data
Patient data from HIE systems must only be used or disclosed for:
e Providing care to the individual; or

e Providing the patient with a copy of their own data.

Bus3.4

Secure Disposal of Temporary Copies

Temporary copies (e.g., paper forms) of patient data from a HIE
system must be securely destroyed when no longer required for its
intended use.

Bus 3.5

Report Privacy and Security Incidents

All personnel must know procedures for reporting suspected or
actual privacy/security incidents, including whistle-blower
protections.
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5.0 Clinical Data

The following general business rules apply to any POS that accesses/exchanges clinical data with
ministry HIE systems.

Note(s): Masking rules do not apply to Pharmacies.

Table 4 Clinical Data — Business Rules

Evaluation
# Rule Method
Bus4.1 | Confirm Patient Identity D
The organization must confirm patient identity using the
Provincial Client Registry (PCR) before accessing EHI.
Note(s): If not integrated with the PCR, use PharmaNet
transactions (i.e., TID or TPN).
Bus4.2 | Provide Reason Before Unmasking Stored Data D
Users must enter a reason before unmasking stored data in the
POS application.
Note(s):
1. Alerts notify users when masked data is present.
2. Reasons are logged for audit.
3. Stored data is re-masked when the user exits the patient
chart or the session times out.
Bus4.3 | Display Current and Previous EHI D
The POS application must display the most current EHI by
default.
Note(s): Users may request previous versions or recreate a
historical view of the patient record.
Bus4.4 | Request Updated Data D
Users may request updated data from HIE repositories when
needed.
Note(s): Opening a PLIS lab record in the POS application triggers
an automatic query for updates.
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Evaluation
# B Method
Bus4.5 | Display Data Source D

The POS application must allow users to identify the source (e.g.,
PharmaNet) of displayed data.
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This section defines the common business-related information privacy and security rules that must be
implemented for accessing the ministry’s HIE services.

6.1 Patient Records

Table 5 Patient Records — Business Rules

Rule

Evaluation
Method

Bus5.1

Maintain Privacy and Security Policies

Organizations must establish, review, and update privacy/security
policies regularly or when significant changes occur.

Policies must cover:
o Safeguarding confidentiality of personal health information;

e Handling of patient records (e.g., printing, storage, retention,
transport, disposal);

e Faxing and couriers to send documents containing personal
information;

e Reviewing audit logs at scheduled intervals; and

e Maintenance and deactivation of user accounts.

A

Bus5.2

Communicate Policies

Privacy/security policies must be shared with all staff and external
parties who access the POS application.

Bus5.3

Review Audit Logs

A designated individual must regularly and randomly review
system (hardware and networking) and EMR audit logs to detect
unauthorized access or actions and report anomalies to
management.

Bus5.4

Restrict Audit Log Access

Audit logs and tools must be accessible to authorized personnel
only.
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Rule

Evaluation
Method

Bus5.5

Manage Information Incidents

Organizations must have procedures for handling suspected or
actual privacy/security incidents.

If an incident involves HIE data, notify the province immediately
per access agreement.

Note(s): See Office of the Information Privacy Commissioner for
British Columbia guidance on privacy breaches:
www.oipc.bc.ca/guidance-documents/1428.

A

Bus5.6

Provide Privacy Notice

Organizations must make privacy notices or equivalent materials
easily accessible to patients.

Bus5.7

Handle Patient Requests

Organizations must establish and openly communicate
procedures for patient requests (e.g., information, corrections,
complaints).

Bus5.8

Secure Disposal of Equipment

Before disposal, all personal health information must be
permanently erased so it cannot be reconstructed.

Bus5.9

Include Privacy Clauses in Contracts

Third party contracts involving EHI must include privacy/security
obligations that meet or exceed ministry requirements.

Bus5.10

Require Confidentiality Agreements

All personnel (e.g., employees, contractors and third parties) with
EHI access must sign confidentiality agreements outlining
obligations and expectations including repercussions for
inappropriately collecting, using, or disclosing personal
information.

Agreements must be reviewed or renewed annually.
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Evaluation

# LTE Method

Bus5.11 | Provide Annual Privacy/Security Training A

All personnel must complete privacy/security training at
onboarding and annually.

Training should include:

e Polices and procedures including any changes introduced;
e Security safeguards and responsibilities;

e Risk mitigation strategies; and

e Breach response steps.

6.2 Account Management

Table 6 Account Management — Business Rules

Evaluation

# RS Method

Bus6.1 | Unique Credentials A
Each user must have a unique ID and password or two-factor token.

Credentials must not be shared.

Bus6.2 | Password Requirements A
Passwords must:
e Be at least eight characters;
e Change every 90 days or less; and
o Include three of the following character types:
O uppercase
o lowercase
o numbers

o symbols

Bus6.3 | Secure Password Transmission A

Passwords and related credentials must be securely communicated and
separated from user IDs when transmitted electronically.
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Evaluation
# Rule Method

Bus6.4 | Disable Dormant Accounts A
Accounts inactive (or not activated) for 90+ days must be disabled or removed.

Bus6.5 | Review User Access Quarterly A
Organizations must review all user accounts at least every 90 days and remove
unnecessary access.

6.3 Hardware & Peripherals

Table 7 Hardware & Peripherals — Business Rules

Evaluation
# Rule Method

Bus7.1 Apply Security Patches A
All computers must have current operating systems (OS), plug-in software,
and application security patches applied via scheduled or automatic
updates.

Legacy or unsupported OS must not be used.

Bus7.2 Install and Maintain Anti-virus A
Anti-virus software must be installed on all systems, enabled for automatic
updates, actively running, and generating audit logs.

Bus7.3 | Enable Personal Firewalls A
Personal firewall (end-point protection) firewalls must be installed and
configured with high security settings.

Note(s): Default settings often have lower security; verify configuration.

Bus7.4 Lock Unattended Workstations A
Computers must automatically lock after no more than 15 minutes of
inactivity, requiring password re-entry to resume.

Bus7.5 Position Monitors Securely A
Monitors must be positioned to prevent unauthorized viewing.
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Evaluation
# Rule Method
Bus7.6 | Secure Mobile Devices and Media A
Mobile devices (e.g., laptops, smartphones and iPods) and removable media
(e.g., USB drives) containing personal health information must be password-
protected and encrypted.
When unattended, they must be physically secured (e.g., locked).
Bus7.7 Secure Peripheral Devices A
Peripheral devices (e.g., printers, fax machines), and similar devices must be
placed in secure, non-patient accessible areas to prevent unauthorized
access.
6.4 Server & Network
Table 8 Server & Network — Business Rules
Evaluation
# Rule Method
Bus8.1 | Secure Server and Network Equipment A

Servers and network equipment must be located in physically secure areas
accessible only to authorized personnel.

Security measures must include:

e Locked doors/windows;

e Solid wall construction or locked cabinets;
e Monitored alarm systems; and

e Restricted key access.
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Evaluation
# Rule Method
Bus8.2 | Secure Wireless Networks A
Wireless local area networks (WLAN) must meet ministry standards:
e Physically secure wireless access points
e Wi-Fi Protected Access Il (WPA2) Enterprise
o Authentication: EAP-TLS; and
o Encryption: AES-CCMP (128 bits minimum).
e Wi-Fi Protected Access Il (WPA2) Personal
o Authentication Pre-shared keys (PSK) with a minimum 13 characters
random passphrase;
o PSK must be secured and changed on a regular basis;
o PSK must be changed whenever employees/contractors that have
access to the network leave the organization; and
o Encryption: AES-CCMP (128 bits minimum).
Note(s):
1. Personal mode must only be used for small network installations that do
not have authentication servers available.
2. Guest Wi-Fi access is completely isolated from the Clinic LAN/Wi-Fi
network.
Bus8.3 | Managed Perimeter Defence Safeguards A
Local area networks (LANs) must use managed perimeter defence safeguards to
monitor traffic and prevent network attacks or breaches.
Bus8.4 | Prevent External Cross-Connections A
When connected to eHealth Network Gateway (eNG), Private Physician
Network (PPN), or Shared Provincial Network (SPANBC), LAN must not have any
cross-connection to external networks (e.g., commercial internet).
Bus8.5 | Restrict Server Access with Firewalls A
Firewalls must be installed and active to restrict traffic to the local server.
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Evaluation
# Rule Method
Bus8.6 | Secure Backup Storage A
Backup files must be stored securely, preferably off-site, and encrypted using
AES-256 or stronger.
Bus8.7 | Review System Logs Regularly A
Servers must enable system logging.
Logs must be reviewed on a defined schedule by a designated individual and
report anomalies or potential breaches to management immediately.
Bus8.8 | Apply Server Updates A
Organizations must implement procedures and accountability for evaluating
and applying OS, software, and application updates, hot fixes, and patches
promptly.
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2-20

The following rules define the mandatory standards for all software organisations with respect to the
development and delivery training and education.

Table 9 Training & Education — Business Rules

# g
Bus9.1 | Provide User Training Before Access A
All users must complete training before accessing HIE services.
Training must include:
e Software functions and features; and
e Related policies, procedures, and business rules.
Note(s): Training may be delivered by a qualified trainer or designated super
user.
Bus9.2 | User Education Materials A
Users must review education materials before accessing HIE services.
Education materials must not be duplicated without ministry approval.
Note(s): All education materials are referenced in training and available on the
ministry website.
Bus9.3 | Subscribe for Updates A
Organizations must subscribe to CIS website notifications for updates to
ministry education materials.
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7.1 Training & Education Materials

Table 10 Training & Education Materials — Business Rules

Evaluation
# Rule Method
Bus10.1 | Submit Training Plans and Materials D
Organizations must submit:
e Completed evaluation template;
e Training plan covering objectives, audience, points of contact, trainer
responsibility, requirements, pre-requisites, delivery methods, evaluation
approach:
1. delivery methods (in-class training, self-service, e-learning)
2. learning material types (manuals, notebooks, online modules,
job-aides sheets)
3. training environments (organization, ministry)
4. trainee evaluation (quiz or other methods)
e Curriculum listing all courses, objectives, delivery method, trainer guide,
and roles/responsibilities, targeted audience: POS functional roles such as
prescriber, non-prescriber, clinical support, administrative, system admin.
Bus10.2 | Integrated Education Materials D
Training materials must reference and link to ministry education website.
Bus10.3 | Provide Access to References A
Users must have ongoing access to training and education materials for
reference.
Bus10.4 | Confirm Certification Before Training A
Training must not occur until the POS application has received an Interface
Approval Notice (IAN).
Bus10.5 | Notify the Ministry of Material Changes A
Organizations must contact the ministry to confirm if major changes to
training materials require conformance evaluation.
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Evaluation
# Rule Method
Bus10.6 | Subscribe for Updates D
Organizations must subscribe to ministry website notifications for updates to
education materials.
7.2 Training Development & Maintenance
Table 11 Training Development & Maintenance — Business Rules
Evaluation
# Rule Method
Bus11l.1 | Include Version Information D
Training materials must display version and last review/update date.
Bus11l.2 | Spelling and Grammar D
Training materials must not contain spelling and grammatical errors.
Bus11l.3 | Keep Documentation Current D
Training materials must reflect the deployed application, including accurate
workflows and screenshots.
Busl1.4 | Provide Adequate Use Case Data A
Training data must meet requirements for relevant HIE services.
Bus11.5 | Request Additional Training Data A
Organizations may request additional training data from the ministry before
training begins, following ministry protocols.
Bus11.6 | Do Not Duplicate Ministry Content A
Ministry education content must not be duplicated without prior ministry
approval.
Bus11l.7 | Assess and Communicate Changes A
Organizations must assess training impact when standards, ministry education
materials, or applications change.
Notify users and provide updated materials.
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Evaluation

# RS Method

Bus11.8 | Notify Users of Education Material Changes A

Organizations must inform users of changes to education materials.

Bus11.9 | Notify Users of Functionality Changes A
Organizations must notify users of functionality changes:
e Planned changes: at least 7 days prior; and

e Emergency changes: as soon as possible.

7.3 Training Delivery

Table 12 Training Delivery — Business Rules

Evaluation

# il Method

Bus12.1 Prepare for Training Delivery A
Organizations must:

e Schedule users and facilities;

e Arrange training accounts; and

e Validate end to end connectivity between the POS and training
environments.

Note(s): The ministry provides support (e.g., assigning EHR user IDs and
connectivity).

Bus12.2 Use of Non-Production Environments A

Training must occur in non-production environments with fictitious data
across all systems (POS and ministry).

Bus12.3 Training Data A

Training data and workflows must accurately reflect the production
environment.
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Busl2.4 Ensure Trainer Access A
Trainers must have ongoing access to all training environments (including POS
and ministry systems).
If access is not continuous, provide instructions for requesting or enabling
access.
Bus12.5 Role-Specific Training D
Training plans and materials must address functional roles, including:
e Prescribers (e.g., physician, nurse practitioner, pharmacist)
e Non-prescribing clinical users (e.g., nurse, medical student)
e Clinical support users (e.g., clinical MOA, pharmacist technician)
e Administrative users
e Privacy/security/system administration
Bus12.6 Training Plans D
Training plans must cover:
e Existing users/new functionality;
e New POS implementation;
e Existing POS/new staff (including temporary); and
e Ad hoc refresher training.
Note(s): One plan may cover multiple scenarios if adequate.
Bus12.7 Replace Trainer When Needed A
If a Trainer leaves, their replacement must complete the Train-the-Trainer
program if requested.
Bus12.8 Provide Paper-Based Training Materials A
If paper-based training materials are used, organizations must:
e Ensure adequate supply or provide a master copy for printing; and
e Include a keyword index for quick reference.
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# ter
Bus12.9 Provide Searchable Self-Service Training Materials D
Electronic self-service training and online help must be key word searchable.
Provide examples of these materials.
Bus12.10 | Provide Training Outline D
Users must receive an outline of training topics and their locations (e.g., page,
ID) tailored to their functional role.

7.4 Data Conversion & Workflow

Each POS will require support to ensure applications and workflows are ready to integrate with ministry
HIE services.

Table 13 Data Conversion & Workflow — Business Rules

Evaluation
& RUIS Method
Bus13.1 | Workflow Design A

Organizations must implement efficient workflows to support integration with
ministry HIE services.
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Before production access, organizations must:

e Assess POS application data for alignment with ministry standards; and
e Address misalignments to minimize user burden.
Recommendations:

If misalignment is found:

e Use scripts or conversion services for common issues; and
e Convert data before production access.

Examples:

e Replace nicknames with legal first name.

e Separate PO box from street address.

o Verify home address against the PCR.

e Remove phone number prefixes (i.e., prefixed by “1”).

Evaluation
L/ ik Method
Bus13.2 | Assess and Convert Data Before Production A
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Appendix A: Canada Post Addressing Standards

The Canada Post Addressing Standards are used to define the addressing rules that must be adhered to
when sending an address to ministry systems.

Note(s):

1.

3.

Some of the rules refer to ‘line 1’ or ‘line 2’ which reflects the usual structure of an address.

In most cases address ‘line 1’ will be used to enter the street address and address ‘line 2’ will be
used for other designations (e.g., rural route or PO Box).

For clarity, please review these rules along with the examples in the following section.

Table 14 Addressing — Business Rules

#

Rule

Add1l.1

Apply Canada Post Standards

Organizations must follow Canada Post Addressing Standards for all permanent physical and
mailing addresses.

Add1.2

Mandatory Address Fields
Addresses must include:

e Address line 1;

e City; and

e Province.

Addl.3

Prohibit Special Characters

Special characters (e.g., #, :; () ) must not be used in address fields.

Add1.4

Use Dash for Apartment Numbers

Use a dash to connect apartment and street numbers (e.g., 10-2202 Another Avenue).

Add1.5

Capture Rural Addresses Correctly

Enter civic address in Line 1 and rural route in Line 2.

Add1.6

Separate City and Province

City and province must be entered in separate fields.
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# Rule

Add1.7 Use Standard Abbreviations

Canada Post abbreviations for street types (e.g., St, Ave, Rd) and provinces (e.g., BC, AB, SK).

Add1.8 Exclude Neighbourhood Information

Do not include neighbourhood or municipality details in address lines.

Add1.9 Use Full Street Names
Enter full street names.

Do not use slang or informal abbreviations.

Add1.10 | Enter Postal Code in Correct Format

Postal codes must follow the correct alphanumeric “ANA NAN” format (e.g., V8W 2E1).

Add1.11 | Limit Punctuation

Use punctuation only when it is part of the official address name.

Add1.12 | Use ISO Country Codes

If country codes are included, they must comply with ISO 3166 standards.

Add1.13 | Include Country for International Addresses

International addresses must include the country name as the last address line.

Add1.14 | Place Attention/Care of Information (C/O) in Line 1

Attention or C/O details must appear in Line 1.

Add1.15 | Position Unit Designators Correctly

Unit designators (e.g., Bsmt, Upper, Lower, Pad#) must appear above the street address.
If C/O is also present:

e Linel:C/O

e Line 2: Unit designator

e Line 3: Street address

Add1.16 | Enter PO Box Correctly
PO Box must appear on the line above city, province, and postal code.

PO Box addresses apply only to mailing addresses, not physical residence.
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8.1 Address Examples
The following are examples of valid addresses.

Table 15 Canadian Urban Addresses

Examples — Canadian Urban Addresses

10-2202 Cornwall Ave (Do not use #10-2202)
Vancouver BC

1145 Kingsway
Vancouver BC

439 11THStE (Do not use: East 11th Street)
North Vancouver BC (Do not use: N. Van)

405 North Rd

Coquitlam BC

10-123 Main St NW
Montreal QC

Table 16 Canadian Rural/Postal Addresses

Examples — Canadian Rural/Postal Addresses

2765 7th Concession
RR 8 Stn Main
Millarville AB

4145 Steward Rd
PO Box 4001 Stn Yarrow Main
Chilliwack BC
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Table 17 US Addresses

Examples — US Addresses

4417 Brooks St NE
Washington DC US

200 Madison
Suite 2300
Chicago IL US

Table 18 Foreign Addresses

Examples — Foreign Addresses

2-2-29 Raidencho Kounosu

Saitama JP

Stotsmarken 18 DK-2970
Horsholm DK

138 Tiyu Road E Tianhe District
Guangzhou CN
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