
 

 

 

 
 

 

British Columbia 
Professional and Software Conformance Standards for 

Electronic Health Information Exchange 
 

Glossary of Terms – Conformance Standards 
 

Version 3.7  2026-02-20 
 
 
 
 
 
 

Security Classification: Low Sensitivity 

 



 

 

 

Copyright Notice 

Copyright © 2026 Province of British Columbia (BC). 

All rights reserved. 

This material is owned by the Government of BC and protected by copyright law. 

It may not be reproduced or redistributed without the prior written permission of the Province of BC. 

Disclaimer and Limitation of Liabilities 

This document and all of the information it contains is provided "as is" without warranty of any kind, 
whether express or implied. 

All implied warranties, including, without limitation, implied warranties of merchantability, fitness for a 
particular purpose, and non-infringement, are hereby expressly disclaimed. 

Under no circumstances will the Government of BC be liable to any person or business entity for any 
direct, indirect, special, incidental, consequential, or other damages based on any use of this document, 
including, without limitation, any lost profits, business interruption, or loss of programs or information, 
even if the Government of BC has been specifically advised of the possibility of such damages. 

Document Details 

Author:   Ministry of Health (HLTH) 

Last Updated:  2026-02-20 

Version:  3.7 

  



 

 

 

 

Table of Contents: 

1.0 Glossary of Terms ........................................................................................ 4 

Terms starting with A................................................. .............................. 4 

Terms starting with B................................................. .............................. 6 

Terms starting with C................................................. .............................. 8 

Terms starting with D................................................. ............................ 12 

Terms starting with E................................................. ............................ 15 

Terms starting with F................................................. ............................ 18 

Terms starting with H................................................. ............................ 19 

Terms starting with I................................................. ............................. 20 

Terms starting with K................................................. ............................ 22 

Terms starting with L................................................. ............................. 22 

Terms starting with M................................................. ........................... 23 

Terms starting with N................................................. ............................ 25 

Terms starting with O................................................. ............................ 26 

Terms starting with P................................................. ............................ 27 

Terms starting with R................................................. ............................ 32 

Terms starting with S................................................. ............................ 33 

Terms starting with T................................................. ............................ 36 

Terms starting with U................................................. ............................ 37 

Terms starting with V................................................. ............................ 38 

Terms starting with W................................................. ........................... 39 

 

 



Glossary of Terms – Conformance Standards 
Version 3.7 2026-02-20 

 

> 

Page | 4 

1.0 Glossary of Terms 

This Glossary of Terms is provided to define each key term, acronym and abbreviation that is included in 
the BC Professional and Software Conformance Standards for Electronic Health Information Exchange 
(the “Conformance Standards”). 

Term Acronym Definition 

A 

Access  Authorized, real-time user access to ministry electronic health 
information (Create, Read, Update, and Delete). 

Access depends on the terms and conditions of a ministry 
agreement (e.g., ISA), program policies and business decisions on 
how the information can be used. 

See: Data Access/Exchange Framework. 

Access Controls  Policies and mechanisms that: 

• permit or deny access to resources; 

• determine authorization to perform specific 
functions/transactions; and 

• manage user privileges (e.g., read, update) for an 
application or database. 

Access Word  A keyword used to control access: Disclosure directive keyword or 
patient’s protective word. 

Accession Number  PLIS Report Identifier – a unique identifier placed on a report that 
distinguishes it from all others. 

Accountable 
Provider 

 The licensed provider, registered in the provincial PLR, who is 
accountable for access to provincial clinical information and 
reviewing updates/corrections to accessed information. 

Accreditation  Formal authorization to operate an information system, with 
explicit risk acceptance based on an agreed set of security controls. 

Active Integration  In the context of the Provincial Client Registry: real-time patient 
search/identification at registration. 
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Term Acronym Definition 

Adapt / Adaptation  Pharmacist authority under the Professional Practice Policy (PPP-
58) to modify an existing prescription when, in their professional 
judgment, the action is intended to optimize the therapeutic 
outcome of treatment. 

Adaptation 
Prescription Record 

 Record of an adapted prescription. 

Administrative 
Gender (or Gender 
Used) 

 In the context of the Provincial Client Registry: the HL7 tag for 
patient gender reported at registration: 

• Male (M); 

• Female (F); or 

• Undifferentiated (UN). 

“Gender Used” records the gender a person wants applied on legal 
documents and in interactions with official agencies (e.g., driver’s 
license). 

Note(s):This value may differ from a person’s clinical gender 
(identity), which is provided to support affirming care and 
communications. 

Adverse Reaction ADR An unintended effect of a medication that is harmful or unpleasant. 
A sub-type of ADE with a demonstrable causal relationship. 

Adverse Reaction 
Information 
Business Record 

 A business record that contains PharmaNet ZPB2 segment fields. 

Note(s): See Volume 4C: Application Enforced Rules – PharmaNet. 

Adverse Drug 
Event 

ADE Injury occurring during drug use, with or without confirmed 
causation. 

Annotation  Commentary or explanatory note added to information. 

Application  Software and related components that integrate with ministry HIE 
systems/services to access/use health information. 

Application 
Enforced Rule 

 Testable minimum requirement an application must satisfy during 
conformance testing to be compliant. 
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Term Acronym Definition 

Application Hosting 
Environment 

 Facility (e.g., data centre) housing the information 
systems/services/infrastructure for applications and data. 

Application Service 
Provider 

ASP Organization that hosts client applications and data in a secure, 
centralized environment, providing browser/thin client access. 

Attest / Attestation  Affirmation of truth in an official capacity. 

Audit  Independent examination of evidence to form an opinion. 

Audit Logging and 
Monitoring 

 Recording and review of system activities for privacy/security 
oversight and service quality control. 

Audit Logs  Event logs (e.g., security, application, access, network) across 
platforms. 

Audit Team  Team performing independent assessment of compliance with 
security standards, practices, and processes. 

Authentication  Verification of a person or process. 

Availability  Information/systems accessible and usable on demand to support 
business functions. 

Return to Table of Contents. 

B 

Bag Use 
Medications 

O-Meds See: Office Use Medications. 

Bag Use 
Prescription 

 See: Office Use Prescriptions. 

Batch(s)  Grouped input files processed automatically to completion (without 
manual intervention). 
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Term Acronym Definition 

Battery  A test that is ordered in the laboratory information system to fulfill 
the test requested by a health care provider. 

It is used to group observations that have been performed to fulfill 
the ordered test. 

The Battery Event is a mandatory component of the Observation 
Report and is always reported within the context of an Observation 
Report. 

The battery is identified by a unique identifier assigned by the 
laboratory information system. 

The identifier is the Battery Event id in the HL7 v3 result message. 

The corresponding identifier in HL7 v2 is “Filler Order Number”. 

Battery Event ID / 
Battery Identifier 

 Identifies the smallest component of a laboratory result message 
that is uniquely identified. 

Updates or revisions to batteries may be sent and will be identified 
by the same Battery Event ID. 

The identifier is used by the system to identify an instance of a 
single battery (LIS test request) within an Observation Report. 

It is used to link all observations (results) that fulfill the battery test. 

In a lab query response, one battery is one record. 

The HL7 v2 equivalent to the identifier is the “Filler Order Number”. 

Best Possible 
Medication History 

BPMH Comprehensive history of regular medication use (prescribed and 
non-prescribed) compiled by a pharmacist. 

Breach Policy  Ministry eHealth Privacy Breach Policies and Procedures. 

British Columbia 
College of Nurses 
and Midwives 

BCCNM Provincial regulator for nurses and midwives. The BCCNM sets 
standards of practice, assesses nursing education programs, and 
addresses complaints about registrants. Established in September 
2020 via amalgamation of BC College of Nursing Professionals 
(BCCNP) and the College of Midwives of BC (CMBC). 
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Term Acronym Definition 

British Columbia 
Services Card 

BCSC Issued to each BC resident enrolled with the Medical Services Plan 
(MSP); and contains unique lifetime personal health number (PHN) 
that remains constant despite personal status changes. 

Browsing  Searching for clinical or personal information in a provincial registry 
or repository without enrolment or legitimate purpose. 

Business Continuity 
Plan 

BCP Procedures and information to recover essential services within a 
defined timeframe including post-incident recovery. 

Business Record  Mandatory data fields defined in the conformance standards and 
message specifications. 

Types include: 

• Adverse reaction (ZPB2 segment) 

• Client 

• Clinical information (ZPB1 segment) 

• Dispense (ZPB3 segment) 

• Laboratory result 

• Provider 

Business Role  Provincial EHR Business Role = Context (care setting) + Functional 
Description (provider/staff type). 

Examples: Ambulatory Services – Prescriber, Urgent/Emergency 
Services – Support Staff (Clinical). 

Return to Table of Contents. 

C 

Cache  Temporary storage of transactional data used during processing or 
message transformation. 

Canada Post 
Addressing 
Standards 

 Standards from Canada Post for consistent, accurate addressing to 
support efficient mail processing. 
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Term Acronym Definition 

Canadian Drug 
Identity Code 

CDIC National drug/product identification number. 

Canadian Life and 
Health Insurance 
Association 

CLHIA Industry association representing life and health insurers in Canada. 

Canadian 
Pharmacists 
Association  

CPhA National organization that advances the pharmacy profession. 

Canadian Police 
Information Centre 

CPIC National police information system used to check criminal records 
and outstanding criminal charges. 

Candidates  In the context of the Provincial Client Registry: Clients that match 
the search criteria. 

Canonical Identifier  Identifier value qualified by a data namespace, unique within that 
namespace. 

Carrier   Organization providing prescription cost coverage (e.g., 
PharmaCare or third-party insurer). 

Change, Material  For the Application Release Assessment (ARA), a material change 
substantially alters application functionality/design and impacts use 
of an HIE system or its data. 

Claim   Request to a carrier for payment of costs for a product or service. 

Client  Person receiving health care services in BC (also “patient”). 

May also refer to an organizational customer relationship. 

Client Business 
Record 

 Business record containing PCR data (e.g., patient demographics 
and identifiers). 

Clinical Data  Data from an encounter related to health status, diagnosis, or 
treatment. 
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Term Acronym Definition 

Clinical Encounter  Interaction between patient and provider(s) to deliver care or 
assess health. 

Clinical Gender  Refers to the gender categorization a clinician uses for medical 
purposes, based on anatomy, physiology, hormones, and lived 
gender, as relevant to the specific clinical context. 

Note(s): See the “Gender, Sex, and Sexual Orientation (GSSO) 
Standard” available at: 

• https://www2.gov.bc.ca/gov/content/health/practitioner-
professional-resources/health-information-
standards/standards-catalogue  

Clinical Information 
Business Record 

 Business record containing PharmaNet ZPB1 segment fields. 

Note(s): See Volume 4C: Application Enforced Rules – PharmaNet. 

Clinician  Licensed/registered medical professional authorized to provide 
health services (e.g., physicians, midwives, nurse practitioners). 

College of 
Pharmacists of 
British Columbia 

CPBC Provincial pharmacy regulator (registers pharmacists/technicians; 
licenses pharmacies). 

College of 
Physicians and 
Surgeons ID 

CPSID Unique lifetime identifier issued by the provincial physician 
regulator. 

College of 
Physicians and 
Surgeons of British 
Columbia  

CPSBC Provincial regulator for physicians and surgeons, responsible for 
licensing and standards of practice. 

Community Health 
Practice Access to 
PharmaNet 

COMPAP Provides authorized community-based providers and supervised 
staff access to patient and drug information to enhance care. 

Community 
Pharmacy 

 Pharmacy that dispenses to patients for home use and processes 
prescriptions via PharmaNet. 

https://www2.gov.bc.ca/gov/content/health/practitioner-professional-resources/health-information-standards/standards-catalogue
https://www2.gov.bc.ca/gov/content/health/practitioner-professional-resources/health-information-standards/standards-catalogue
https://www2.gov.bc.ca/gov/content/health/practitioner-professional-resources/health-information-standards/standards-catalogue
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Term Acronym Definition 

Compliance  Being in accordance with legislation, standards, specifications, and 
guidelines. 

In information security, goals include avoiding legal/contract 
breaches, ensuring systems meet policies/standards, and 
supporting effective audits. 

Composite View   Dynamic view of a client’s current demographics in the PCR. 

Confidentiality  Information is not disclosed to unauthorized parties. 

Confidentiality 
Mask 

 Provincial Client Registry: Masking of demographic fields – 
displaying “confidential” or an asterisk (“*”) for masked attribute. 

Conformance  Adherence to a published specification/standard/guideline, 
confirmed by inspection/testing (e.g., form, fit, function). 

Conformance 
Environment 

 Non-production environment mirroring production so vendors can 
demonstrate compliance with ministry conformance standards. 

Conformance Self-
Test 

 Vendor self-assessment in Sandbox to validate functionality against 
ministry conformance standards before requesting formal 
conformance testing. 

Conformance Team  Subject matter experts evaluating compliance to ministry 
conformance standards. 

Conformance Test  Scheduled demonstration by the vendor to demonstrate the 
application meets application-enforced rules, typically performed 
remotely via screenshare. 

Connecting 
Organization 

 Organization (e.g., health authority, vendor) that integrates with a 
ministry HIE system. 

Control Balance  Data verification aids (e.g., record counts, row/column totals, sub-
totals). 
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Term Acronym Definition 

Controlled 
Prescription 
Program 

 Program to prevent forgeries and reduce inappropriate prescribing 
of controlled substance which may only be prescribed in writing 
using a special controlled prescription program – duplicate pads. 

Co-ordination of 
Benefits Router 

COB Router PharmaNet component that routes claims to the first-payer 
insurance provider. 

Cryptographic Key  Information used by a cryptographic algorithm to encrypt/decrypt 
data, protect confidentiality/integrity, enable multi-factor 
authentication, and support non-repudiation. 

 

Cryptography  Methods to protect information (e.g., encryption, authentication) 
so only intended parties can access it. 

Custody  Physical possession of a record, typically with responsibilities for 
access, management, preservation, disposal, and security. 

Return to Table of Contents. 

D 

Data  Raw values/facts stored in a structured manner that become 
information with context. 



Glossary of Terms – Conformance Standards 
Version 3.7 2026-02-20 

 

> 

Page | 13 

Term Acronym Definition 

Data Access / 
Exchange 
Framework 

 Framework defining access (user-initiated) and exchange (system-
initiated), plus data  

of electronic health information with ministry systems uses the 
following terms: 

Mode: the transfer of data is either: 

• user initiated, termed ‘Access’; or 

• system initiated, termed ‘Exchange’. 

Direction: the direction data is transferred is either: 

• From POS to ministry system; and the received data is 
either: 

o retained temporarily, termed “Send”; or 

o retained persistently, termed “Upload”. 

• From ministry system to POS; and the received data is 
either: 

o retained temporarily, termed “View”; or 

o retained persistently, termed “Store”. 

Only a copy is accessed/exchanged; the source retains the original. 

Data Element  Smallest unit of a record (data field). 

Data elements define data objects (e.g., Address includes address 
lines, city, province/state, postal code, country). 

Data Provider  Organization providing source data to ministry/provincial 
repositories. 

Data Repository  Central store where data is maintained and accessible to systems. 

Declared Identity  Client identity (e.g., name, birth date, gender) captured during an 
encounter without identity-proofing. 

De-Militarized 
Zone 

DMZ Network architecture where public-facing systems operate outside 
the internal firewall to broker/forward requests, adding protection 
for internal systems. 
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Term Acronym Definition 

Demographic 
Information 

 Identifying information (e.g., name, birth date, gender, address, 
phone, date of death). 

Designation Order  Order designating a health information bank under the eHealth Act, 
section 3. 

See: Health Information Bank. 

Diagnostic Ports  Ports/services used for diagnostics, maintenance, and monitoring of 
system performance/function/capacity (e.g., network switch 
diagnostic ports, SNMP, modems). 

Digital Certificates  Certificate issued by a certificate authority acting as an electronic 
ID, containing subject details, serial number, public key, expiry). 

Digital (Electronic) 
Signatures 

 Data signed with a private key to assure authenticity and integrity. 

Disaster Recovery 
Plan 

DRP Procedures/information to recover critical IT functions within 
Business Impact Assessment timeframes. 

Part of a business continuity plan (BCP). 

Disclosure 
Directive 

 Mechanism allowing an individual/representative to restrict access 
to PLIS records. 

The ministry oversees directive creation/modification/revocation. 

Disclosure 
Directive Keyword 

 Password assigned by the patient to control access to the PLIS 
records (requested via Disclosure Directive with HIBC). 

Discontinued 
Dispense 

 Inactivation of a dispense record in a patient’s medication profile, 
excluded from future drug utilization checks. 

Discrete Data  Data stored/displayed in distinct fields that can be individually 
referenced. 

Dispense  Preparation and sale of a prescribed drug/device, ensuring 
therapeutic suitability and proper use. 
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Term Acronym Definition 

Dispense Business 
Record 

 Business record containing PharmaNet ZPB3 segment fields. 

Note(s): See Volume 4C: Application Enforced Rules – PharmaNet. 

Documented 
Identity 

 Client identity (e.g., legal name, birth date, gender) verified via a 
high-quality identity-proofing process using valid identity 
documentation. 

Domain  See: Data Repository. 

Domain Specific 
Data 

 Data from a specific HIE system (e.g., PharmaNet, PLR, PCR, or PLIS) 
for that system’s transactions. 

Drug   Substance used to diagnose, treat, mitigate, or prevent 
disease/disorder/symptoms or modify functions, including those 
defined in PODSA. 

Drug Identification 
Number  

DIN Unique identifier for a drug product (specific to drug, strength, 
dosage form, manufacturer). 

Drug Information 
System 

DIS PharmaNet component providing interaction checks, medication 
profile maintenance, and clinical decision support. 

Drug Utilization 
Evaluation  

DUE Drug interaction and dosage checking. 

Drug-to-Drug 
Interaction Module 

DDIM PharmaNet module for drug utilization evaluation (DUE) screening. 

Return to Table of Contents. 

E 

eHealth Access 
Policy 

 Policies and rules governing access to the EHR Service (e.g., 
Provincial EHR Business Roles Model). 

Enrolment Policy  Policies and rules for enrolling users to access the EHR Service. 
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Term Acronym Definition 

eHealth Operations  PHSA group providing: 

• Service Desk; 

• Privacy Services; 

• Technical Services; 

• Data Quality and Standards; and 

• Identity Management. 

In Privacy Conformance Standards, refers to eHealth Operations 
Privacy Services. 

Electronic (Digital) 
Signature 

 Information in electronic form created or adopted to sign a record, 
in/attached to/associated with the record. 

Electronic Health 
Information 

EHI Personal health information stored in and provided by ministry 
systems/services. 

Electronic Health 
Record 

EHR Province-wide ministry systems that store health information in 
computer-processable form, represented according to applicable 
standards (e.g., ISO 1803). 

Electronic Health 
Record Business 
Role 

EHR 
Business 
Role 

Defined by context (care setting) and functional description 
(provider/support role). 

Examples: 

• Ambulatory Services – Prescriber 

• Urgent/Emergency Services – Support Staff (Clinical) 

Electronic Health 
Record Service 

EHRS High-level software components that encapsulate business 
processing and access functions for EHR data, enabling authorized 
providers to view patient history province wide. 

Electronic Medical 
Record System 

EMR 
System 

Clinical information system primarily used in medical practice, 
containing patient information and practice management functions 
(e.g., registration, scheduling, billing). 
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Term Acronym Definition 

Electronic Picture  Single electronic image (e.g., screen print). 

If a printed record is required, produce as PDF. 

Electronic 
Prescribing 

e-Rx Electronic authorization from a practitioner to dispense a specified 
drug/device for a designated individual or animal. 

Emergency 
Department Access 
to PharmaNet 

EDAP Permits authorized staff in emergency departments and 
diagnostic/treatment centres to access and update patient 
medication histories to support therapy. 

Encryption  Process of transforming information with a key so only authorized 
parties can access. 

Protects confidentiality and integrity. 

See: Cryptographic Key. 

Episode of Care  Series of health care encounters for a person with a beginning and 
end (e.g., pregnancy, injuries, acute/chronic disease, risk factors, 
wellness deficiencies). 

Event  Occurrence indicating possible security policy breach, safeguard 
failure, or security-relevant situation. 

Exchange  Authorized system-to-system transfer (send/receive) of electronic 
health information between organizations, systems, or applications. 



Glossary of Terms – Conformance Standards 
Version 3.7 2026-02-20 

 

> 

Page | 18 

Term Acronym Definition 

Return to Table of Contents. 

F 

Facility  Designated facility may include: 

• community pharmacy, 

• community practice, 

• emergency department, 

• health authority site, 

• hospital pharmacy (in-/out-patient), or 

• medical device supplier. 

Fan Out  See: PharmaNet Participant Message. 

Firewall  Appliance/software inspecting network traffic and 
permitting/denying passage per rules. 

First Data Bank  FDB Provides drug database elements and clinical information with 
unique drug identifiers for utilization evaluation. 

Folio Number  Pre-printed number on controlled-prescription pads to prevent 
fraud. 

Freedom of 
Information 

FOI Under FOIPPA: 

• Freedom of Information – to increase 
openness/accountability via access to government records. 

• Protection of Privacy – to prohibit unauthorized collection, 
use, or disclosure of personal information by public bodies. 
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Term Acronym Definition 

Return to Table of Contents. 

H 

Health Authority 
Viewer 
(CareConnect) 

HA Viewer Secure, view-only provincial EHR providing authorized care 
providers an integrated provincial view of clinical information. 

Health Information 
Access Layer 

HIAL Standards-based messaging for secure exchange with ministry 
systems, includes standards, common services, communication 
services for application integration across care, providing a 
federated view and privacy/security management. 

Health Information 
Bank 

HIB Provincial repository designated under eHealth Act, Section 3 
enabling authorized collection, use, and disclosure of PHI. 

Health Information 
Exchange 

HIE Electronic exchange of health information among providers and 
clients. 

Health Insurance 
British Columbia 

HIBC Organization administering MSP and PharmaCare on behalf of the 
BC Government. 

Health Level 7  HL7 International interoperability standards for health data exchange 
between applications/vendors. 

HIE Services  Processes and technology that enable HIE and access to health 
information among providers and clients. 

Hospital Access to 
PharmaNet 

HAP Permits authorized clinicians at registered hospitals or designated 
mental health facilities to access the following PharmaNet 
transactions: 

• TID –patient demographic information; 

• TRP –full 14-month patient medication profile; 

• TRR –most recent 15 filled prescriptions; and 

• TIP –prescriber identification (optional). 
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Term Acronym Definition 

Hospital Clinical 
Information 
System 

HCIS System managing patient records during in-patient care. 

Hypervisor  Virtualization layer that manages guest operating systems and 
mediates instructions to hardware. 

Return to Table of Contents. 

I 

Individual  Person acting in a personal/domestic capacity or as an employee. 

Information  Data given context and meaning for decision-making. 

Information 
Consumer 

 Organizations/individuals accessing EHI in ministry/provincial 
repositories. 

Information 
Custodian 

 Maintains/administers EHI on behalf of the Information Owner, 
including access, management, preservation, disposal, and security. 

Information 
Labeling 

 Applying physical/electronic labels indicating security category to 
signal required protection level. 

Information Owner  Role with responsibility and authority over EHI across its life cycle 
(e.g., creation, classification, restriction, regulation, use/disclosure). 

Information 
Processing 
Facilities 

 Physical location housing systems/services/infrastructure, including 
storage for equipment pending deployment/disposal. 

Information 
Security 

 Preserves confidentiality, integrity, and availability of information; 
may include authenticity, accountability, non-repudiation, 
reliability. 
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Term Acronym Definition 

Information 
Security 
Classification 

 System for categorizing information by mission impact from loss of 
confidentiality, integrity, or availability. 

Information 
Security Incident 

 One or more security events likely to compromise operations or 
threaten information security (e.g., privacy breach, DoS, malware, 
unauthorized access, data errors, unusual traffic). 

Information 
Sharing Agreement 

ISA Agreement with the ministry defining authority and terms for 
collection, use, and disclosure of PHI, including authorized roles, 
purposes, and circumstances. 

Information Source  Origin of data: 

• POS system (i.e., created locally); or 

• EHI/EHR (i.e., retrieved from ministry systems). 

Information 
System 

 Systems/equipment for acquisition, storage, processing, 
movement, and transmission of data including software, firmware, 
and hardware. 

In-Patient Hospital 
Pharmacy 

 Pharmacy (typically Hospital Admitting and ED) serving admitted 
patients which does not: 

• dispense out-patient prescriptions; 

• update PharmaNet; or 

• adjudicate out-patient claims. 

Integrated Data  Aggregated patient data across HIE systems to provide a holistic 
view of health information. 

Integrity  Accuracy and completeness of information, protected from 
unauthorized/unintentional modification. 

Interface Approval 
Notice 

IAN Formal compliance notice from the ministry issued upon successful 
conformance testing, including training materials evaluation, 
privacy/security, application-enforced rules, message specifications, 
and transport protocols. 
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Term Acronym Definition 

International 
Organization for 
Standardization 

ISO International standards body that develops/adopts standards via 
transparent, member-driven processes for global implementation. 

Return to Table of Contents. 

K 

Key Management  Processes for generating, exchanging, storing, safeguarding, using, 
vetting, and replacing cryptographic keys. 

Keyword  See: Disclosure Directive Keyword. 

Return to Table of Contents. 

L 

Lab Information 
Systems 

LIS System used in clinical laboratories to order tests, record results, 
manage quality control/workload statistics, and retrieve/manage 
lab data. 

Laboratory  Physical location where laboratory tests are performed and 
specimens are collected. 

Typically in hospitals or private-sector facilities. 

Laboratory Result 
Business Record 

 Business record containing PLIS data fields (e.g., lab test name, 
report identifier, specimen type). 

Laboratory Test 
Result (Lab Result) 

 Result from pathology testing (e.g., microbiology, anatomical 
pathology, transfusion medicine, clinical chemistry, 
hematopathology). 

Least Privilege  Security principle granting only the minimum privileges needed to 
perform authorized tasks, limiting potential damage from accident, 
error, or unauthorized use. 

Location Identifier  Unique identifier for a PharmaNet point of service. 
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Logical Observation 
Identifiers Names 
and Codes 

LOINC Universal names and ID codes for laboratory/clinical test results. 

Return to Table of Contents. 

M 

Malware  Malicious code such as viruses, worms, Trojans, spyware, adware, 
and malicious mobile code, designed to compromise systems, 
increase unauthorized access, disclose/corrupt information, deny 
service, or steal resources. 

Mask / Masking  Concealing specific data elements at a patient’s request to limit 
disclosure. 

Viewers see that data exists but not the content. 

Matching 
Algorithm 

 Identity matching may use deterministic, probabilistic, and rules-
based methods to determine record linkage. 

Media  Storage media for digitized information (e.g., magnetic tape, disks). 

Medical Device 
Distributor 

MDD Manufacturer or authorized distributor of medical devices and 
related products. 

They are not licensed to sell drugs; or bound by CPBC bylaws. 

Medical Services 
Plan  

MSP Provincial program providing universal health coverage for BC 
residents. 

Medication 
Administration 
Record  

MAR Record of all medication doses administered in long-term care. 

Medication 
Management 
Framework 

MMF Framework encompassing pharmacist activities to optimize safe 
and effective drug therapy. 
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Medication 
Management 
Intervention 

MMI PharmaNet-recorded drug therapy problem (intervention). 

Medication 
Reconciliation 
Report 

 Summary combining local and PharmaNet data to show current 
medications. 

Prepared by the user/POS application (similar to BPMH). 

Merge  PCR/PharmaNet: Action performed by ministry staff when two 
PHNs have been allocated to the same individual. 

 One of PHN is retired, in favour of the surviving PHN. 

Message Integrity  Assurance that a message is transmitted and received unaltered, 
preserving completeness, accuracy, and validity. 

Metadata  Data describing other data. 

Ministry 
Agreement 

 Legally binding agreement with the ministry. 

Examples include, but not limited to: 

• Information Sharing Agreement (ISA); 

• Data Access Agreement (DAA); 

• Service Level Agreement (SLA); and 

• Master Standing Agreement (MSA). 

Ministry (of Health) HLTH BC Ministry of Health. 

Ministry 
Practitioner ID 

MPID Identifier assigned by MSP to a registered provider. 

Widely used as a practitioner identifier. 

Mobile Computing 
Device 

 Portable electronic devices (e.g., laptops, tablets, PDAs, phones, 
cameras). 

Ministry Policy  eHealth privacy policy requirements established by the ministry 
(e.g., eHealth Privacy Policy and Procedures Manual). 
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Monitoring  Regular operational checks to detect and correct deviations from 
policies/standards. 

Monographs   Clinical reference information on proper use and side effects of 
medications. 

Multi-Factor 
Authentication 

MFA Authentication using two or more factors (i.e., secret, token, 
biometric) for stronger assurance. 

Mutual / Two-Way 
Authentication 

 Client and server authenticate each other, assuring mutual identity. 

 

Return to Table of Contents. 

N 

Need to Know   Principle limiting access to authorized individuals whose duties 
require information. 

Implemented via segregation, access lists, and system access 
controls; critical under FOIPPA. 

Network Routes  Physical and logical pathways that connect network infrastructure. 

Network Security 
Zone 

 Logical zone grouping services/entities with similar security 
requirements and risk levels. 

Network 
Segregation 

 Separation of users/systems/services using security gateways, 
separate networks, or access controls to manage traffic flow. 

Nomenclature 
Standard 

 BC laboratory nomenclature standard for order names, and result 
names/values/ranges 

Non-Discrete Data 

 

 Rendering where fields cannot be individually referenced (e.g., 
image, non-editable PDF, view-only window). 
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Non-Insured Health 
Benefits 

NIHB Federal health benefits coverage for First Nations, administered by 
Health Canada. 

Non-
Pharmaceutical 
Supplier 

NPS Suppliers who are not a pharmacy and only dispense non-
pharmaceutical supplies (e.g., prostheses, orthoses, ostomy or 
diabetic supplies, or other medical devices). 

If connected to PharmaNet, access to patient records/history is 
limited to purchases from that supplier site, and only specified 
transaction types are permitted. 

Return to Table of Contents. 

O 

Observation  Observed outcome (result) of a battery, reported in the context of 
the battery and lab report. 

Observation Report 

 

 PLIS lab report used to record test outcomes for a single 
patient/requisition/visit. 

Composed of batteries and observations. 

Office Use 
Medications 

O-Meds Prescription/non-prescription medications dispensed to clinics and 
practitioners (excluding medical supplies, non-pharmaceuticals, and 
stock transfers). 

Also called Bag Use Medications. 

Office Use 
Prescriptions 

 Medications purchased by a physician for office/house-call use, 
given in small or individual doses. 

Also called Bag Use Prescriptions. 

On-Boarding  Process for obtaining access to a ministry repository under a 
Designation Order, with an ISA and confirmed compliance to the 
ministry’s conformance standards. 

Organization  Framework of authority and purpose (ISO 18308), including health 
care bodies, individuals, sole proprietors, and partnerships. 
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Organization-
Specific Data 

 Ministry-created data for a single organization, used to verify 
conformance where updates/deletions are involved. 

Out-Patient 
Hospital Pharmacy 

 Pharmacy dispensing to out-patient for at-home use. 

Connects to PharmaNet to update records and adjudicate 
PharmaCare claims. 

Overlay Status  Provincial Client Registry error where one identity contains data for 
multiple patients. 

Resolved by splitting into correct identities. 

Return to Table of Contents. 

P 

Pan-Canadian 
LOINC Observation 
Code Database 

pCLOCD Canadian adaptation of LOINC including metric units and French 
display names, constrained to observables used in Canada. 

Maintained and distributed by the Standards Collaborative. 

Patient  Person receiving or having received health care services in BC (also 
“client:). 

Patient Medication 
Profile 

 In PharmaNet, the portion of the patient record with drug-therapy 
information (e.g., prescribed/dispensed medications, clinical 
conditions, allergies). 

Patient Record  Electronic record of health care services provided to a patient. 

Patient Record 
(Medical Practice) 

 Medical-practice record with demographics, physician notes, 
diagnostic/consult reports, medication history, and lab results. 

Organized for access and secured to control access. 

Patient Record 
(Pharmacy) 

 

 Pharmacy record with PHN, demographics, medical/clinical 
information, prescription history, and adverse reaction data. 
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Patient Session  Period when a patient record is open in the POS application which 
ends when exited/closed. 

Patient’s Protective 
Word 

 Patient-assigned password/keyword controlling access to 
PharmaNet records. 

Requested via pharmacist or HIBC. 

Pay Cardholder  Payment to the BC Services Card holder for the dispensed 
prescription. 

Pay Provider  Payment to the dispensing pharmacy. 

Person  Individual who may assume multiple roles over time (e.g., patient). 

Often synonymous with patient/client, depending on context. 

Personal Firewall  Computer application controlling inbound/outbound traffic per 
security policy (e.g., Windows Firewall). 

Personal Health 
Information 

 Recorded information about an identifiable individual related to 
health or provision of health services. 

Personal Health 
Number 

PHN Unique lifetime numeric identifier for an individual who has 
interacted with the BC health system. 

Assigned to one person only. 

Presence of a PHN does not imply eligibility or benefit status. 

Personal 
Information 

 Recorded information about an identifiable individual (excluding 
business contact information). 

PharmaCare  Provincial program covering eligible prescription drugs and 
designated medical supplies, providing access to drug therapy 
through multiple plans. 

PharmaCare 
Enrolment 
Agreement 

 Agreement between pharmacy and ministry to support provider 
role, facilitate delivery to PharmaCare beneficiaries, and ensure 
accountability for public funds. 
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PharmaCare Plan B  Plan covering eligible drugs and designated medical supplies for 
permanent residents of licensed LTC facilities in BC. 

Services provided by contracted pharmacy. 

PharmaCare Trial 
Prescription 
Program 

 Program dispensing trial quantities (10-14 days) of certain 
expensive medications to reduce waste. 

Initial dispensing fee reimbursed by PharmaCare and subsequent 
costs follow plan rules. 

Pharmacist 
Prescription 
Adaptation 
Documentation 
and Notification 
Form 

 Form to document and notify the original prescriber of a 
pharmacist’s adaptation. 

Pharmacotherapy  Treatment of disease using medications. 

Pharmacy 
Equivalency Code 

PEC For non-pharmacy sites, a unique three-character Pharmacare ID 
issued by HIBC, consistent with CPhA standards. 

Pharmacy ID   For pharmacy sites, a unique ID issued by HIBC, consistent with 
CPhA standards (i.e., BC + 00000 + three-character Pharmacare ID. 

Pharmacy 
Operations and 
Drug Scheduling 
Act 

PODSA Provincial legislation governing pharmacy licensing/operations, 
inspections, suspensions/cancellations, bylaws, drug schedules, and 
other related duties. 

Pharmacy System  POS system/application used in a pharmacy to access PharmaNet. 

PharmaNet  Province-wide network linking BC pharmacies to central data 
systems. 

PharmaNet Help 
Desk 

 HIBC support service for PharmaNet participants and vendors, 
staffed 24/7. 
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PharmaNet 
Medication Profile 

 14-month dispense history returned by PharmaNet for the patient. 

PharmaNet 
Participant 
Message (Fan Out) 

 Function used to broadcast urgent messages to all users or 
specified lists (e.g., regions, software users, agencies). 

Point of Service POS Location where health services are delivered (e.g., pharmacy, lab, 
medical practice, hospital). 

Point of Service 
Application / 
System 

 Clinical systems operating at points of care, accessing ministry HIE 
data and local data stores to provide a complete patient history. 

Point to Point  Connection between two endpoints, usually host computers. 

Portable Storage 
Devices 

 Portable electronic media/devices for data storage (e.g., external 
drives, flash cards, USB sticks, solid-state storage, CDs/DVDs/tapes), 
typically connected via USB/FireWire/Bluetooth. 

Practitioner ID 
Reference Code 

 Unique identifier for each licensing body that issues practitioner 
IDs. 

Practitioner 
Identification 
Number 

Prac ID Unique number assigned by the licensing body (e.g., CPSBC, CPBC) 
to each practitioner. 

Prescribe  Authorize a specified drug or device for a patient. 

Prescriber  Health professional authorized by legislation to prescribe 
medications in BC (e.g., physicians, dentists, podiatrists, 
veterinarians, pharmacists, nurse practitioners, and midwives). 

Prescription  Authorization from a practitioner to dispense a specified 
drug/device for a designated person or animal. 

Prescription 
Dispense 

 Pharmacy dispense or prescriber-dispensed sample medication 
recorded in PharmaNet. 
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Prescription Record  Printed record of a patient’s PharmaNet prescription. 

Note(s): Not a prescription. 

Privacy Impact 
Assessment 

PIA Tool/process to ensure compliance with privacy 
legislation/responsibilities, supporting business 
objectives/electronic initiatives, and timely, cost-efficient privacy 
requirement fulfillment. 

Privacy Officer  Individual responsible for data access monitoring, access audits, 
breach investigations, and complaint investigations. 

Privileged 
Operations 

 Permissions allowing alteration of access rights and system/service 
structures. 

Process  Systematic series of actions/operations producing a result. 

Product 
Identification 
Number 

PIN PharmaCare-assigned number for a product/compound without a 
DIN. 

Production 
Environment 

 Environment used to exchange live health information with 
provincial systems. 

Protected Data  Data protected by a Patient’s Protective Word (PharmaNet) or 
Disclosure Directive Keyword (PLIS). 

Protective Word  See: Patient’s Protective Word. 

Provider  In PLR, a provider is a person or organization acting in a health care 
role. 

The PLR distinguishes between an Individual Provider and 
Organization Provider. 

Provider and 
Location Registry 

PLR Central, trusted source for BC provider information (e.g., licensing, 
work locations). 
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Provider Business 
Record 

 Business record containing PLR data fields (e.g., demographics, 
identifier, status, work details). 

Provider Defined 
Drug Information 
Numbers 

 PINs for drugs/benefits without an assigned DIN. 

Provider Identifier  Identifier (e.g., licensing number) assigned by a primary data source 
to a provider, used to identify providers in the PLR. 

Provider Role Type  PLR classification of provider roles (e.g., physician, LPN, midwife, 
chiropractor, pharmacist, volunteer). 

Provincial Client 
Registry  

PCR Central repository of client demographics for BC’s health system. 

Also known as the EMPI. 

Provincial Lab 
Information 
Solution 

PLIS Province-wide repository of patient lab results from public/private 
labs, accessible at authorized points of care. 

Return to Table of Contents. 

R 

Reasonable  Refers to the use of reasonable commercial efforts and actions that 
are fair, proper, and suitable under the circumstances. 

Applied to public-body duties (e.g., responding without delay, 
protecting privacy, assessing harm from disclosure, ensuring 
accuracy, making security arrangements, evaluating consistent 
use/disclosure, issuing required notices, severing excepted 
information). 

Remote Access  Use of a remote access service to connect to government 
networks/systems. 
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Reportable 
Communicable 
Disease 

RCD Disease (e.g., measles)that must be reported under public health 
legislation to provincial public health officials. 

Resource-Based 
Relative Value 
Scale 

RBRVS 

 

Fee schema used by PharmaCare to determine pharmacist payment 
for clinical services addressing MMIs. 

Restricted Access 
Area 

 Controlled area (e.g., standard work areas/offices) limited to 
authorized workers and escorted visitors. 

Revoke 
prescription 

 Cancellation of a prescription authorization (only if not yet 
dispensed). 

Subsequently, pharmacies cannot dispense and patients will not 
receive the prescription. 

Risk  Potential that a threat exploits a vulnerability to cause loss or 
damage. 

Risk and Controls 
Review 

 Independent assessment of an information system to evaluate 
control adequacy and mitigation of 
business/financial/security/privacy risks. 

Route  Administration method for an immunizing agent/drug (e.g., 
subcutaneous, intramuscular). 

Routing  Process of determining network paths and forwarding messages. 

Return to Table of Contents. 

S 

Sample Medication  Medication provided in a sub-prescription quantity. 

Sandbox 
Environment 

 Non-production environment mirroring production for interface 
testing and vendor self-tests against ministry conformance 
standards. 
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Secured Path  Network path protected against eavesdropping, intrusion, and 
tampering. 

Security 
Certification 

 Comprehensive assessment of management/operational/technical 
controls to confirm they are implemented correctly, operate as 
intended, and meet security requirements. 

Security Review  Independent review focused on security frameworks for business 
processes, applications, and environments. 

Narrower in scope than an audit. 

Security Threat and 
Risk Assessment 

STRA Risk-analysis component aimed at identifying security exposures. 

Selection Criteria  User-specified parameters/filters used to search for specific data. 

Send  Transmit a temporary copy of POS data to a ministry system (i.e., 
not persistently stored). 

See: Data Access/Exchange Framework. 

Sensitive 
Information 

 Examples include health information, network configuration, and 
administrative data. 

See: Systems/Network Documentation. 

Shared Data  Ministry-created data available to all organizations as read-only. 

SIG Codes  Medication-use instructions (e.g., “UD” = take as directed) which 
are commonly used, but not formally mandated. 

Software  Examples include: application/system software, development tools, 
and utilities. 

Software 
Organization 
(Vendor) 

 Organizations (including in-house teams) that develop/support 
interfaces to HIE systems. 
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Source  Organization that sends data to a ministry system (e.g., PCR). 

Source Identifier  Organization’s internal client identifier (e.g., MRN) used in the PCR. 

Source of 
Information 

 PharmaNet reference for CPHA “reported by” codes. 

• PH – Pharmacist 

• PR – Prescriber 

• PA – Patient (i.e., patient self-reporting) 

• FA – Family 

• DP – DPIC (i.e., Drug & Poison Information Centre) 

Source Record  Organization-added client data stored in the PCR 

Special Service Fee 
Code 

SSC Code identifying a special pharmacist service (e.g., refusal to fill) 
that triggers corresponding PharmaCare payment. 

Special Services 
Fee 

 Special services consistent with agreements between providers and 
plan administrators. 

Split-Tunneling  A computer networking concept which allows a VPN user to access 
a public network (e.g., the Internet) and a local LAN or WAN at the 
same time using the same physical network connection. 

This method of access enables the user to access remote devices, 
such as a network printer, at the same time as accessing the public 
network. 

Standard Out-
Patient Laboratory 
Requisition 

SOPLR A standardized form approved by the Medical Services Commission 
for out-patient lab test requests. 

Stop Prescription  Action to prevent further dispensing, changing prescription status 
from active to inactive. 
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Store  Place a copy of EHI from ministry systems into the POS system 
beyond a query session. 

Modes include: 

• Non-discrete storage (e.g., screen print, non-editable PDF). 

• Discrete Data Storage (e.g., saving data fields in the POS 
database). 

Metadata may also be stored to identify EHR results. 

See: Data Access/Exchange Framework. 

Strong / Multi-
Factor 
Authentication 

 Authentication using two or more factors (i.e., secret, token, 
biometric) for stronger assurance. 

System Privileges  Permissions allowing changes to access rights and system 
structures. 

System Utility 
Programs 

 Tools that can subvert system/access/application controls (e.g., 
network sniffers, password crackers, port scanners, root kits, and 
vulnerability scanners). 

Systems / Network 
Documentation 

 Detailed information about design/architecture, internal 
workings/functionality, data structures, procedures, and 
authorization processes. 

Return to Table of Contents. 

T 

Telework  Arrangement where employees work away from the official 
workplace. 

Third-Party System  External system where EHI is not used beyond the original clinical 
purpose. 
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Threat  Potential event/act that may cause unauthorized disclosure, 
destruction, removal, modification, or interruption of sensitive 
information, assets or services, or injury to people.See: Event; and 
Vulnerability. 

Trace Number  Unique identifier assigned by the sending/receiving systems to 
correlate requests and responses. 

Should be unique per transmission. 

Training 
Environment 

 Non-production environment mirroring production for 
demonstrating interface functionality and providing end-user 
practice without affecting real health information. 

Transitory Record  Records of temporary usefulness kept only while operationally 
needed. 

Not required for financial, legal, audit or statutory purposes. 

Return to Table of Contents. 

U 

Upload  Sending data from a local system to a remote system to store a 
copy. 

Modes include: 

• Non-discrete data upload (e.g., referral letter in CDA 
format). 

• Discrete data upload (e.g., ePrescription/dispense, PCR 
address update, POS lab result). 

See: Data Access/Exchange Framework. 

Usage Identifier  A 2-3 letter identifier assigned to a software organization, 
prepended to the last name in demographic records. 
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User(s)  Individual with system access/authorization. 

End/authorized users may access HIE services (e.g., PharmaNet) to 
perform business tasks. 

Access varies by role. 

Privileged users can alter access rights/system structures (e.g., 
system/network/database/security/website administrators), but do 
not access HIE services. 

Return to Table of Contents. 

V 

Vendor  Private individual/organization that provides products enabling 
connection/access to EHI in provincial repositories. 

Also called Software Support Organization (SSO). 

Vendor Self-
Assessment (Pre-
Integration) 

 Ministry-designed process for vendors to undertake before 
engagement to assess readiness/capability for integration with 
ministry systems. 

Veterans Affairs 
Canada 

VAC Federal department responsible for benefits/services for veterans, 
CAF/RCMP retirees, families, and eligible civilians. 

View  EHI from ministry systems temporarily displayed at the POS system 
(not persistently stored). 

Modes include: 

• Separate Display (e.g., image/non-editable PDF/view-only 
window); and 

• Integrated Display (e.g., local prescriptions combined with 
PharmaNet prescriptions). 

See: Data Access/Exchange Framework. 

http://en.wikipedia.org/wiki/Ministry_(government_department)
http://en.wikipedia.org/wiki/Service_(economics)
http://en.wikipedia.org/wiki/Veteran
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Virtualization  Simulation of software/hardware as a virtual machine (VM), 
including: 

• Application virtualization; 

• Operating system virtualization; and 

• Full virtualization. 

Vulnerability  Weakness in procedures/processes/controls that a threat could 
exploit to gain unauthorized access or disrupt processing. 

Return to Table of Contents. 

W 

Web-Enabled 
Application 

 Application accessed over a network via HTTP/HTTPS which may 
run in a browser or use a client component with server-side 
processing. 

Wireless Networks  LAN using wireless transmission (e.g., 802.11a/b/g/n, WiMax). 

Work Location  In PLR, a named location where a provider delivers health services. 

 


	Table of Contents:
	1.0 Glossary of Terms

