
Health Data Platform British Columbia

Welcome Package

HDPBC enables streamlined access to linked health sector data from from multiple sources, including 
the Ministry of Health, health authorities, and other organizations. It provides a secure environment 
for accessing data, and a wide array of data science tools for complex data analysis and collaboration. 
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Introduction to the HDPBC

Welcome to the HDPBC What does the HDPBC offer?

HDPBC provides secure, on-demand access to British 
Columbia’s health data and the tools to analyze it.

Data within HDPBC

• Covid Test Lab Data
• Client Roster
• Discharge Abstract Data (DAD)
• Fee for Service, Medical Services Plan (MSP) 
• National Ambulatory Care Reporting System (NACRS)
• PharmaNet
• Bring your own data

HDPBC regularly adds datasets to its holdings. You can 
view the full listing of HDPBC’s available data on the HDPBC 
website.

The HDPBC, with its data contributors, ensures strict 
adherence to leading best practices for privacy and 
security standards to protect valuable health data assets.

Timely, transparent access process

• Harmonized data request process

• Streamlined approval pathways (page 8)

• Tracking tools for Data Access Requests

Cross-organizational data and advanced analytics

• Linked cross-organizational data from the HDPBC 
collection

• Ability to bring in your own data

• HDPBC Desktop tools and services enabling data 
analysis and collaboration

Secure data access framework

• Based on the Five Safes model (page 6) 

• Common policies for security, privacy and data 
management to enable consistent practices and 
data integration
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HDPBC Services
HDPBC ACCESSIBLE DATA

The HDPBC provides access to linked multi-organizational 
data. Each data contributing organization, such as the 
BC health authorities, determine for themselves the 
appropriate approval path for access to their data, as per 
the HDPBC approval framework. Please see the HDPBC 
website for a list of the current data available through 
the HDPBC. 

HDPBC DESKTOP

The HDPBC Desktop is a secure environment delivered 
using Virtual Desktop Infrastructure (VDI). Users can 
login to their own unique virtual machine to access data 
and complete their analysis. An array of modern data 
analysis tools is available in the HDP Desktop to every 
user.   

HDPBC TRAINING AND EDUCATION

HDPBC provides resources to help users understand how to use 
the HDPBC Desktop. We are continuing to develop educational and 
training material to support users.  

HDPBC SYSTEMS AND PROCESSES

HDPBC has established a new streamlined single-entry point for multi-
organization data access requests using an online Request Management 
System, augmenting the research request system provided by PopData. 
Provincial health data councils and health organizations support this 
process by facilitating the approval of data requests (page 8).

HDPBC SUPPORT

HDPBC users have access to support while working 
in the HDPBC Desktop. Support processes have also 
been established to provide subject matter expertise 
to users and project teams.

How does the HDPBC keep data safe?

The HDPBC Data Access Framework outlines the requirements to access linked, multi-organizational
 health data through the HDPBC.  The Framework is based upon existing provincial legislation 

and the international Five Safes Privacy and Security Framework  (the Five Safes), 
in combination with three approval paths (pre-approved, delegated, and council review).

Five Safes Privacy and 
Security Framework

HDPBC Approval 
Paths

Figure 1: HDPBC’s access processes ensure data and information is kept safe.

Each incoming data access request is first assessed according to the Five Safes criteria established in the 
HDPBC Data Access Framework (described below on page 6). 

Depending on how the criteria are met, the data access request will be routed to the appropriate approval 
path which may include a review by one or more data councils who have a mandate governing health data 
in B.C. 
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Further details on the Five Safes can be found on the BC Government website here.1
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https://www2.gov.bc.ca/gov/content/data/about-data-management/data-innovation-program/privacy-security


The HDPBC Five Safes Criteria

Data
Data approved for a project and 
accessible using an approved 
Setting, e.g. HDPBC Desktop. The 
data provided in the setting will 
be de-identified following HDPBC 
Policy.   

Project
Projects that meet HDPBC criteria 
defined for People, Data, Setting 
and Output. 

Setting
The environment in which the data will 
be provided to the data consumer. The 
HDPBC Desktop is the primary setting 
for HDPBC analysis and meets a set of 
defined security standards, including 
a Security Threat & Risk Assessment 
and Privacy Impact Assessment.  

Output
Any data, code, or analysis leaving 
a Setting.  In HDPBC, all output is 
subject to human review to ensure it 
matches what has been approved for 
release.

People
The person(s) participating in a project that 

meet HDPBC established requirements.  

This section describes criteria for each category.  Please note this is a living document and the criteria will be updated and added 
to as per the direction of the Health Data Council.  Please visit the Health Data Platform homepage for more details.

The HDPBC Desktop

The HDPBC Desktop is 
a secure environment 
delivered using Virtual 
Desktop Infrastructure (VDI).  
Authorized Users login using 
Multifactor Authentication 
(MFA) to their own virtual 
machine to access data and 
complete their analysis.

Secure Access
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The HDPBC team will monitor 
User activities within the 
HDPBC Desktop to ensure 
that activities align for the 
purposes they were approved 
for.   

Auditable

The HDPBC team will 
manually review every output 
from the HDPBC Desktop to 
ensure they align with what 
was approved. 

Output Review
03

  Desktop Tools

An array of data analysis tools is available in the HDPBC Desktop to every user.

Tools include (but are not limited to):

SQL Server 
Management 

Studio
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https://www2.gov.bc.ca/gov/content/health/conducting-health-research-evaluation/data-access-health-data-central/health-sector-partner-access-to-data/health-data-platform


Requesting Data from the HDPBC
Once you have submitted your completed application for access to the HDPBC using the Request Management System 
(RMS), your Data Access Request will be processed into one of three approval paths* for multi-organizational projects.  

To learn more about submitting your Data Access Request and a listing of available data, see the HDPBC website.

Pre-Approved Service Level Goal: < 3 weeks

• Data access request fully meets the defined HDPBC pre-approved criteria

Delegated Review Service Level Goal: < 6 weeks

• Data access request partially meets HDPBC pre-approved criteria and additional review is required:
 » The Data Council Secretariat will approve projects on behalf of the Data Council.  (This path is not yet implemented.)

Council Review Service Level Goal: avg 10 weeks

• Data access request does not meet HDPBC pre-approved critera:
 » The Health Data Council will review the project.  

HDPBC Data Holdings

Please note that the suggested service levels are targets to be met as the HDPBC matures.
*When PNET and/or Health Information Bank data is requested, the request will be reviewed by the Data Stewardship Committee.

 

 • Please visit the HDPBC website for an up-to-date list of the HDPBC accessible data.  

 • Full link: https://www2.gov.bc.ca/gov/content/health/conducting-health-research-evaluation/data-access-health-data- 
central/health-sector-partner-access-to-data/health-data-platform/hdp-data
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