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Purpose

This document demonstrates how new users can obtain PHSA access credentials in order
to access HDPBC systems and services.

There are two setup processes that new HDPBC users must complete, only once, before
attempting to log in to the HDPBC desktop.

This guide will walk the user through these two processes.
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Prerequisites
e The user has been approved to access HDPBC
e The HDPBC has submitted a request to provision user access

Overview for First Time Access to HDPBC
There are two setup processes that new HDPBC users must complete, only once, before

attempting to log in to the HDPBC desktop.

1. Register for Provincial Health Services Authority (PHSA) Credentials - if the user
does not already have PHSA credentials or alternate Health Authority (HA)
credentials, see step 1 below in this document.

2. Setup Multi-Factor Authentication for HDPBC credentials with MS Authenticator
phone app, starting on step 12 of this document. Users will have to download the
MS Authenticator app to a mobile device of their choosing.

Once the HDPBC user has supported credentials with MFA setup, they can login to HDPBC
using a browser or Horizon client. Please refer to the HDPBC Onboarding Guide: Logging
into the HDPBC Desktop (available online).

Register for PHSA Credentials
This section demonstrates how to register for PHSA access credentials. You must register

for PHSA credentials if you do not have existing access credentials from one of the
following Health Authorities:

e Northern Health Authority

e Vancouver Coastal Health Authority
e Fraser Health Authority

e Provincial Health Services Authority

If you have organizational access credentials from one of the organizations listed above,
please do not register for new PHSA credentials. Move on to the next section of this guide,
‘Setup Multifactor Authentication’ on step12.

1. HDPBC will submit a request to provision the new HDPBC user’s access.

2. Requestin place, the New User will receive an email similar to below prompting
further action.
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EXPEOIELY EXTENRE Mo clous

Dear

You will need:

»  Email Address

e m— = Hable, oo s vt

Welcome! You have been registered for a pew position with & BC health authority, Te complete your registration, please take five minuies to verify your identity

+  Your full name and address { As displayed on your government-issued 1) to confirm your identily
+ A photo of yourself to create yous personal 11 card

T s1an your identity verification. click or copyipaste the link below into youwr web browser:

hitps:onboard healibcarebs cal

Here is your login information:

»  Secunty Code:; THIHSSS2

I you have any questions, please contact your manager for your pew position,

New Account Creation Email Sample

3. Click the onboard.healthcare.bc link to open the enrollment page and proceed through
the Identity verification step described below. Please use the Email Address and

Security code that are given in the Initial Email.

Vancouver — \}j idence \ Provinaial Health
H Irovidence 1 | Services Authority
ealth e st

bk Ny — % Eattar haat

Health Authority Enrollment

Welcome to the new user enroliment page. You should have received an
enroliment email from your manager, please enter your email address and the
Security code below to proceed

Email Address: *

Security Code: *

Privacy Info Home

Copynght © 2020 Provincial Hestn Senvices Authorty TITTES

Please note: non-PHSA may have
issues using their regular work
browser, as your non-PHSA login
credentials may conflict through
this process. Please consider
using another browser or use
private browser/incognito
functionalities.

If you still have issues, please
navigate directly to the Azure
Portal (https://portal.azure.com)
and log off from your non-PHSA
account and then try this process
again.
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4. The next page will prompt a Consent form to be approved by the User.

5. Following Consent, the Enrollment process will ask if the New User has previously
worked at a BC Health Authority.
Note: If you have previous credentials at any point, please advise the Front Counter as this
will be a reactivation and will assist in preventing duplication.

TATFOOUYET = - T FTCRTTICTIT PYCETT
'\;:'_J'I'I“I’:'I"Irﬂﬂllf .:I : Saruicas Aulfority

Health

momon mcke v s

— i T

Health Authority Enrollment

0 Previously Warked at a BC Health Authaority

The Tallkewing inforrmalian is required 1o ensure you recesve your SAccess Card
in a limely fashion. Please answer (he following questions

Hava you ever had access to any health authority systems or facilities ? *

s Mo
Privacy Infa Home

Coispevighl 5 U8 Prowineid Humlls Saiviaen Authedy FITITES

6. The New User is then asked to complete all fields shown below.

April 2021



BRITISH  Ministry of
COLUMBIA = Health

This information is used for identity confirmation only and not provided to
staff.

Legal First Name: *
Diane

Legal Last Name: *

Gutiw

Date of Birth: *

Qctober ~ 4 % 1996 ~

Home Address
Address: *

City: * Province or State: *

Postal Code or Zip Code: * Country: *

HDP

Health Data Platform

7. The next screen will ask for name preference, as well as providing an option to utilize a

Cell Phone Number to reset the password.
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Health Authority Enrollment

o General Information
The falkewing information will be wiized within the corporale enviroament.
Pleayse ensure your name i coreclly speled with pour prefered casing,

Prefarrad First Nama: *
Preferied Last Name: *

& | would like to be abée to resat my passward with my Ged Fhone Number
Cell Phone Number: *

isur cell phene nimise s availasle orly o your manages,

- [ o ]

Privacy Infe Heime

Combrass Lot Cispamight © B30 Proatncid Hearts Servicas sty TP LS.

8. Emergency Contact option available

Vancouver - _—, Prowincla
CoastalHealt efrovidence ,E | s
il e . ol Tzs

Health Authority Enrollment

° Emargency Contact

Yo can provide a conlact who can be resched in the averd ol an amerganay.

This step is opfional,
Do you wish to provide emergency contact information®
O oves o Mo
Tre
SN
Prirvacy Info Horme:
Confrue Lator CapaTight © 020 Frovincil Hoats Bervioes dusharky TITNTES

9. To complete the Enrollment a photo is requested to be uploaded.
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Health Authority Enrollment

a Upload your Picture
In arder to create your ID card, a piclure is reguined. Please uplosd a picture
haal merls the following requirements:

Upload Picture *
Prafile picjpg

Supportad picture files include: JPEG, JPG, PHG. Maximum fia sze 10 MB,
Back
F y I Hama
Cosy 120 P 1 Bervicas Auteorty TINTES

10. Once the photo is uploaded the enrollment verification process is complete

pleted/Index

P F—
Vancauver —_ \:_jj A - Proincial Heslth
hiaalth efrovidence A I seﬁcﬁ Autkicrily

B et

Enrollment Completed

Yol have gioceasliuly completad enrallment. You will receive a nolification
erriail ance all your access has been setup, along with the steps reguired once
you &fe arsie.

Privacy Infi Harme

Caparight © 00 Provinokyl Heads Banvioas surharity TITH 1‘5

11.The New User will be prompted back to the Enrollment Login. Please do not log back
in, as you will receive an error if you do.
The successful completion will prompt credential’s to be created. The HDPBC team will
provision access and email you with the new username and password within 2 days.
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Setup Multifactor Authentication
HDPBC used Multifactor Authentication (MFA) to manage access to its secure

environment. This section explains how to set up MFA on your HDPBC login credentials.

12. Once you receive the follow-up email with your temporary password, open an internet
browser and navigate to VPN Remote Access site.

Full Link: remoteapps.healthbc.org

Login using your full HDPBC access credentials (e.g. PHSA email as your username,
and PHSA password).

Citrix Ga

You may see a screen like this

@ NetScaler Gateway X

< C 0 @& remoteappshealthbc.org,

@ NewTab [l BCGov M StatsCan M Tools & Downloads

Vancouver -~
Health

NOTE: Microsoft Authenticator app is required to log on.
SafeNet MobilePASS+ app s no longer supported. Click
Log-on help below for FAQs.

Remote Access

Email address:

Log-on help

nter your VCH email address but replace

0 If in VRHB dom:
@veh.ca wi

Password:

LOG ON

Microsoft Authenticator Registration Instructions

Remote Access User Guide

Or you may see a screen like this
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13. Login with the Username and temporary password provided. You will then be
prompted to change your temporary password.
Note: For PHSA users, login with your username in the format of: PHSABC\user.name.

PHSABC! Diane. Guliw

o

Citrix Ga

Submit

14. After the submission of the new password, please navigate to https://aka.ms/mfasetup
to set up your MFA authentication.

15. Login with your PHSA account in email format. i.e., user.name@phsa.ca
Note: if using Domain\user.name the credentials will not be accepted
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16. You will be redirected to the Network Account Login page where you will enter the new
password you've created in Step 12.

Network Account Login

Lign in with your crganeational scount

dianegutw@ phsaca

Fassword

17.1If you have not set up MFA already, you will be prompted to configure Microsoft MFA
and with the MS Authenticator mobile application. If you do not yet have the
application installed on a mobile device, you will need to do so when prompted (see
below).
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HealthBC

diane gutivetphsabe ehonet.ca
More information required

fowr arganzaticn neads mare irformation to keep
YOI ACCOLNT SECLME

L@ 3 different account

Learn mare

HealthBC
Keep your account secure
Yalw arganzatizn reguines you o st Jp tha fallesing mathods of praving whe vau ars.
Microsoft Authenticator
Start by getting the app
™
o O yoar phena, install the Micrascft Auterticatar aps. Davnload new
Afrar yaid inzmall the Micrasaft Sutaenticatar app on your dev e, cieass “hieat”,
- Wt 1 e @ differeat suthenteatsr app
. - o r - 21 o
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Keep Yyour account secure

Yol arganization raguines you ta sat up the fallowing methods of praving whe vau ars

- o — - " = Fi 1156 AM

18. Scan the QR Code with your Microsoft Authenticator App * Press Next on the
screen as you scan the code. The timing of this step is recorded and must
be completed within a certain time frame, or the step will fail and the
process must be restarted.

—

19. Once MFA is setup, then navigate back to remoteapps.healthbc.org and login. Again,
please use the email format to sign in, NOT PHSABC\user.name as the format as the
login will be invalid with this format. A notification will be sent to your phone for
approval.
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Note: If you are prompted to enter a PIN + Token on a new page instead of receiving a
notification to your phone, you must return to the previous page and enter your username
in email format.

20. Once all steps have been successfully completed, you can login to the HDPBC
environment via hdp.vmwareidentity.ca. Refer to the Logging into the HDPBC Desktop
guidance document.
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