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Overview

This document explains how to import cohort data that may include sensitive personal
information into the HDPBC Desktop.

This process will load data to the HDPBC SQLServer database so that it can be linked with
other data, including HDPBC tokenized/encrypted columns such as PHN. All project team
members will be able to access the imported cohort data.

1. Complete the HDPBC Importing Cohort Data Information Checklist.
2. Determine if your organization is already set up to transfer data to HDPBC.
3. Create your SFTP key pair (public and private keys).
4. Submit a request to import cohort data using the HSIAR Request Management
System (HSIAR RMS).
5. Receive an HDPBC encryption key.
6. Prepare data for upload.
7. Use SFTP client to transfer your data to HDPBC.
a. Install an SFTP client (if needed).
b. Transfer files to HDPBC using SFTP.
Notes:

e The information being imported into the HDPBC Desktop will be reviewed by
HDPBC.

e Please ensure you have permission to access this data and permission to have it
sent to HDPBC.
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Importing Cohort Data

Step 1: Import cohort data information checklist

The HDPBC Importing Cohort Data Information checklist is a required document that
ensures HDPBC has all necessary information to import your data cohort and link it to the
correct project(s).

Download and complete the HDPBC Importing Cohort Data Information Checklist that is
available using this link. You will share the completed checklist with HDPBC in Step 4.

Online learning platform link: Importing Cohort Data: Step 1: Importing cohort data
information checklist (gov.bc.ca)

Step 2: Determine if your organization is already set up to transfer data
to HDPBC
Contact the HDPBC Front Desk at MoHanalytics@gov.bc.ca and they will determine if your

organization is set up to transfer data to HDPBC. They will find the information for you and
guide you through the rest of the process.

If your organization is already set up to transfer data to HDPBC, you will not need to
create your own SSH key pairs. You will be able to transfer data to HDPBC using existing
processes.

Continue with the following steps if your organization is not set up to transfer data to
HDPBC.

Notes:

Secure File Transfer Protocol (SFTP) creates a layer of protection for data being
transferred. It encrypts data using SSH key pairs so that it can be shared between two
parties in a protected pathway.

A Secure Shell Protocol (SSH) key pair is created to encrypt data for data transfer. The
process creates a private key and a public key. The current holder of the data uses the
private key to encrypt the data, and the receiver of the data will be given the public key to
be able to decrypt the data. SSH key pairs are created to enable secure data transfers.
Windows has a utility that can generate SSH key pairs.
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Step 3: Create your SSH key pair
You will generate an SSH key pair with HDPBC so it can be registered on the SFTP server.

The HDPBC Front Desk at MoHanalytics@gov.bc.ca will guide you through setting up the
SFTP transfer process.

In this step, you will create a private SSH key and a public SSH key. The public SSH key will
have a .pub file name extension. You will share your public SSH key with HDPBC when you
submit your cohort data import request in Step 4.

More information on SSH protocol and SSH public key authentication.

You will start a command prompt from the desktop icon or by the start button, then you
will be given specific text to type into the command prompt. This text will create a new
SSH key folder, change the directory to the new folder, allow you to enter a file name, and
prompt you to enter a passphrase. A passphrase helps protect the keys from
unauthorized use.

It is recommended that you name the keys in the following format:
“HDPBC_firstname_lastname”.

If you get an error:

If you see an error like that shown in Figure 1 and the generated .pub file is empty, you
may need to try the operation again. When trying again, do not specify a file name when
prompted.

eropen HDPBC np_test.pub failed: No such file or directory

Figure 1. SSH key creation error message.

You can rename the files after they have been created to follow the convention
“"HDPBC_FirstName_LastName”.

Step 4: Submit a request to import cohort data

Submit a request to import cohort data by attaching your completed HDPBC Data Cohort
Information Checklist and your public SSH key to an HSIAR RMS General Inquiry request.

HSIAR Request Management System

Please reference the HDPBC Submitting a General Inquiry document for instructions on
how to use the HSIAR RMS to submit a general inquiry request.

After submitting a request to import data, you can use the HSIAR RMS system to track the
progress of your request.
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Note:

The HDPBC Front Desk will inform you if you are affiliated with an HDPBC Data
Contributor, an organization that makes their data available to HDPBC. If you are, the rest
of this process should be completed by IT support who can access the SFTP information
from past HDPBC data imports.

Step 5: Wait to receive an HDPBC encryption key

Following review of your general inquiry request, the HDPBC technical team will register
your SSH key so that you can send data to HDPBC using the Secure File Transfer protocol
(SFTP).

HDPBC will email you an encryption key that you will need to use to prepare your data.
You can track the progress and request updates on obtaining your encryption key using
the HSIAR RMS.

Note:

The encryption key sent to you is different than the encryption you created with the SSH
key pairs, providing a second layer of security to your data. The SSH key pair uses
encrypted keys to establish secure communication between you and HDPBC, while the
encryption key that HDPBC sends you secures the data itself. These two layers of
encryption are used for different parts of this process to ensure a secure data transfer.

Step 6: Prepare your data for upload
The data cohort must be compressed and encrypted with the key sent to you by HDPBC
before being sent to HDPBC to keep it secure while in transit and at rest.

1. Compress your data

Compressing your data involves creating a compressed (zipped) folder.

2. Install encryption software

The next step in the process is to install encryption software. While there are many tools
that you can use to encrypt your data cohort files, one freely available tool is Gpg4win. You
can navigate to gpg4win.org and download the software.

Note:

You may be required to download this software from your organization’s software center.
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Import Encryption Key

To import the encryption key, you will need to open the Kleopatra utility included in the
Gpg4win software distribution. Using Kleopatra, you can import the file you received from
HDPBC containing your HDPBC encryption key.

A certification dialogue box will pop up that you will need to say No to.

If the process was successful, you should now see the key has been imported (see Figure
2).

™ Kleopatra - O X
File View Certificates Tools Settings Window Help
L2 i B2 B B Q S
Sign/Encrypt... DecryptVerify... = Import.. Export.. Certify... LookuponServer... | Certificates Motepad Smartcards
|-’_-ea-':-'... <Alt+Q = | All Certificates ~
3| Al Certificates Imported Certificates (<]
Name E-Mail User-IDs Valid From  Valid Until Key-ID
:Doe, Jane not cer... 3/23/2022 3/23/2024 A1BD 34DE 7E4E EE25!

Figure 2. If successful, you will see the key listed.

Encrypt Data Cohort Files

The next step is to encrypt the data cohort files. This is done by selecting the file(s) in the
Windows file explorer. You should right-click on the file(s) and select ‘Sign and encrypt'.

You will be presented with the Kleopatra “Sign/Encrypt” dialogue box. In this box, you will
uncheck the ‘Sign as’ and ‘Encrypt for me’ boxes and check the ‘Encrypt for others’ box.

Another dialogue box, the certification selection, will be presented. You will choose the key
you've imported from HDPBC and click OK. If you are presented with an “Encrypt” option,
do so. An “Encrypt-to-Self” warning will appear, which you can press Continue on to move
on with the process.

When the encryption is complete, you will get a message that all operations are complete.
Click Finish.

You should see the encrypted (.gpg) version of your compressed (.zip) file. This file is now
ready to be sent to HDPBC via SFTP.
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Step 7: SFTP Configuration

Since the data has personal information, you will need to send it via a properly configured
Secure File Transfer Protocol (SFTP) server. SFTP servers create a secure connection for
data transfers, permitting a high level of security and protection for the data being
transferred.

Note:
You may need Administrator privileges on your desktop to complete the installation.

You will need to install SFTP Client. To do this, navigate to https://filezilla-project.org and
click Download from the left-hand navigation menu (Figure 3). At this point, you will
complete the download and installation steps relevant to your operating system.

IAFileZilla.....

Home

FileZilla
Features
Screenshots
Download
Documentation
FileZilla Pro

FileZilla Server

Overview

Figure 3. FileZilla page. Press the highlighted Download button.

Step 8: Use SFTP to Transfer Your Files

In FileZilla, you can click the button at top left (see Figure 4) to start a new connection.

I Filezilla

File Edit Wiew Transfer Server Bookmarks Help

ﬁ'| = r1:|ﬂ1l?v° Tx ?¢|$Q\“&

Figure 4. Click the highlighted button to start a new connection.

You will be prompted to fill in the connection information (see Figure 5). It should be
completed as specified in Table 1.
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Protocol | SFTP
Host For users on a Health Authority network device: 10.57.149.10
For users outside HA networks (firewall modification): sftpsvcs.healthbc.org
User <your username> e.g., jane.doe
Key File | 1. Click Browse... Navigate to the private key file you created (the file
without the .pub extension, e.g., NOT: HDPBC_firstname_lastmane.pub)
2.In Logon Type select Key File
Port Leave blank

Table 1. Connection informa

tion for FileZilla.

Site Manager

Select entry: General  ad

10 My Sites
- HDP

Protocol:

Host:

Logon Type:
User:

Key file:

Background

Comments:

vvvvv d Transfer Settings Charset

SFTP - 55H File Transfer Protocol

10.57.149.10 | port:

Key file

|your.name]

| C\Users\your.name\Downloadsiyour.nameg Browse...

color: | None v

New site New folder

New Bookmark Rename

Delete Duplicate

(o]l o

Cancel

Figure 5. Enter the information as provided in the table above into the highlighted areas.

When you click Connect, you may see an “Unknown host key” error. If this happens, you
can click OK to accept the warning.

If you are successfully connected. the “Remote site” panel to the right will be populated
with the folders you have access to.

In the “Local site” pane on the left side of the page, you can navigate to the folder that
contains your encrypted (.pgp) file. You need to drag the encrypted file from the Local site
to the Remote site on the right side of the page (Figure 6).
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[ H0P - st M 10.57.149.10 - FileZila

142 Compressed (zipp
854 OpenPGP Binary File

3 files. Total size: 996 bytes

Server/Local file Direction Remote file

Queved files | Failed transfers | Successful transfers

Sae Priority

File Edt View Trnder Server Bookmarks Help
— .« - o
i ~ S OO XL FAcHs
Host Password Port -
Status:
Status:
Status:
Local site: | Di\MyFile Remote ste
= O (Temporary Storage) - 5 NRDABCAZUREUPOO3
SRECYCLEBIN
CollectGuestLogsTemp
MyFiles
System Volume Information v ‘
|
Filename Flesze Filetype Last modified ‘
0 CSVFie | Fienam:

Empty directory.

Status

Empty directory listing

R Queve empty

e

Figure 6. Drag your encrypted folder from the local site to the remote site.

If the file was transferred successfully, you will see the file appear in the ‘Remote site’ on
the right side of the window, and the ‘Successful transfers’ tab at the bottom of the
window will show details about the transfer (Figure 7).

A Hop - sitp:/ /IR 10.57.149.10 - FileZilla - X
File Edit View Transfer Server Bookmarks Help
AL ~ = = =
Z-ETE OO XL [ Faos
Host: | Usermame: [ Password Port: -
Status: Connecting to 10.57.149.10. -
Status: Using usemarmel
Status: Connected to 10.57.149.10 v
Local site: | D:\MyFiles\ v | Remote site: v
5w D: (Temporary Storage) ~ - NRDABCAZUREUP03 ~
7| | SRECYCLEBIN
CollectGuestLogsTemp
2
System Volume Information ) 7!
Filename Filesize Filetype Last modified 2 .
MyCohort2022-03-31.csv 0 CSVFile 3/22/2002 1:58:08 Filename Filesize Filetype Lastmodfied  Permissions  Owner/Group
T MyCohort2022-03-31.zip 142 Compressed (zipp... 3/22/2022 1:58:48 .. ..
8 MyCohort2022-03-31ip.gpg 854 OpenPGP Binary File  3/22/2022 201:23 .. & MyCohort2022-03-31... 854 OpenPGP.. 3/22/202220%.. -mw-rw-rw- 00
Selected 1 file, Total size: 854 bytes 1 file, Total size: 854 bytes
P le Direction Remote file Size Priority  Time
A @ 10.57.143.10
iles\MyCohort2022. /NRDABCAZUREUPOO4/My Co... 854 Normal  3/22/2022 2:08:58 PM
Queued files Failed transfers | Successful transfers (1)
RO Queve empty e

Figure 7. The “Successful Transfers” tab will show details about the transfer.

Step 9: Notify HDPBC that the file transfer is complete

Open the HSIAR RMS and update the HSIAR RMS ticket to notify HDPBC that file has been
transferred. Include the folder and file name.
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