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1. Purpose

To provide the framework that ensures the security of government operations and
service delivery when using contracted IM/IT products and services.

This standard identifies the security requirements for business operations, and supplier
agreements or contracts when contracted information systems and services will be part
of the service delivery.

The IMIT 6.30 Supplier Relationships Security Specifications document provides detailed
specifications for this standard. Both this standard and the specifications MUST be
followed.

2. Application
This IMIT 6.30 Supplier Security Standard applies to:

e Ministries, agencies, boards, and commissions (referred to as ministries in this
standard) that are subject to the Core Policy and Procedures Manual.

e Suppliers, that is, contracted service providers and any other third-party entity
conducting business, or managing information or information assets on behalf of the

Province.

3. Requirements
3.1 Security considerations when using suppliers
The OCIO (for enterprise systems) and ministries (for ministry systems) MUST:

3.1.1 Use suppliers available through the corporate supply arrangement unless
justified otherwise by business requirements. See Core Policy and Procedures

Manual Chapter 6.
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https://www2.gov.bc.ca/assets/download/BC1D0F02643D4C82B28366209800A2FD
https://www2.gov.bc.ca/gov/content/governments/policies-for-government/core-policy
https://www2.gov.bc.ca/gov/content/governments/policies-for-government/core-policy/policies/procurement
https://www2.gov.bc.ca/gov/content/governments/policies-for-government/core-policy/policies/procurement
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3.1.2

3.1.3

3.1.4

Assess the appropriateness of using a contracted IM/IT product or service before
starting the procurement process.

Protect the information and information assets to be processed, transmitted, or
stored on a supplier's information system based on its information security
classification.

Ensure the confidentiality, integrity, and availability of government information
and services and the security of government operations and services are not
negatively affected by the use or integration of a supplier’s information system or
service.

3.2 Information security in supplier agreements
The OCIO (for enterprise agreements) and ministries (for ministry agreements) MUST:

3.2.1

3.2.2

3.2.3

3.24

3.2.5

Manage information security risks that result from the use of supplier IM/IT
products or services.

Identify information security risks in the supplier's supply chain relationships and
specify the necessary controls in the agreements.

Ensure suppliers requiring access to information, information systems, or
information processing facilities sign an approved form of agreement that
includes necessary information security requirements.

Address, agree on, and document security requirements with suppliers before
allowing access to information, information systems, or information processing
facilities.

Require that information and information assets stored with a supplier are
transferred, repatriated, or disposed of within a mutually agreed period when the
supplier agreement expires or terminates.
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3.3 Contract delivery management
The OCIO (for enterprise agreements) and ministries (for ministry agreements) MUST:

3.3.1

3.3.2

3.3.3

334

3.3.5

Identify and include security controls, service definitions, and contract delivery
performance expectations in the supplier agreement before using supplier’s
IM/IT products or services.

Establish processes to manage and review the information security of contracted
IM/IT products or services.

Regularly monitor supplier's compliance with contractual agreements through
contract delivery performance reports and records.

Manage impact of changes to contracted IM/IT products or services delivered by
suppliers to ensure the security controls are maintained or enhanced.

Assess and manage information security risks from supplier access to
government information, information systems, or information processing
facilities throughout the lifecycle of the agreement.

4. Supporting documents
IMIT 6.30 Supplier Relationships Security Specifications

5. Definitions

Information Security Glossary

6. Authority

Core Policy and Procedures Manual

Information Security Policy
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https://www2.gov.bc.ca/gov/content?id=D375BAE7F1094C6BA750F5E435B9DE76
https://www2.gov.bc.ca/gov/content/governments/policies-for-government/core-policy
https://www2.gov.bc.ca/assets/gov/british-columbians-our-governments/services-policies-for-government/information-management-technology/information-security/isp_v4.pdf
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7. Revision history

This standard is reviewed annually and updated as needed.

Version | Revision Date | Author Description of Revisions
2.0 November S. Gopaldas Document format and layout update to
2024 Johnston new template; move of details to
specifications document; clarification
of language; guidance updates.
1.0 September D. Surdu New standard.
2019
8. Contact

For questions regarding this standard, contact:

Cybersecurity and Digital Trust Branch, Office of the Chief Information Officer
Ministry of Citizens’ Services

Email: InfoSecAdvisoryServices@gov.bc.ca
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