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a.

Service Area 9: Mobile Application Security Testing Advisory Services

Overview

Mobile Application Security Testing Advisory Services involve assessing the security posture
of the Purchaser’s mobile application and result in expert advice and recommendations for
ensuring the Purchaser’s mobile application are secure.

b.

Service Activities

To perform the Mobile Application Security Testing Advisory Services, Contractor will (as
requested):

C.

perform end-to-end testing of Purchaser’s application specifically designed for mobile
deploymentin leading mobile device operating environments (e.g. android, iOS, etc.);
evaluate the security and integrity of the Purchaser’s mobile application relative to
industry best practices for secure mobile application development such as OWASP
Top 10 for Mobile Applications; and

identify security weaknesses in Purchaser’s mobile application.

Inputs

To support Contractor’s performance of the Mobile Application Security Testing Advisory
Services, Purchaser will provide or identify (as applicable):

d.

confirmation that any applicable third-party terms and conditions do not prohibit
vulnerability testing; and

the application source code, a compiled version of the application, or access to a
function version of the application, whichever is appropriate for the testing services
requested and being conducted; and

a use case document, which illustrates how to use the application from beginning to
end.

Deliverables

Contractor will provide (as requested):

report outlining findings, observations and recommendations resulting from the
mobile application security testing activities; and

report inclusive of an executive summary, technical details of vulnerabilities, severity,
and suggested remediations.



e. Outcomes

Mobile Application Security Testing Advisory Services and the related Deliverables will
support Purchaser’s attainment of the following outcomes:

i enabling Purchaser to identify and rectify vulnerabilities in mobile applications;
ii. information to enable Purchaser to prioritize security vulnerabilities for mitigation; and
iii. proactive identification of vulnerabilities to decrease the costs associated with
information incidents affecting Purchaser’s mobile applications.

f. Out of Scope

For greater certainty, any remediation of or reconfiguration to address security deficiencies
of Purchaser’s mobile applications (and any related operational services) is out of scope.
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