1.1 Service Area 8: Web Vulnerability Scanning Advisory Services

a. Overview

Web Vulnerability Scanning Advisory Services involves scanning web applications, APIs
(application programming interfaces), and the server infrastructure for vulnerabilities,
resulting in expert advice and recommendations for reducing and eliminating
vulnerabilities.

b. Service Activities

To perform the Web Vulnerability Scanning Advisory Services, Contractor will (as
requested):

i perform requested scans on web applications, APls (application programming
interfaces), and their server(s) to identify potential vulnerabilities, including
misconfigurations, insecure code and known vulnerabilities; and

ii. assess security configuration of the underlying infrastructure of a web application,
including web servers, databases, and application frameworks; and

iii. identify misconfigurations, weak security settings, and other opportunities to reduce
vulnerability of web application.

C. Inputs

To support Contractor’s performance of the Web Vulnerability Scanning Advisory Services,
Purchaser will provide or identify (as applicable):

i confirmation that any applicable third party terms and conditions do not prohibit
vulnerability testing; and

ii. application and infrastructure architecture, as required.

d. Deliverables

Contractor will provide (as requested):
i a report on the findings of any vulnerability scans, specifying identified vulnerabilities,
severity levels, relevant technical details, impact on security of the web application,

ii. areportincluding any recommended remediation of vulnerabilities.

e. Outcomes

Web Vulnerability Scanning Advisory Services and the related Deliverables will support
Purchaser’s attainment of the following outcomes:



i enabling Purchaser to identify and rectify vulnerabilities in web applications, APIs and
the server infrastructure;
ii. information to enable Purchaser to prioritize security vulnerabilities for mitigation;
iii. reveal vulnerabilities in Purchaser’s networks, systems and applications;

iv. validate existing web application security controls;

V. confirm web application security measures are functioning as intended; and

Vi. confirm expected level of web application security protection has been achieved.
f. Out of Scope

For greater certainty, any remediation of or reconfiguration by Contractor to address
vulnerabilities (and any related operational services) is out of scope, as is any scanning of
applications, software or systems where scanningis restricted or prohibited by a third party.
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