1.1 Service Area 5: Security Awareness Advisory Services
a. Overview

Security Awareness Advisory Services involve the development and provision of timely and
expert organizational security training programs, and result in enhanced organizational
awareness of security.

b. Service Activities

To perform the Security Awareness Advisory Services, Contractor will (as requested):

i develop security awareness campaigns for Purchaser’s organization;
ii. develop security training materials and programs for Purchaser’s organization; and
iii. provide awareness campaigns and training materials and programs in a delivery
format specified by Purchaser (e.g. online, in person, or hybrid).

C. Inputs

To support Contractor’s performance of the Security Awareness Advisory Services,
Purchaser will provide or identify (as applicable):

i access to interested parties;

ii. Purchaser’s specific organizational or program requirements;
iii. security best practices that Purchaser would like to conform to; and
iv. applicable regulatory requirements.

d. Deliverables

Contractor will provide (as requested):

i security training materials in a variety of formats (e.g. posters, quizzes, summaries,
videos) prepared and delivered at a regular frequency, as determined by Purchaser.
ii. security training materials adhering to industry standards such as:

A.  ASIS International (American Society for Industrial Security) - Security
Awareness Standard;

B. NIST - National Institute of Technology - NIST SP 800-50 Building an Information
Technology Security Awareness and Training Program;

C. ISO - International Organization for Standardization -- ISO 9001:2015
Competence (7.2) and Awareness (7.3);

D. CIS - Centre for Internet Security — CIS Critical Security Control 14: Security
Awareness and Skills Training;



https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.asisonline.org%2Fpublications--resources%2Fstandards--guidelines%2Fsecurity-awareness-standard%2F&data=05%7C02%7CLeanne.Howes%40gov.bc.ca%7C867a7e204de8468c425508dc0195b832%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638386989746138513%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=G9RFRiGye6q0sOWqqkKBc5cHiwXb4HF8tjHe%2F7VwPrY%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.asisonline.org%2Fpublications--resources%2Fstandards--guidelines%2Fsecurity-awareness-standard%2F&data=05%7C02%7CLeanne.Howes%40gov.bc.ca%7C867a7e204de8468c425508dc0195b832%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638386989746138513%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=G9RFRiGye6q0sOWqqkKBc5cHiwXb4HF8tjHe%2F7VwPrY%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcsrc.nist.gov%2Fpubs%2Fsp%2F800%2F50%2Ffinal&data=05%7C02%7CLeanne.Howes%40gov.bc.ca%7C867a7e204de8468c425508dc0195b832%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638386989746138513%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=crN6LO8s6b%2FiR%2B7kAxus3%2Fr3VKqXpjYDigAFBl4XJ8U%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcsrc.nist.gov%2Fpubs%2Fsp%2F800%2F50%2Ffinal&data=05%7C02%7CLeanne.Howes%40gov.bc.ca%7C867a7e204de8468c425508dc0195b832%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638386989746138513%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=crN6LO8s6b%2FiR%2B7kAxus3%2Fr3VKqXpjYDigAFBl4XJ8U%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.iso-9001-checklist.co.uk%2FISO-9001-competence-and-awareness-what-is-it.htm&data=05%7C02%7CLeanne.Howes%40gov.bc.ca%7C867a7e204de8468c425508dc0195b832%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638386989746138513%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Co7qXs%2BmZSXJHNGV%2Fz1Y0CAUSImdD8jpGJlk8%2BQ%2F288%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.iso-9001-checklist.co.uk%2FISO-9001-competence-and-awareness-what-is-it.htm&data=05%7C02%7CLeanne.Howes%40gov.bc.ca%7C867a7e204de8468c425508dc0195b832%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638386989746138513%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Co7qXs%2BmZSXJHNGV%2Fz1Y0CAUSImdD8jpGJlk8%2BQ%2F288%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisecurity.org%2Fcontrols%2Fsecurity-awareness-and-skills-training&data=05%7C02%7CLeanne.Howes%40gov.bc.ca%7C867a7e204de8468c425508dc0195b832%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638386989746138513%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=PvoY%2BGb4ksE%2BgbRIdXc14oplhgv%2FK1QY8ojtZXtl3Lk%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisecurity.org%2Fcontrols%2Fsecurity-awareness-and-skills-training&data=05%7C02%7CLeanne.Howes%40gov.bc.ca%7C867a7e204de8468c425508dc0195b832%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638386989746138513%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=PvoY%2BGb4ksE%2BgbRIdXc14oplhgv%2FK1QY8ojtZXtl3Lk%3D&reserved=0

E. other standards, as may be determined by the Purchaser.

e. Outcomes

Security Awareness Advisory Services and the related Deliverables will support Purchaser’s
attainment of the following outcomes:

i (generally) promote broad organizational knowledge about security threats and best
practices; and

ii. (specifically) educate Purchaser’s personnel about their roles and responsibilities
relative to Purchaser’s security program.

f. Out of Scope

For greater certainty, anything beyond the preparation or delivery of security awareness
materials or security awareness training is out of scope.
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