1.1 Service Area 4: Security Advisory Services
a. Overview

Security Advisory Services involve providing expert advice on current industry best
practices, trends and threats, and result in recommendations to enable Purchaser to
anticipate, prepare for and address present and future risks to the security of Purchaser’s IT
infrastructure.

b. Service Activities

To perform the Security Advisory Services, Contractor will (as requested):

i identify and assess security risks facing the Purchaser;
ii. define appropriate security controls; and
iii. create or revise Purchaser’s security policies and standards to ensure Purchaser has
implemented robust security controls and practices to effectively meet the security
risks facing Purchaser’s organization.

C. Inputs

To support Contractor’s performance of the Security Advisory Services, Purchaser will
provide or identify (as applicable):

i access to interested parties;
ii. written copies of Purchaser’s security current policies, procedures, and guidelines;
iii. written description/depiction of Purchaser’s IT infrastructure;

iv. schematics, diagrams and other artifacts depicting Purchaser’s existing network;
V. security best practices that Purchaser would like to conform to;
Vi. vendor guidelines for equipment used in Purchaser’s existing network; and
vii. Purchaser’s specific organizational or program requirements;
viii. applicable regulatory requirements.
d. Deliverables

Contractor will provide (as requested):

i written assessment of security risks;
ii. written definition of security controls;
iii. inventory and documentation of existing security controls in Purchaser’s IT
infrastructure, including control mappings, confirmation of implementation of
security controls;



iv. compliance assessment audits of Purchaser’s IT infrastructure relative to applicable
regulatory requirements, to industry best practices, or to defined external standards
(e.g. 1ISO 27000 series, etc.); and

V. detailed architecture diagrams, design documents and technical specifications for
new, or enhanced, security features in Purchaser’s IT infrastructure.

e. Outcomes

Security Advisory Services and the related Deliverables will support Purchaser’s attainment
of the following outcomes:

i improved security posture for Purchaser’s IT infrastructure;
ii. understanding of, and ability to manage, security risks to Purchaser’s IT infrastructure;
iii. compliance with industry best practices and regulatory requirements; and
iv. implementation, management and improvement of security controls to meet
regulatory requirements, remain aligned with industry standards, and comply with
applicable standardized security frameworks.

f. Out of Scope

For greater certainty, any operational services to address or respond to identified security
risks to the Purchaser’s IT infrastructure are out of scope.
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