1.1 Service Area 3: Identity and Access Management Advisory Services
a. Overview

Identity and Access Management Advisory Services involve the assessment of Purchaser’s
implementation of identity and access management strategies and solutions to secure
digital identities in Purchaser’s IT infrastructure, and result in expert advice and
recommendations for the development, implementation and optimization of identity and
access mahagement strategies and solutions. This may include assessment of Multifactor
authentication (MFA) in a cloud based environment as applicable to a Purchaser’s technical
environment.

b. Service Activities

To perform the Identity and Access Management Advisory Services, Contractor will (as
requested):

i document and assess the Purchaser’s identity and access management needs,
challenges, strategies and goals;

ii. conduct an expert review of Purchaser’s current or proposed identity and access
management processes, strategies, technologies, architectures and systems to
assess alignment with Purchaser’s needs, challenges, and goals, and industry best
practices, and provide recommendations to align; and

iii. conduct an expert review of Purchaser’s current or proposed identity and access
management processes, technologies, strategies, architectures and systems to
identify gaps and inefficiencies, and provide recommendations to rectify.

C. Inputs

To support Contractor’s performance of the Identity and Access Management Advisory
Services, Purchaser will provide or identify (as applicable):

i access to interested parties;
ii. written copies of Purchaser’s identity and access management processes; and
iii. written description/depiction of identity and access management technologies,

roadmaps, strategies, architectures and systems.

d. Deliverables

Contractor will provide (as requested):



e.

written assessment of Purchaser’s current or proposed identity and access
management processes, strategies, roadmaps, architectures, technologies and
systems;

written recommendations to improve alignment of Purchaser’s current or proposed
identity and access management processes with Purchaser’s needs, challenges, and
goals, and industry best practices;

written recommendations to rectify gaps and inefficiencies in Purchaser’s current or
proposed identity and access management processes, strategies, roadmaps,
architectures, technologies, systems; and

written identity and access management policies and procedures, inclusive of all
elements required to secure digital identities, including: robust user access controls
(e.g. provisioning, de-provisioning), strong authentication mechanisms, appropriate
access policies (e.g. zero trust or least privilege), manner of implementing appropriate
access policy (e.g. multi-factor authentication), password management, identity
governance and lifecycle management.

Outcomes

Identity and Access Management Advisory Services and the related Deliverables will
support Purchaser’s attainment of the following outcomes:

f.

securing access to Purchaser’s IT infrastructure;

prevention of unauthorized access to Purchaser’s IT infrastructure; and

protection of Purchaser’s confidential and sensitive data within Purchaser’s IT
infrastructure.

Out of Scope

For greater certainty, any development, implementation, or optimization of identity and

access management solutions (and any related operational services) by the Contractor is
out of scope
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