
1.1 Service Area 2: Public Key Infrastructure Advisory Services 
 
a. Overview 
 
Public Key Infrastructure (PKI) Advisory Services involve the assessment of Purchaser’s use 
of digital certificates and result in expert advice and recommendations for implementing, 
managing, and optimizing digital certificate use within Purchaser’s networks and 
infrastructure. 
 
b. Service Activities 
 
To perform the PKI Advisory Services, Contractor will (as requested): 
 
i. assess Purchaser’s PKI implementation and/or digital certificate usage within its IT 

infrastructure to identify strengths, weaknesses, and areas for improvement; 
ii. assess Purchaser’s management of PKI services, including applicable policies and 

practices for issuing, renewing and revoking digital certificates, and provide 
suggestions for improvement, including relative to Purchaser’s specific organizational 
or program requirements;  

iii. assist Purchaser to develop applicable digital certificate policies, including relative to 
Purchaser’s specific organizational or program requirements; and 

iv. assess Purchaser’s digital certificate use in connection with various purposes, (e.g. 
authentication, encryption, and digital signatures) and advise on secure and efficient 
use of such digital certificates, and in consideration to any constraints found in each 
use case. 

 
c. Inputs 
 
To support Contractor’s performance of the PKI Advisory Services, Purchaser will provide 
(as applicable): 
 
i. information or depictions of Purchaser’s relevant IT infrastructure; 

ii. information regarding Purchaser’s implementation of digital certificates in its IT 
infrastructure; 

iii. Purchaser’s existing digital certificate policies and practices; 
iv. Purchaser’s specific organizational or program requirements; 
v. security best practices that Purchaser would like to conform to; and 

vi. applicable regulatory, legal, policy or other contextual requirements. 
 
d. Deliverables 
  
Contractor will provide (as requested): 
 



i. recommendations for the implementation or improvement of specific uses of digital 
certificates within Purchaser’s organization; 

ii. documentation to aid implementation or operational management of digital 
certificates within Purchaser’s organization; 

iii. advice and recommendations for any digital certificate policies to comply with 
industry best practices, and any specific inputs provided by Purchaser; and 

iv. a design and/or architecture plan depicting a recommended PKI implementation in 
Purchaser’s IT infrastructure that includes all elements reflective of current industry 
best practices, including certificate authorities, certificate repositories, and any other 
recommended components. 

 
e. Outcomes 
 
PKI Advisory Services and the related Deliverables will support Purchaser’s attainment of 
the following outcomes: 
 
i. secure and efficient implementation of PKI, as applicable, and use of digital 

certificates; 
ii. enhanced and optimized digital certificate management processes, incorporating 

streamlined workflows and standardized procedures for issuing, renewing and 
revoking digital certificates; 

iii. digital certificate solutions for specific scenarios. 
 
f. Out of Scope  
 
For greater certainty, any digital certificate implementation, management, and optimization 
(and any related operational services) by the Contractor is out of scope.  
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