1.1 Service Area 1: Firewall Security Advisory Services

a. Overview

Firewall Security Advisory Services involve the assessment of Purchaser’s firewall
configuration or network segmentation, and result in expert advice and recommendations
relative to firewall security best practices.

b. Service Activities

To perform the Firewall Security Advisory Services, Contractor will (as requested):

i assess Purchaser’s proposed or existing firewall configuration relative to firewall
security best practices and vendor guidelines;

ii. assess Purchaser’s proposed or existing firewall ruleset relative to firewall security
best practices and vendor guidelines; and

iii. assess Purchaser’s proposed or existing network segmentation relative to industry
best practices.

C. Inputs

To support Contractor’s performance of the Firewall Security Advisory Services, Purchaser
will provide or identify (as required):

i schematics, diagrams and other artifacts depicting Purchaser’s existing network;
ii. Purchaser’s current network security policies, to the extent relating to firewall
implementation, configuration and management;
iii. security best practices that Purchaser would like to conform to;

iv. vendor guidelines for equipment used in Purchaser’s existing network; and
V. Purchaser’s current ruleset.
d. Deliverables

Contractor will provide (as requested):

i written recommendations for new or revised firewall configuration relative to
Purchaser’s network security policies, firewall security best practices, and vendor
guidelines;

ii. written recommendations for a new or revised firewall ruleset relative Purchaser’s
network security policies, firewall security best practices, and vendor guidelines;

iii. written recommendations, schematics, network architecture, security policies for
new or revised network segmentation; and
iv. written recommendations for firewall audits, including timing and process.



e. Outcomes

Firewall Security Advisory Services and the related Deliverables will support Purchaser’s
attainment of the following outcomes:

i effective firewall implementation in Purchaser’s networks;
ii. enhanced network segmentation of Purchaser’s networks;
iii. effective and optimized isolation of network traffic;

iv. effective and optimized segmentation of network traffic;
V. reduced risk of unauthorized network access; and

vi. reduced risk of data breaches and information incidents.
f. Out of Scope

For greater certainty, any firewall management, deployment, upgrade (and any related
operational services) by the Contractor is out of scope.
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