
1.1 Service Area 12: Security Incident Response Advisory Services 
 
a. Overview 
 
Security Incident Response Advisory Services involve development or review of the 
Purchaser’s security Incident Handling and Incident Response policies,  standards, 
guidelines, readiness assessments, post incident review report templates, job aids, 
processes (including ‘runbooks’ or ‘playbooks’) and exercise plans. Security Incident 
Response Advisory Services will result in expert advice and recommendations that are 
aligned with industry best practices, to ensure the Purchaser can identify and address new 
security trends, threats, and risks; categories include: 
 
i. “Incident Handling” means the logistics, communications, coordination, and 

planning required to resolve an incident. 
ii. “Incident Response” means the technical work to analyze and contain an incident. It 

involves familiarization of the network, establishing communication methods, and 
understanding organizational layout and structure before an incident occurs.  

 
b. Service Activities 
 
To perform the Security Incident Response Advisory Services, Contractor will (as 
requested): 
 
i. review Purchaser’s existing security incident response policies, standards,   

guidelines, readiness assessments, post incident review report templates, job aids, 
processes (including ‘runbooks’ or ‘playbooks’) and exercise plans relative to industry 
best practices;  

ii. develop security incident response policies, standards, policies,   guidelines, 
readiness assessments, post incident review report templates,  job aids, processes 
(including ‘runbooks’ or ‘playbooks’) and exercise plans for Purchaser’s IT 
infrastructure with reference to industry best practices; 

iii. evaluate whether Purchaser’s organization is compliant with applicable industry 
standards with respect to security incident response; 

iv. advise Purchaser on standardized security frameworks with respect to security 
incident response; and 

v. advise Purchaser how to remedy deficiencies identified pursuant to security incident 
response readiness assessments. 

 
c. Inputs 
 
To support Contractor’s performance of the Security Incident Response Advisory Services, 
Purchaser will provide (as applicable): 
 



i. access to interested parties; 
ii. Purchaser’s current network security policies and standards; 

iii. written description/depiction of Purchaser’s IT infrastructure; 
iv. schematics, diagrams and other artifacts depicting Purchaser’s existing network; 
v. vendor guidelines for equipment used in Purchaser’s existing network; 

vi. Purchaser’s current security incident response readiness assessments, post incident 
review report templates, job aids, processes (including ‘runbooks’ or ‘playbooks’) and 
exercise plans;  

vii. standardized security frameworks relevant to Purchaser’s new or existing security 
incident response policies and standards; 

viii. Purchaser’s specific organizational or program requirements; and 
ix. best practices or standardized security frameworks that Purchaser would like to 

conform to. 
 
d. Deliverables 
  
Contractor will provide (as requested): 
 
i. new or revised security incident response policies, standards,  guidelines, readiness 

assessments, post incident review report templates, job aids, processes (including 
‘runbooks’ or ‘playbooks’) and exercise plans that are aligned with industry best 
practices, standardized security frameworks, or   organizational objectives; and 

ii. assessment of whether Purchaser’s written security incident response policies, 
standards, guidelines, readiness assessments, post incident review report templates, 
job aids, processes (including ‘runbooks’ or ‘playbooks’) and exercise plans are 
aligned with industry best practices,  standardized security frameworks or 
organizational objectives, and recommendations for remedying discrepancies or 
deficiencies. 

 
e. Outcomes 
 
Security Incident Response Advisory Services and the related Deliverables will support 
Purchaser’s attainment of the following outcomes: 
 
i. creation, implementation, management, and regular updating of security incident 

response policies, standards,  guidelines, readiness assessments, post incident 
review report templates,  job aids, processes (including ‘runbooks’ or ‘playbooks’) and 
exercise plans to promote Purchaser’s alignment with industry standards for security 
incident response management; and 

ii. establishment of security incident response policies, standards,  guidelines, 
readiness assessments, post incident review report templates, job aids, processes 
(including ‘runbooks’ or ‘playbooks’) and exercise plans to create an organizational 



security framework that enable Purchaser’s personnel and interested parties to 
understand their roles and responsibilities for security incident response. 

 
f. Out of Scope  
 
For greater certainty, any participation by Contractor in Purchaser’s security Incident 
Handling or Incident Response (and any related operational service) is out of scope. 
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