
1.1 Service Area 11: Security Threat and Risk Assessment Advisory Services 
 
a. Overview 
 
Security Threat and Risk Assessment (STRA) Advisory Services involves completing a 
security focused risk assessment of the Purchaser’s IT assets (information systems, 
applications or technologies).  The assessment focus could include an existing, new, or 
significantly or materially changed IT asset(s).  The deliverable is a Statement of Acceptable 
Risks (SoAR) report.  Other supporting STRA documents may also be produced where 
necessary and appropriate, for example: attestations, evidence, and detailed security 
assessment documentation.  
 
The SoAR report documents the risks, their description, type, rating, recommended 
treatment, and acceptance of the risks as stated by an accountable individual in the 
Purchaser organization.  The SoAR report also captures expert advice and 
recommendations for whether the IT asset is safe and acceptable for Purchaser 
consumption and use, or can be made safe and acceptable, relative to the Purchaser’s risk 
tolerance.  If unsafe or unacceptable, this must be documented. The SoAR also documents 
for each risk how likely a threat is to act on a vulnerability, the potential impact, and what it 
would mean to the Purchaser organization if the risk occurred. 
 
b. Service Activities 
 
To perform the Security Threat and Risk Assessment Advisory Services, Contractor will (as 
requested): 
 
i. determine the risk assessment approach which will be used: control driven, threat 

modelling, or a hybrid combination of control driven and threat modelling; and  
ii. interview subject matter experts and collect supporting information as needed to 

identify risks and conduct the assessment; and 
iii. assess and document how trustworthy the vendors, contractors, providers, authors, 

creators, maintainers, distributors, or publishers are in relation to the security of the IT 
assets being assessed; and 

iv. identify and document for each risk how likely a threat is to act on a vulnerability, the 
potential impact, and what it would mean to the Purchaser organization if the risk 
occurred; and 

v. consider in the risk assessment any known weaknesses, exposures, deficiencies, and 
misconfigurations related to the IT asset being assessed; and 

vi. determine if the IT asset(s) being assessed for the Purchaser are acceptable for 
Purchaser’s safe use with reference to Purchaser’s scope for the IT asset. 
 

c. Inputs 
 



To support Contractor’s performance of the Security Threat and Risk Assessment Advisory 
Services, Purchaser will provide (as applicable): 
 
i. Product information / resources (e.g. product website and manuals), schematics, 

diagrams (e.g. network), configurations, system information, application stack 
information, dependency information, supply chain information, architecture, 
knowledge of any existing threats, vulnerabilities, and risks, and other documentation 
depicting the Purchaser’s security state and risk profile; 

ii. Purchaser’s security policies; and 
iii. vendor guidelines for equipment used in Purchaser’s existing network. 
 
d. Deliverables 
  
Contractor will provide (as requested): 
 
i. a Statement of Acceptable Risks (SoAR) report which results from the Security Threat 

and Risk Assessment (STRA) process as it relates to the assessed Purchaser IT assets 
(information systems, applications, or technologies) and their security risks, in a form 
provided by, or otherwise acceptable to, the Purchaser.  The SoAR report will typically 
include: 
A. documentation of security risks associated with the use of the IT asset, along 

with description of the risk, type of risk, risk rating, recommended treatment, and 
(if applicable) documentation of acceptance of the risks as stated in the SOAR, 
by an accountable and authorized individual in the Purchaser organization; 

B. for each risk, how likely a threat is to act on a vulnerability, the potential impact 
of a threat occurring , and what it would mean to the Purchaser organization if a 
risk materialized; 

C. expert advice and recommendations about if the IT asset is safe and acceptable 
for Purchaser consumption and use with reference to Purchaser’s scope for the 
IT asset, or if the IT asset can be made safe and acceptable, relative to the 
Purchaser’s risk tolerance; and 

D. an assessment of whether the IT asset is safe and can be recommended for the 
Purchaser to use within the scope of the assessment. 

ii. other Security Threat and Risk Assessment (STRA) related documents which further 
support the assessment findings, if necessary and appropriate, for example: 
attestations, evidence, and detailed security assessment documentation; and 

iii. a risk treatment plan which documents the recommended treatment action; this may 
include the timeframe and assignment of who may conduct the treatment to bring the 
risk to a level acceptable to the Purchaser organization. 

 
e. Outcomes 
 



Security Threat and Risk Assessment Advisory Services and the related Deliverables will 
support Purchaser’s attainment of the following outcomes: 
 
i. provide capacity to assess the likelihood and potential security impacts to the 

Purchaser of IT assets (information systems, applications, or technologies); 
ii. provide instructions for Purchaser to address and mitigate documented risks to an 

acceptable level to render the IT asset acceptable for Purchaser’s secure use; and 
iii. maintain the Purchaser’s desired security posture in connection with the risk 

treatment plan and the Purchaser’s risk tolerance; and 
iv. improve the Purchaser’s cyber security risk state. 
 
f. Out of Scope  
 
For greater certainty, any remediation of or reconfiguration to address identified security 
risks or deficiencies of Purchaser’s IT assets (and any related operational services) is out of 
scope. 
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