
1.1 Service Area 10: Penetration Testing Services 
 
a. Overview 
 
Penetration Testing Services involve a systematic assessment of the security posture of the 
Purchaser’s network, systems and applications to identify vulnerabilities, weaknesses and 
security risks, and result in expert advice and recommendations for improving Purchaser’s 
security posture. The scope of the engagement can be from a single system to the 
Purchaser’s entire network infrastructure.  
 
b. Service Activities 
 
To perform the Penetration Testing Services, Contractor will (as requested): 
 
i. conduct a vulnerability identification scan  to identify security risks; and 

ii. conduct a comprehensive assessment to identify vulnerabilities, misconfigurations 
and weaknesses in Purchaser’s infrastructure, operating systems, applications and 
databases. 

 
c. Inputs 
 
To support Contractor’s performance of the Penetration Testing Services, Purchaser will 
provide or identify (as applicable): 
 
i. confirmation that any applicable third party terms and conditions do not prohibit 

penetration testing; 
ii. schematics, diagrams and other artifacts depicting Purchaser’s network; and 

iii. application and infrastructure architecture, as required. 
 
d. Deliverables 
  
Contractor will provide (as requested): 
 
i. penetration testing report including findings, observations and recommendations; 

ii. report inclusive of an executive summary, technical details of vulnerabilities, severity, 
and suggested remediations; and 

iii. comprehensive list of identified vulnerabilities, including descriptions, risk ratings, 
along with recommendations for remediation. 

 
e. Outcomes 
 
Penetration Testing Services and the related Deliverables will support Purchaser’s 
attainment of the following outcomes: 



 
i. reveal vulnerabilities in Purchaser’s networks, systems and applications; 

ii. mitigate security weakness before they are compromised; 
iii. validate existing security controls; 
iv. confirm security measures are functioning as intended; and 
v. confirm expected level of security protection has been achieved. 
 
f. Out of Scope  
 
For greater certainty, any remediation of or reconfiguration to address vulnerabilities (and 
any related operational services) is out of scope, as is any penetration testing of 
applications, software or systems to the extent that such penetration testing is restricted or 
prohibited by a third party. 
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