
August 28, 2024 

Overall Rating: Critical 

 

This is a technical bulletin intended for technical audiences. 

Summary 

The Vulnerability and Risk Management (VRM) Team is aware of Fortra published a security advisory to 
address a critical vulnerability  in the following product: 

• Fortra FileCatalyst Workflow – version 5.1.6 Build 139 and prior 

Technical Details 

The default credentials for the setup HSQL database (HSQLDB) for FileCatalyst Workflow are published 
in a vendor knowledgebase article. Misuse of these credentials could lead to a compromise of 
confidentiality, integrity, or availability of the software. 

This vulnerability is rated as a CRITICAL risk. Software updates exist to address these risks.  

Action Required 

• Locate the device or application and investigate. 

• Notify business owner(s). 

• Perform mitigating actions, as required. 

Please notify VRM with any questions or concerns you may have at 
vulnerabilityandriskmanagement@gov.bc.ca 

References 

•  CVE-2024-6633  
• Fortra Security Advisories - FI-2024-011 
• Fortra Security Advisories 
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