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Overall Rating: High 

 

This is a technical bulletin intended for technical audiences. 

Summary 

The Vulnerability and Risk Management (VRM) Team has been made aware of Citrix published a security 
advisory to address a vulnerability in the following product: 

• Citrix NetScaler Gateway – multiple versions and platforms 

Technical Details 

Cloud Software Group has evaluated the impact of vulnerability CVE-2024-3661 on our products. This 
vulnerability may allow an attacker on the same local network as the victim to read, disrupt, or modify 
network traffic expected to be protected by the VPN.   

This vulnerability is rated as a HIGH risk. A software update exists to address this risk.  

Action Required 

• Locate the device or application and investigate. 

• Notify business owner(s). 

• Perform mitigating actions, as required. 

Please notify VRM with any questions or concerns you may have at 
VulnerabilityandRiskManagement@gov.bc.ca 

References 

• CVE-2024-3661  
• Citrix Security Advisory – CTX677069 
• Citrix Security Advisories 
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