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This is a technical bulletin intended for technical audiences.

Summary

The Vulnerability and Risk Management (VRM) Team has been made aware Microsoft has released the
latest Microsoft Edge Stable Channel. The update affects versions prior to 126.0.2592.56 which
incorporates the latest Security Updates of the Chromium project.

Technical Details

The impact of this vulnerability may allow iOS spoofing. CVE-2024-30057, the vulnerability allows an
attacker to spoof elements of the web browser interface. This could mislead users about the
authenticity of a website, potentially tricking them into sharing sensitive information such as passwords
or credit card numbers. The deceptive nature of spoofing attacks makes them particularly dangerous, as
they rely on the user's trust in what they perceive on their screen.

This vulnerability is rated as a MEDIUM risk. A software update exists to address this risk.
Action Required

e Locate the device or application and investigate.
e Notify business owner(s).
o Perform mitigating actions, as required.

Please notify VRM with any questions or concerns you may have
atVulnerabilityandRiskManagement@gov.bc.ca.
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