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This is a technical bulletin intended for technical audiences. 

Summary 

The Vulnerability and Risk Management (VRM) Team has been made aware of multiple vulnerabilities in 
Juniper Secure Analytics Optional Applications. These vulnerabilities affect Juniper Networks Juniper 
Secure Analytics: Log Collector Application prior to version v1.8.4, SOAR Plugin Application prior to 
version 5.3.1, Deployment Intelligence Application prior to 3.0.12, User Behavior Analytics Application 
add-on prior to 4.1.14, Pulse Application add-on prior to 2.2.12 and Assistant Application add-on prior to 
3.6.0. 

Technical Details 

The impact of this vulnerability may allow attackers to cause a denial of service, or remote attacker to 
traverse directories on the system. Please review the information provided at the links below for specific 
information provided by the vendor for the specific impacted Juniper product. 

Exploitability Metrics 
Attack Vector: Network 
Attack Complexity: Low 
Privileges Required: None 
User Interaction: None 

These vulnerabilities are rated as an overall CRITICAL risk. Software updates exists to address these 
risks.  

Action Required 

• Locate the device or application and investigate. 

• Notify business owner(s). 

• Perform mitigating actions, as required. 

Please notify VRM with any questions or concerns you may have.  

References 

• CVE-2023-35116, CVE-2023-34453, CVE-2023-34454, CVE-2023-34455, CVE-2023-43642, CVE-
2023-2976, CVE-2023-33201, CVE-2023-46136, CVE-2023-43804, CVE-2023-37920, CVE-2022-
25883, CVE-2023-45133, CVE-2023-31484, CVE-2023-1370, CVE-2021-4048, CVE-2021-23445, 
CVE-2021-31684, CVE-2023-38019, CVE-2023-38020, CVE-2023-38263, CVE-2023-46308, CVE-
2023-32006, CVE-2023-32002,  

• CVE-2023-32559, CVE-2022-38900, CVE-2023-45857, CVE-2022-25927 

• 2024-01 Security Bulletin: JSA Series: Multiple vulnerabilities resolved in JSA Applications 

• KB16613: Overview of the Juniper Networks SIRT Quarterly Security Bulletin Publication Process 

• KB16765: In which releases are vulnerabilities fixed? 

• KB16446: Common Vulnerability Scoring System (CVSS) and Juniper's Security Advisories 

• Report a Security Vulnerability - How to Contact the Juniper Networks Security Incident 
Response Team 

• VRM Vulnerability Reports 
 
 

Overall rating: Critical 
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