
Cyber Alert 

 

 

Summary 

The Canadian Centre for Cyber Security aka the Cyber Centre is aware of incidents impacting Snowflake 
customer data through unauthorized access resulting from malicious identity-based activity. Snowflake 
has reported that the activity is not the result of a vulnerability within Snowflake products. 

Recommended Action 

The Cyber Centre strongly recommends that: 
 

• Organizations review guidance provided by Snowflake to aid in the detection of suspicious 
activity and harden user accounts. Organizations should also enable Multi-Factor Authentication 
(MFA).   

• The Cyber Centre has published guidance on defence in depth strategies for cloud-based 
services. Organizations are encouraged to review the published guidance for security 
considerations. 

• Organizations review and implement the Cyber Centre’s Top 10 IT Security Actions with an 
emphasis on the following topics: 

o Consolidating, monitoring, and defending Internet gateways. 
o Enforce the management of administrative privileges. 

References 

• Detecting and Preventing Unauthorized User Access: Instructions 

• Multi-factor authentication (MFA) 

• ITSP.50.104 Guidance on defence in depth for cloud-based services 

• Top 10 IT security actions to protect Internet connected networks and information 
(ITSM.10.089) 

 
 

 

https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcommunity.snowflake.com%2Fs%2Farticle%2FCommunication-ID-0108977-Additional-Information&data=05%7C02%7CVulnerabilityandRiskManagement%40gov.bc.ca%7C9caeb188c3e741a2f11b08dc8b219bdd%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638538223720816387%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=ZB7oh3ZeAfqDUlvLxQiITsHs6X6%2FSIlCIHoJbjTRltE%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.snowflake.com%2Fen%2Fuser-guide%2Fsecurity-mfa&data=05%7C02%7CVulnerabilityandRiskManagement%40gov.bc.ca%7C9caeb188c3e741a2f11b08dc8b219bdd%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638538223720833240%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=9Ir%2FyliFp%2FaWAESP2XI9fHjNhQWLwpPS%2BFXn0SU4zRA%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cyber.gc.ca%2Fen%2Fguidance%2Fitsp50104-guidance-defence-depth-cloud-based-services&data=05%7C02%7CVulnerabilityandRiskManagement%40gov.bc.ca%7C9caeb188c3e741a2f11b08dc8b219bdd%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638538223720846336%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=s2XLYiMsO1dC1PuX%2BerLIJEFEsxYj1atX9Vk5d%2BchxM%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cyber.gc.ca%2Fen%2Fguidance%2Ftop-10-it-security-actions-protect-internet-connected-networks-and-information-itsm10089&data=05%7C02%7CVulnerabilityandRiskManagement%40gov.bc.ca%7C9caeb188c3e741a2f11b08dc8b219bdd%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638538223720856517%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Bz%2BABsHwBnZaYJWZOzOPbeO9sHr1seoeJZGkOoqIji8%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cyber.gc.ca%2Fen%2Fguidance%2Ftop-10-it-security-actions-protect-internet-connected-networks-and-information-itsm10089&data=05%7C02%7CVulnerabilityandRiskManagement%40gov.bc.ca%7C9caeb188c3e741a2f11b08dc8b219bdd%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638538223720856517%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Bz%2BABsHwBnZaYJWZOzOPbeO9sHr1seoeJZGkOoqIji8%3D&reserved=0

