
 
 

June 4, 2024 
Theme of the month: SIM Swapping 

(look for the ) 

Challenge yourself with our SIM Swapping Quiz! 

What you can do to improve your mobile device security: 

All Users Technical Users Business Owners 

Back up your information 
before you travel. You 
can’t always avoid the loss 
of your equipment, but 
you can avoid losing your 
information.  

Regularly review and revise 
Mobile Device Management 
(MDM) system to ensure 
assets and owners are 
properly identified.  

Ensure that your 
organization has a Mobile 
Device Management 
(MDM) system to securely 
deploy mobile devices with 
up-to-date operating 
systems and software.  

Check out Protect Your Mobile Devices Info Sheet to learn more about mobile 
device security. 

This past week’s stories:   
 

      MOVEit cybersecurity breach cost Nova Scotia nearly $4M 

      Town of Westlock hit by cybersecurity breach, residents' personal data 
compromised 

New tricks in the phishing playbook: Cloudflare workers, HTML smuggling, 
GenAI 
 Codes to verify hacked or tapped cell phone 
Hackers claim Ticketmaster data breach: 560M users’ info for sale at $500K 
Poland to boost cybersecurity after fake news attack 
Hackers exploiting Amazon, Google & IBM Cloud Services to steal customer 
data 
Spyware website leaking people’s phones real-time screenshots online 

https://forms.office.com/Pages/ResponsePage.aspx?id=AFLbbw09ikqwNtNoXjWa3HRnpRn6KOdHtW-VEcEiQMBUMzk5Mk9JMFc1M0hQSE83NUFaWjZKMVdDVy4u
https://www2.gov.bc.ca/assets/gov/british-columbians-our-governments/services-policies-for-government/information-management-technology/information-security/information-security-awareness/protect_your_mobile_devices_infosheet.pdf


#Infosec2024: Why human risk management is cybersecurity's next step for 
awareness 
Authorities ramp up efforts to capture the mastermind behind Emotet 
Authorities seized illegal IPTV service that has 4 million visits 
Shell alerted to 'potential cybersecurity incident' 
 

 
MOVEit cybersecurity breach cost Nova Scotia nearly $4M 
 
On the eve of the anniversary of a massive, world-wide cybersecurity breach, the Nova Scotia 
government says the response to the MOVEit hack cost the province $3.8 million. 
 
https://atlantic.ctvnews.ca/more/moveit-cybersecurity-breach-cost-nova-scotia-nearly-4m-1.6905954 
 
Click above link to read more. 
 
Back to top 
 
 

Town of Westlock hit by cybersecurity breach, residents' personal data compromised 
 
More than a thousand people in the Town of Westlock had their personal information 
compromised after a cybersecurity incident earlier this year, the town confirmed Friday. 
 
https://edmonton.ctvnews.ca/town-of-westlock-hit-by-cybersecurity-breach-residents-personal-data-compromised-1.6909112 

 
Click above link to read more. 
 
Back to top 
 
 

New tricks in the phishing playbook: Cloudflare workers, HTML smuggling, GenAI 
 
Cybersecurity researchers are alerting of phishing campaigns that abuse Cloudflare Workers to 
serve phishing sites that are used to harvest users' credentials associated with Microsoft, Gmail, 
Yahoo!, and cPanel Webmail. 
 
https://thehackernews.com/2024/05/new-tricks-in-phishing-playbook.html 
 
Click above link to read more. 
 
Back to top 
 
 

Codes to verify hacked or tapped cell phone 

https://atlantic.ctvnews.ca/more/moveit-cybersecurity-breach-cost-nova-scotia-nearly-4m-1.6905954
https://edmonton.ctvnews.ca/town-of-westlock-hit-by-cybersecurity-breach-residents-personal-data-compromised-1.6909112
https://thehackernews.com/2024/05/new-tricks-in-phishing-playbook.html


 
Instances of phone hacking are increasing – which is why you need to know what to dial to see if 
your phone is hacked. Knowledge of the right codes can help you promptly detect spyware before 
the hacker gets too far. Luckily, there are a few simple codes you can dial to keep up with hackers. 
 
https://techreport.com/spy/codes-for-hacked-cell-phone/ 
 
Click above link to read more. 
 
Back to top 
 
 

Hackers claim Ticketmaster data breach: 560M users’ info for sale at $500K 
 
The notorious hacker group ShinyHunters has claimed to have breached the security of 
Ticketmaster-Live Nation, compromising the personal data of a whopping 560 million users. This 
massive 1.3 terabytes of data, is now being offered for sale on Breach Forums for a one-time sale 
for $500,000. 
 
https://hackread.com/hackers-ticketmaster-data-breach-560m-users-sale/ 
 
Click above link to read more. 
 
Back to top 
 
 

Poland to boost cybersecurity after fake news attack 
 
Poland will spend over 3 billion zlotys ($760 million) to boost cybersecurity, the digitalisation 
minister said on Monday, after state news agency PAP was hit by what authorities say was likely a 
Russian cyberattack. 
 
https://www.reuters.com/technology/cybersecurity/poland-spend-3-bln-zlotys-cybersecurity-after-attack-
news-agency-2024-06-03/ 
 
Click above link to read more. 
 
Back to top 
 
 

Hackers exploiting Amazon, Google & IBM Cloud Services to steal customer data 
 
Criminals are exploiting cloud storage services to host phishing websites for SMS scams by abusing 
the static website hosting feature of cloud storage to store HTML files with malicious URLs, which 
are included in SMS text messages that bypass firewalls because they contain trusted cloud 
platform domains. 
 

https://techreport.com/spy/codes-for-hacked-cell-phone/
https://hackread.com/hackers-ticketmaster-data-breach-560m-users-sale/
https://www.reuters.com/technology/cybersecurity/poland-spend-3-bln-zlotys-cybersecurity-after-attack-news-agency-2024-06-03/
https://www.reuters.com/technology/cybersecurity/poland-spend-3-bln-zlotys-cybersecurity-after-attack-news-agency-2024-06-03/


https://cybersecuritynews.com/hackers-exploit-cloud-services-steal-data/ 
 
Click above link to read more. 
 
Back to top 
 
 

Spyware website leaking people’s phones real-time screenshots online 
 
A stalkerware company with poor security practices is exposing victims’ data as the software, 
designed for unauthorized device monitoring, leaked victims’ phone screenshots through a publicly 
accessible URL. 
 
https://cybersecuritynews.com/spyware-website-leaks-real-time-screenshots/ 
 
Click above link to read more. 
 
Back to top 
 
 

#Infosec2024: Why human risk management is cybersecurity's next step for 
awareness 
 
Amid frequent warnings about the advanced capabilities of cyber threat actors, targeting human 
frailties remains the primary initial access method for attackers. This reality has led to the 
development of human risk management (HRM), a concept that places a focus on targeted, 
intelligence led interventions to improve security behaviors. 
 
https://www.infosecurity-magazine.com/news/human-risk-management/ 
 
Click above link to read more. 
 
Back to top 
 
 

Authorities ramp up efforts to capture the mastermind behind Emotet 
 
Law enforcement authorities behind Operation Endgame are seeking information related to an 
individual who goes by the name Odd and is allegedly the mastermind behind the Emotet malware. 
 
https://thehackernews.com/2024/06/authorities-ramp-up-efforts-to-capture.html 
 
Click above link to read more. 
 
Back to top 
 

https://cybersecuritynews.com/hackers-exploit-cloud-services-steal-data/
https://cybersecuritynews.com/spyware-website-leaks-real-time-screenshots/
https://www.infosecurity-magazine.com/news/human-risk-management/
https://thehackernews.com/2024/06/authorities-ramp-up-efforts-to-capture.html


 

Authorities seized illegal IPTV service that has 4 million visits 
 
The Spanish National Police have successfully dismantled a large-scale illegal IPTV service, 
TVMucho (also known as Teeveeing), which had amassed over 4 million visits in 2023. 
 
https://cybersecuritynews.com/authorities-seized-illegal-iptv/ 
 
Click above link to read more. 
 
Back to top 
 
 

Shell alerted to 'potential cybersecurity incident' 
 
Oil and gas giant Shell says it is investigating a possible cybersecurity "incident." 
 
https://www.ctvnews.ca/business/shell-alerted-to-potential-cybersecurity-incident-1.6907509 
 
Click above link to read more. 
 
Back to top 
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