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Theme of the month: Cloud Authentication
(look for the &)

Challenge yourself with our Cloud Authentication Quiz!

What you can do to improve your authentication processes:

All Users Technical Users Business Owners
Be creative with your account | Implement software that Identify your organization’s
recovery questions and detects irregular activity on critical assets and ensure
answers. Create fictional user accounts and follow-up on access privileges are limited
answers that you can easily any suspicious activity. to only the people and
remember instead of your services who need to use
mom'’s maiden name, or the them.
street you grew up on.

Reqister for Security Day to learn more about cloud authentication!

This past week's stories:

@ Government of Canada releases its first Enterprise Cyber Security Strategy
& Microsoft Azure will require mandatory MFA starting July

Hackers can abuse Apple’s Wi-Fi positioning system to track users globally
LastPass is encrypting urls used within password vaults

Cybersecurity labeling for smart devices aims to help people choose items
less likely to be hacked

National Records of Scotland data published in NHS cyber attack

Japan to launch active cyber defense system to prevent cyber attacks

Fake antivirus websites deliver malware to Android and Windows devices
Cloud security fundamentals: Understanding the basics



https://forms.office.com/Pages/ResponsePage.aspx?id=AFLbbw09ikqwNtNoXjWa3HRnpRn6KOdHtW-VEcEiQMBUOVI2Q0ozVTg5TkwyOEoyN0IySjZBS1I1US4u
https://www.gov.bc.ca/securityday

Government of Canada releases its first Enterprise Cyber Security Strategy

Over the last few decades, public institutions and governments across Canada have become more
and more reliant on the digital world to deliver programs and services. While providing faster and
higher quality service delivery, reliance on information technologies means that the Government of
Canada, like every other public and private sector organization in the world, is subject to ongoing
and persistent cyber threats.

https://www.canada.ca/en/treasury-board-secretariat/news/2024/05/government-of-canada-releases-its-first-
enterprise-cyber-security-strategy.html

Click above link to read more.

Back to top

Microsoft Azure will require mandatory MFA starting July

Microsoft has announced that multi-factor authentication (MFA) will be mandatory for all Azure
users starting in July 2024. This change is part of the Secure Future Initiative, which aims to
strengthen security and prevent data breaches.

https://www.spiceworks.com/it-security/identity-access-management/news/microsoft-azure-will-require-
mandatory-mfa-starting-july/

Click above link to read more.

Back to top

Hackers can abuse Apple’s Wi-Fi positioning system to track users globally

A recent study by security researchers has revealed a major privacy vulnerability in Apple’s Wi-Fi
Positioning System (WPS) that allows hackers to track the locations of Wi-Fi access points and their
owners globally.

https://cybersecuritynews.com/apples-wi-fi-positioning-system/

Click above link to read more.

Back to top

LastPass is encrypting urls used within password vaults
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LastPass, a widely used password manager trusted by millions of consumers and businesses
globally, has announced an upgrade to its security measures, the encryption of URLs within its
password vaults.

https://cybersecuritynews.com/lastpass-is-encrypting-urls/

Click above link to read more.

Back to top

Cybersecurity labeling for smart devices aims to help people choose items less likely
to be hacked

Consumer labels designed to help Americans pick smart devices that are less vulnerable to hacking
could begin appearing on products before the holiday shopping season, federal officials said
Wednesday.

https://toronto.citynews.ca/2024/05/22/cybersecurity-labeling-for-smart-devices-aims-to-help-people-choose-
items-less-likely-to-be-hacked/

Click above link to read more.

Back to top

National Records of Scotland data published in NHS cyber attack

Hackers accessed and published National Records of Scotland (NRS) data as part of a cyber attack
on NHS Dumfries and Galloway earlier this year, it has emerged.

https://www.bbc.com/news/articles/c511r5q8qgl50

Click above link to read more.
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Japan to launch active cyber defense system to prevent cyber attacks

Japan is creating a consultative body to implement an active cyber defense system to improve its
ability to counter cyberattacks on critical infrastructure.

https://cybersecuritynews.com/japan-launches-active-cyber-defense-system/

Click above link to read more.
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Fake antivirus websites deliver malware to Android and Windows devices

Threat actors have been observed making use of fake websites masquerading as legitimate
antivirus solutions from Avast, Bitdefender, and Malwarebytes to propagate malware capable of
stealing sensitive information from Android and Windows devices.

https://thehackernews.com/2024/05/fake-antivirus-websites-deliver-malware.html

Click above link to read more.
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Cloud security fundamentals: Understanding the basics

Cloud security fundamentals are the core requirements that ensure data protection, regulatory
compliance, and access management in a cloud environment. These standards assist businesses in
establishing trust with their consumers, avoiding financial losses due to breaches, and ensuring
business continuity. Understanding cloud security challenges and knowing the cloud security tools
available in the market significantly contribute to enhanced cloud security.

https://www.esecurityplanet.com/cloud/cloud-security-fundamentals/

Click above link to read more.
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Click unsubscribe to stop receiving the Digest.
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The Security News Digest (SND) is a collection of articles published by others that have been compiled by the Information Security Branch (ISB)
from various sources. The intention of the SND is simply to make its recipients aware of recent articles pertaining to information security in
order to increase their knowledge of information security issues. The views and opinions displayed in these articles are strictly those of the

articles’ writers and editors and are not intended to reflect the views or opinions of the ISB. Readers are expected to conduct their own
assessment on the validity and objectivity of each article and to apply their own judgment when using or referring to this information. The ISB
is not responsible for the manner in which the information presented is used or interpreted by its recipients.

For previous issues of Security News Digest, visit the current month archive page
at:

http://www2.gov.bc.ca/gov/content/governments/services-for-government/information-management-
technology/information-security/security-news-digest

To learn more about information security issues and best practices, visit us at:

https://www.gov.bc.ca/informationsecurity
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The information presented or referred to in SND is owned by third parties and protected by copyright law, as well as any terms of use
associated with the sites on which the information is provided. The recipient is responsible for making itself aware of and abiding by all
applicable laws, policies and agreements associated with this information.

We attempt to provide accurate Internet links to the information sources referenced. We are not responsible for broken or inaccurate Internet
links to sites owned or operated by third parties, nor for the content, accuracy, performance or availability of any such third-party sites or any
information contained on them.
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