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[bookmark: _Toc479557818]1 Introduction & Scope

The Information Security Policy applies to all of <ORGANIZATION> (hereafter referred to as the organization).  Contracted service providers conducting business on behalf of the organization must comply with the Information Security Policy.  

Exemptions from the Information Security Policy may be granted subject to the approval of the Chief Risk Officer.  An exemption request and supporting documentation for the business need must be submitted to the Chief Risk Officer for consideration of the exemption.  
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The Organization of Information Security chapter provides the management structure needed to coordinate information security activities, including, who coordinates them and what agreements are required. The purpose of this chapter is to provide a network of contacts in the information security community to elicit advice, monitor trends and deal with other external factors, which are required for coordinating information security activities, establishing new information systems and processing new facilities.

Within the organization, the Chief Information Security Officer (CISO) provides cross-organization leadership for information security. The CISO must 
(a) Maintain and review the ISP annually
(b) Inform the organization of significant changes to the ISP
(c) Establish an Information Security Program to manage and coordinate information security activities across the organization and
(d) Ensure that outside authorities, emergency support employees can be contacted, to facilitate timely response from and co-ordination with outside authorities during information security incidents or investigations.

Information Owners must employ appropriate controls to reduce the risk of disruption of information systems such as unauthorized or unintentional modification or misuse of information systems. They must integrate information security into every phase of the organization’s project management method(s) to identify and address information security risks early in the project. 
	
References:
For more information refer to <ORGANIZATION POLICIES>.
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Human Resource Security refers to information security requirements that ensure personnel, who have an employment relationship with the organization, has the appropriate level of access to the organization’s resources, to perform their duties. The purpose of this chapter is to improve awareness among personnel of their security and privacy responsibilities and management processes prior to, during and at the end of employment. 

Policies:
Supervisors must 
(a) Perform employee security screening in accordance with the terms and conditions of employment. Employees violating these terms and conditions of employment must be subject to disciplinary actions as applicable.
(b) Ascertain that employees adhere to and comply with the information security policies and procedures. Information security roles and responsibilities must be reviewed when staffing, reorganizing, or implementing new information systems. 
(c) On a regular basis provide information security awareness, education and training to employees. In case of an employee committing security breaches or policy violations, activities of that employee must be reviewed by the Supervisor. Supervisors must ensure employees are informed of their security responsibilities after the termination of their employment.

References:
For more information refer to <ORGANIZATION POLICIES>.
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Asset Management is the process of identifying the rules of acceptable use and the rules for protection: what assets to protect, who protects them and how much protection is adequate. The purpose of this chapter is to ensure the organization’s resources are used only for their intended purposes and improve awareness of what constitutes appropriate use of assets and personnel responsibilities. 

Policies:
Information Owners must document, maintain and verify asset inventories on a regular basis, depending on the criticality and value of the assets, and validate the measures taken to protect the assets as part of an enterprise risk management strategy. They must document, maintain and verify the personal information directory including the personal information bank and privacy impact assessment sections. Information and Information assets must be identified, handling procedures documented, labelled when appropriate and handled in accordance with the assigned information security classification, to prevent unauthorized information disclosure or misuse.
Media including any asset capable of storing electronic information, mobile, portable storage devices, hard disks, CDs, DVDs and tapes, that are no longer required operationally, must be disposed of securely and in a manner appropriate for the sensitivity of the data it contains.
Information Owners must develop, document and maintain policies, standards and guidelines for risks associated with use of mobile devices. They must ensure appropriate controls are implemented to mitigate security risks associated with the use of mobile devices.

Supervisors must document the return of the organization’s assets in the possession of employees upon termination of their employment using standard processes.

References:
For more information refer to <ORGANIZATION POLICIES>.
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Access Control is the process of controlling access to the organization’s information and information assets.  Access control management concerns assessing, authorizing, authenticating, granting, managing, reviewing, altering and auditing the access to information resources. This includes documenting business needs for access and confirming compliance with legislation, policy and standards. The purpose of this chapter is to identify security best practices and responsibilities of employees and other personnel on access and authorization controls for information and information assets.

Policies:
Information Owners must define, establish, document, develop, approve, implement and maintain the processes and procedures necessary to ensure that access to information assets is granted to individuals based on business and security requirement and the principals of “least privilege” and “need to know”. The intent of “least privilege” is to grant lowest level of access to only authorized employees needed to perform their job duties, and that of “need-to-know” is to restrict access to only authorized employees who need access to perform their job duties. Information Owners must ensure access control policies and related processes are communicated to all employees.

Assigning and revoking access rights to users must be formalized and documented. Supervisors must periodically review access rights of employees to ensure they are up to date. They must modify access rights subject to change in employees status, in accordance with the organization’s established formal management processes.

Employees must know and adhere to relevant organization’s policies on appropriate use of organization’s networks, systems, and data.

References:
For more information refer to <ORGANIZATION POLICIES>.
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Encryption is the reversible process of converting information into unintelligible text to protect sensitive information from unauthorized disclosure, alteration or loss. The encryption process makes information unreadable unless decrypted by an authorized user with the correct key or password. Cryptography offers a means to transform ordinary information into unintelligible text (encryption) and then to recover it back to original information (decryption). The purpose of this chapter is to define the basis of encryption controls to improve protection of information from unauthorized access and to reduce the likelihood of compromising sensitive information. 

Policies:
The CISO must provide direction and leadership to the organization in the use of encryption and the provision of encryption services, such as those used for user registration services and key management services. The CISO is responsible for approving key management standards, policies, procedures and methods to support and protect use of cryptographic controls throughout the information life cycle.

The CISO is responsible for defining and maintaining Cryptographic Standard for Information Protection and providing technical advice on the use of cryptography.

Information Owners must document the use of encryption in relevant systems. The type and quality of cryptographic controls used in information systems must be based on a risk assessment.

Information Owners must register the use of approved cryptographic products and services centrally.

References:
For more information refer to <ORGANIZATION POLICIES>.
 

[bookmark: _Toc479557824]7 Physical and Environmental Security

Physical and Environmental Security identifies requirements to protect employees and the organization’s property, from unauthorized access, loss, or damage, from physical and environmental threats. The purpose of identifying requirements, for the installation, operation, protection and maintenance of computer equipment, is to preserve the security of the organization’s information and information systems. 

Policies:
Information Owners must ensure that the perimeters of an information processing facility have physically sound structure with appropriate security controls. They must design document and approve security controls for information processing facilities based on a risk assessment.  They are responsible for reviewing physical entry control requirements annually. They must also ensure that facilities are inspected regularly in accordance with building codes and other regulations.

Information Owners must develop and implement processes and procedures necessary to ensure information assets are housed securely and protected against identified risks. They must establish appropriate entry controls, to protect secure areas, to ensure that only authorized employees and other individual, who may need access to a secure area, are allowed access and prevent unauthorized physical access to the organization’s information resources by applying additional security controls and procedures for employees working in secure areas.

Information Owners in collaboration with site planners and architects must incorporate physical security controls to protect against natural disasters, malicious attacks or accidents. They must work with, planners, architects and engineers to ensure that the design and layout of information processing facilities provides protection from security threats, physical and environmental hazards. They must ensure routine maintenance of equipment to enable continued availability and integrity. Only with appropriate prior authorization, equipment, information or software can be used outside the organization’s premises, following documented security controls.
Proper care must be administered to protect information, records and software against unauthorized disclosure when media is being unattended, reassigned or destroyed. 

References:
For more information refer to <ORGANIZATION POLICIES>.
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Operations Security encompasses the use of appropriate controls and procedures for processes including but not limited to establishing new technologies, controlling system changes, logging and monitoring activities and conducting backup and recovery. The purpose of this chapter is to provide framework for identifying requirements to control and monitor operations for service delivery and to manage changes as the operations evolve. 

Policies:
Information Owners must plan, document and implement change management process to ensure changes to information systems and information processing facilities are applied correctly and do not compromise the security of information and information systems. They must monitor, optimize and project for future capacity requirements of information system resources.
Information Owners must define, document, assess, and validate, backup and recovery processes to enable timely recovery of information and information systems. They must implement processes for monitoring, reporting, logging, analyzing and correcting system faults reported by users and automated detection systems.

They must ensure that operating procedures and responsibilities for information systems and information processing facilities, are authorized, documented and maintained. Information Owners must establish and document processes for the review of audit logs and alarm response procedures. They must implement controls to protect logging facilities and log files from unauthorized modification, access or disposal. They must ensure that documented processes are followed to perform independent reviews of activities of privileged users are independently reviewed. Information Owners must establish processes to identify assess and respond to vulnerabilities that may impact information systems.

The CISO must evaluate vulnerabilities, provide advice, monitor response progress and publish summary reports on vulnerability response activities and costs.

System administrators must enable synchronization of computer clocks to ensure integrity of information system logs and accurate reporting.

Managers responsible for compliance checking activity, in collaboration with Information Owners must plan, define, document and approve audit requirements and activities involving check on operation systems, to minimize disruption to business processes.

References:
For more information refer to <ORGANIZATION POLICIES>.
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Network Security includes security requirements for network and communication services.
The purpose of this chapter is to ensure protection of information on the network and other information processing facilities, and when transferring information to the organization’s and non-organization entities.

Policies:
The CISO must approve implementation of, and significant modification to, electronic messaging systems.  The CISO is responsible for developing user awareness programs for threat countermeasures and communicating about security awareness activities in collaboration with supervisors. The CISO must document and implement procedures to protect information from interception, copying, misrouting and disposal when being transmitted electronically.

Supervisors must ensure policies and processes specific to teleworking are communicated to employees.

Information Owners must document, implement, authorize and approve procedures for the use of social media services and other non-organization electronic messaging services and shared business information systems, for conducting organization business. 

Information Owners must document, implement and manage changes to network security controls and security management practices to maintain security within the organization’s network and protect organization’s information systems against network and host-based threats by undertaking security awareness, prevention and detection controls. 
Information Owners must segregate services, information systems and users to support business requirement for information system connectivity and access control based on the principles of least privilege, management of risk and segregation of duties. They must implement network routing controls to prevent unauthorized access or bypassing of security control points.

Information Owners must document network security controls in the System Security Plan and ensure security features are implemented prior to commencement of service delivery. Information Owners must ensure that information and software exchange agreements between the organization and other organizations must address the secure transfer of information between parties. They must ensure that the organization’s information and information technology assets are adequately protected regardless of the type of access or physical location of employees.

References:
For more information refer to <ORGANIZATION POLICIES>.
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Application Acquisition, Development and Maintenance chapter establishes requirements for incorporating security measures into the life-cycle of an information system. The purpose of this chapter is to identify security controls as part of the business requirements for new information systems or enhancements to existing information systems. 

Policies:
Information Owners must develop, implement and manage the processes and procedures necessary to ensure that information security is taken into account early in the systems development lifecycle including business cases, budget proposals, and work requests to minimize the overall security costs and ensure that sufficient resources are allocated to complete the necessary information security tasks. This applies to custom software developed in-house or externally and commercial off the shelf packages, both new systems and changes to existing systems. Information Owners must ensure that system development or acquisition activities are in alignment with documented requirements, standards and procedures. 

Information Owners must ensure security controls are identified, documented and implemented on information (such as electronic commerce and electronic documents) and information services (such as online transactions) utilized by new or existing information systems.
Information Owners must ensure the validity and integrity of data input to information systems, internal processing checks and data output from information systems. These must be managed for both operational and test purposes. 

References:
For more information refer to <ORGANIZATION POLICIES>.
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Supplier relationships cover information security requirements to be considered in outsourcing deals, awarding contracts and in IT procurement services. The purpose of this chapter is to ensure supplier service agreements are in line with agreed levels of information security and service delivery expectations and also covers the usage of cloud services.

Policies:
Information Owners must ensure identified security requirements are agreed, addressed, and documented prior to granting external parties access to information, information systems or information processing facilities. They must also ensure access agreement, including relevant security requirements, has been completed and signed before external parties have access to information assets and information processing facilities.

Information Owners, prior to using external information and technology services, must ensure security controls, service definitions and delivery levels are identified and included in the agreement with external parties.
 
Information Owners must establish processes to manage and review the information security of external party delivered services, on a regular basis.

Information Owners must ensure that changes to the provision of services by suppliers for information system services, take into account the criticality of the information systems, processes involved and re-assessment of risks.

Information Owners are responsible for assessing the business requirements and associated risks related to external party access to information and information systems. They must ensure the risks of external party access to information and information systems are identified, assessed, mitigated and managed.

Information Owners are responsible for determining the appropriateness of using a cloud service and to ensure a consistent approach is following regarding the procurement and use of cloud services. They must also ensure that use of cloud services does not impede the availability of information and information services to conduct business.

References:
For more information refer to <ORGANIZATION POLICIES>.
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Incident Management establishes requirements for reporting a possible breach of information security as quickly as possible and the directives for the consistent management of such events. The purpose of this chapter is to provide employees and ministries with a framework for managing events and incidents to mitigate risks related to breach of information security or a failure of safeguards.

Policies:
Information Owners must ensure incident management responsibilities and procedures to ensure a quick, effective and orderly response to information security incidents.

Information Owners must follow established Information Incident Management Process for reporting, managing, responding to and recovering from information security incidents.

Employees must immediately report all suspected or actual information security events, observed or suspected security weaknesses in the systems as quickly as possible to their supervisors. 

[bookmark: _GoBack]The CISO and other identified employees of the organization or external parties must respond to information security incidents in accordance with the documented procedures.
The CISO is responsible for monitoring and evaluation information security incidents. The CISO must provide incident information to executive as appropriate.

Investigating Officers must ensure evidence is identified, collected, preserved, retained and presented in conformance with the rules for collection of evidence, while investigating information security incidents.

References:
For more information refer to <ORGANIZATION POLICIES>.
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Business Continuity Management provides direction from a security focus for planning the resumption of business or services where a man-made or natural disaster has occurred. The purpose of this chapter is to ensure organizations are prepared and to re-establish business or services as swiftly and smoothly as possible in adverse situations. 

Policies:
The CISO is responsible for protecting the privacy, confidentiality, integrity and availability of the organization’s electronic information. This responsibility includes providing expert advice to emergency response activities on information security aspects of business continuity plans.

Information Owners must assess and ensure business continuity and recovery plans cover information security requirements are applicable to adverse situations. They must establish, document, implement, and maintain processes, procedures and controls to ensure the required level of information security for business continuity during an adverse situation.
Information Owners must review business continuity plans annually to ensure they are current, valid, functional and readily accessible during a business interruption. They must identify business requirements to ensure the availability of information systems without interruption.

References:
For more information refer to <ORGANIZATION POLICIES>.
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Compliance describes requirements for verifying that information systems comply with relevant statutory, regulatory, and information security contractual clauses. 
The purpose of this chapter is to identify actions to ensure that the organization is in compliance with applicable laws and policies.

Policies:
The CISO must initiate an independent third party review of the organization’s security posture every two years.

Information Owners must ensure security controls are implemented including protection of the organization’s records from loss, destruction and falsification, unauthorized access, release and disposal, in accordance with legal, regulatory and contractual restrictions on use of material with respect to intellectual property rights and proprietary software licencing. 
Information Owners must document and implement policies for privacy and the protection of personal information. And must monitor information system usage to prevent detect and respond to unauthorized or inappropriate use. Encryption controls used must be in compliance with relevant agreements, legislation and regulations.

Information Owners are responsible for ensure the legislative, statutory, regulatory and contractual requirements for each information system are explicitly defined, document and maintained.  Information Owners must ensure security procedures are followed in their areas of responsibility and facilitate regular reviews to ensure compliance with security policies and standards.  Information Owners must regularly review information systems for compliance with security policies and standards, and report results.

References:
For more information refer to <ORGANIZATION POLICIES>.
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