
 

 

 
 
 

 
 

Ransomware is a form of malware that prevents access to data by encrypting filesi or locking up the 
computerii which contains it. The attacker will demand money from victims by asking for ransom, usually in 
form of cryptocurrencies like Bitcoin, in exchange for the return of data access or access to the system. 
Instructions are given on how to make payment and, once payment is made, how to decrypt the data or  
regain control of the system. Of course, there is no guarantee the data will be restored or the system will 
become usable. 

 

How Ransomware infects systems. 
There are a number of ways ransomware is able get into a system. 

 
• Phishing campaigns which contain malicious links or attachments 
• Exploiting vulnerabilities in software 
• Legitimate websites that have malicious scripts injected into their site which redirects traffic to 

malicious websites 
• Malvertising campaigns 
• SMS text messages (Smishing) 
• Use of botnets for malicious purposes 
• Self-propagation capabilities (spreading from one infected computer to another) 

 
This is not an exhaustive list, by any means. Criminals are finding fewer and fewer barriers to try their hand at 
digital extortion. The rise of ransomware-as-a-service is making it easier than ever for even novice criminals 
able to launch their own customized attacks. Other more disturbing trends are sidestepping user interaction 
and exploiting security vulnerabilities in Operating Systems and other software. Microsoft's Server Message 
Block (SMB), a network file sharing protocol is a great example of this method. In fact this method was utilized 
in the WannaCry outbreak. Utilizing tools like Masscan to scan for exploitable open ports, criminals are finding 
alternate ways to encrypt file systems and extort money. 

https://isc.sans.edu/forums/diary/Ransomware%2Bas%2Ba%2BService/23277/
https://www.symantec.com/en/sg/security-center/writeup/2017-051310-3522-99
http://resources.infosecinstitute.com/masscan-scan-internet-minutes/#gref


 

 

 

Who does Ransomware Target? 
Nobody is immune from ransomware attacks. Large organizations and individuals alike are potential targets. 
However, these attacks are usually interested in garnering large amounts of ransom or causing a maximum 
amount of havoc, the biggest targets are usually: 

Industry Sector % attacked with Ransomware 
 

Education 23 
IT/Telecoms 22 
Entertainment/Media 21 
Financial Services 21 
Construction 19 
Government/public sector/defence 18 
Manufacturing     18 
Transport 17 
Healthcare 16 
Retail/wholesale/leisure 
 

Source: Kasperksy Security Bulletin 2016 
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Future Trends in Ransomware 
The purpose of ransomware is to extort money fast and with minimal effort. Bitcoin is becoming more difficult 
and less lucrative. Fluctuations in the value of bitcoin can change dramatically and the anonymity of 
transactions may not be as secure as once thought. High profile takedowns of organizations (e.g. Alphabay) 
tend to make criminals nervous and lose faith in what was once thought to be untraceable. Ironically, the 
popularity of the currency has made transactions slow and fees high. Purchasing Bitcoin can take long periods 
of time and certainly would not allow criminals to make their money fast and with little effort. Victims are also 
aware of the issues with Bitcoin payments and if they don’t already have the funds, they are less likely to have 
faith they will be able acquire the ransom in time to recover their data. They are more likely to give up on ever 
recovering their data by paying the ransom and look to other means of recovery. 

Criminals will not usually give up too easily on a profitable money making scheme, so the trend is to move 
away from Bitcoin to cryptocurrencies such as Monero, which offers better security, privacy, and anonymity. 
Transactions can't be traced back to any particular user or address and histories are also kept private. Other 
cryptocurrencies on the rise for ransomware payments are Ethereumiii and Zcashiv. Both Ethereum and Zcash 
offer the privacy and obscurity in transactions which make them well suited to extortion. 

https://securelist.com/76757/kaspersky-security-bulletin-2016-story-of-the-year/
https://en.wikipedia.org/wiki/AlphaBay
https://getmonero.org/


 

 

 

Prevention and Recovery 
It is simplistic to assume that if an organization has adequate backups of their data, a ransomware attack 
would not be too serious of an event. Obviously, having your data backed up is an important component of a 
sound Disaster Recovery/Business Continuity Plan, however downtime needs to be considered. It may take 
several days to recover files from backupsv, provided the backups are current and are tested regularly. Can the 
business deal with this downtime? For example; hospitals rely on timely patient information, they cannot 
tolerate days of downtime without endangering patient lives in many cases. Reputation is also an important 
consideration, however, the majority of these attacks are not disclosed to clients or law enforcement, perhaps 
as a means of avoiding a loss of reputation. Nevertheless whether ransom is paid or systems are able to be 
recovered via backups, it is going to take time to recover. If reputation is also damaged, this time period may 
grow exponentially in an attempt to regain reputation (if at all possible). 

Moving forward, consideration should be given in determining how this event was able to occur in the first 
place. With this knowledge a future attempt may be thwarted before reoccurring. Hopefully this exercise 
would be undertaken before an attack occurs, unfortunately it sometimes takes an unfortunate occurance to 
motivate action. Like most sound cybersecurity practices; the best defense is a good offence. 

Recommendations 
A layered security posture is the cornerstone of preventing ransomware and other attacks on your network. 
Hardened borders, firewalls, IPS/IDS, antivirus/anti-malware software, a good vulnerability management 
program and mail filtering etc. are all essential. However, a thorough awareness program for all employees 
will be invaluable in helping to prevent what software and machinery cannot. There is no software or device 
which will prevent a user from clicking on a link or opening an attachment. Having the knowledge not to do so 
could prevent much grief. 

Resources 
Windows Defender Security Intelligence: Ransomware FAQ 
https://www.microsoft.com/en-us/wdsi/threats/ransomware 

Kaspersky Security Bulletin 
https://securelist.com/kaspersky-security-bulletin-2016-story-of-the-year/76757/ 

SANS ISC InfoSec Forums: Ransomware as a service 
https://isc.sans.edu/forums/diary/Ransomware+as+a+Service/23277/ 

Codefence: Ransomware Examples 
https://cofense.com/ransomware-examples/ 

What happens, and what should you do, when Ransomware Attacks? 
https://blogs.dnvgl.com/energy/what-happens-and-what-should-you-do-when-ransomware-attacks 

http://www.microsoft.com/en-us/wdsi/threats/ransomware
https://securelist.com/kaspersky-security-bulletin-2016-story-of-the-year/76757/
https://isc.sans.edu/forums/diary/Ransomware%2Bas%2Ba%2BService/23277/
https://cofense.com/ransomware-examples/
https://blogs.dnvgl.com/energy/what-happens-and-what-should-you-do-when-ransomware-attacks


 

 

 

End Notes 
 
 

i Encrypting ransomware (data locker) 
Encryption algorithms designed to block system files until money is paid for the key to enable decryption of 
the blocked content. e.g.: CryptoLocker, Locky, or CryptoWall. 

 
ii Locker ransomware (computer locker) 
Locks the victim’s operating system which makes it impossible to access any applications or files until a 
ransom is paid. e.g.: Petya, Satana. 

 
iii Ethereum is a distributed public blockchain network. There are some significant technical differences 
between the two, the most important distinction to note is that Bitcoin and Ethereum differ substantially in 
purpose and capability. Bitcoin offers one particular application of blockchain technology, a peer to peer 
electronic cash system that enables online Bitcoin payments. While the Bitcoin blockchain is used to track 
ownership of digital currency (bitcoins), the Ethereum blockchain focuses on running the programming code 
of any decentralized application. In the Ethereum blockchain, instead of mining for bitcoin, miners work to 
earn Ether, a type of crypto token that fuels the network. Beyond a tradeable cryptocurrency, Ether is also 
used by application developers to pay for transaction fees and services on the Ethereum network. 
(https://blockgeeks.com/guides/ethereum/) 

 

iv Zcash is a decentralized and open-source cryptocurrency that offers privacy and selective transparency of 
transactions. Zcash payments are published on a public blockchain, but the sender, recipient, and amount of a 
transaction remain private. Zcash is based on peer-reviewed cryptographic research, and built by a security- 
specialized engineering team on an open source platform based on Bitcoin Core's battle-tested codebase. Our 
improvement over Bitcoin is the addition of privacy. Zcash uses advanced cryptographic techniques, namely 
zero-knowledge proofs, to guarantee the validity of transactions without revealing additional information 
about them. 
(https://z.cash/technology/index.html) 

 

v Assuming the backups are current, are clear of viruses and malware, and are tested regularly as part of a 
Disaster Recovery/ Business Continuity Plan exercise. 

https://www.symantec.com/blogs/threat-intelligence/petya-ransomware-wiper
https://www.kaspersky.com/blog/satana-ransomware/12558/
https://blockgeeks.com/guides/ethereum/
https://z.cash/technology/index.html
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