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Are you feeling risky?
Risk Assessment: Evaluating and Man
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Defensible security: Risk-based
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How is risk assessed?

Likelihood * Potential Impact = Risk Rating
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What do you do once you know you have
a risk?

Treatit Or Consciously Accept it Don’t ignore it
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Lets look at some scenarios

The following scenarios are fictional, and
may or may not reflect potential real life
risks. If you have a similar risk, you should
conduct your own assessment.
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Risk to house
by tree
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POSSIBLE
[=25-50%)
Score: 3

UNLIKELY
[*10-25%)
Score: 2

(o-10%)
Score: 1

(L)

LIKELIHCOD

Critical

Medium
Risk

Rating: 9

B

IMPACT

Likelihood (L) * Impact (I) = Risk Rating (RR)




Risk to carpet

by toddler

LIKELY

[*50-90%)
Score: 4

POSSIBLE
[=25-50%)
Score: 3

UNLIKELY
[*10-25%)
Score: 2

(o-10%)
Score: 1

(L)
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LIKELIHCOD

Risk Risk
Rating: 9 Raring: 12
Medium Medium
Risk Risk
Rating: 8 Raring: 10

IMPACT
( I ] NEGLIGBLE MINOR MAIOR CATASTROPHIC
IMPALCT IMPACT IMPACT IMPALCT
Score: 1 Score: 2 Score: 4 Score: 5

Likelihood (L) * Impact (l)

Risk Rating (RR)
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Risk of emall
systems
compromise

Score: 3

UNLIKELY
[*10-25%)
Score: 2

(o-10%)
Score: 1

LIKELIHCOD

|

IMPACT

NEGLIGELE
IMPALCT
Score: 1

MINOR MODERATE
IMPALCT IMPACT
Score: 2 Score: 3

CATASTROPHIC
IMPACT
Score: 5




CISO spear = =

Riisk Risk
Rating: 8

Mediurm M edim
Risk Risk
Rating: 9 Raring: 12

Rating: 20

phishing =
campaign

UNLIKELY M edium Medium
[*10-25%) Risk Risk
Score: 2 Rating: 8 Rating: 10
o
(=]
RARE %
(0-10%) 5
Score: 1 w
<
=l
( L) IMPACT
( I ) NEGLIGBLE MINOR MODERATE CATASTROPHIC
IMPALCT IMPALCT IMPALCT IMPALCT
Score: 1 Score: 2 Score: 3 Score: 5

Likelihood (L) = Risk Rating (RR)
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® ALMOST
CERTAIN Mu.i.m High l'.rij:i-:a-l l:.ri‘.ci-.'al
(790-100%) Risk Risk Risk ik
Score: 5 Rating: 10 Rating: 15 Rating: 20 Rating: 25
LIKELY Maedimm Mediurm Critical
(*50-90%) Risk Risk Risk
Score: 4 Rating: 8 Rating: 12 Rating: 20
[
POSSMLE Medium M edium High
[=25-50%) Risk Risk Risk
Score: 3 Rating: 3 Rating: 12 Rating: 15

{o-10m)
Score: 1

LIKELIHCOD

(L)

IMPACT
[ I ) NEGLIGELE MINOR MODERATE CATASTROPHIC
IMPALCT IMPALCT IMPALT IMPALCT
Score: 1 Score: 2 Score: 3 Scone: 5

Likelihood (L) * Impact (I) = Risk Rating (RR)

GDX RPD ("psp ) ( csp )
\ 7 /’/ \ . 4



Critical Critical
Rk Rk
Rating: 20

You and your
vehicle =

POSSIBLE Medium Medium
[>25-508%) Risk Risk
Sl Rating: 9 Rating: 12

UNLIKELY Medium Medium
[*10-25%) k i
Score: 2 .

LIKELIHCOD

IMPACT

[ I ) NEGLIGELE MINOR MODERATE MAIOR
IMPALCT IMPACT IMPACT IMPACT
Score: 1 Score: 3 Score: 3 Score: 4

Likelihood (L) * Impact (I) = Risk Rating (RR)
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CONGRATULATIONS!
YOU NOW LUINDERSTAND
RISK BASEE BN MAKING
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