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Cloud Security 

Introduction 
Cloud computing can provide significant cost savings, both in terms of capital expenses and operational expenses, 

and enables new capabilities that can help government adopt new services.  

The secure management of resources associated with cloud services is critical to mitigate threats to customer 

systems that are based on cloud computing. While many threats can be mitigated using traditional security 

processes and mechanisms, others require cloud-specific solutions. 

Analysis  
Essential characteristics of cloud services, identified in The NIST Definition of Cloud Computing, are: 

1. On-demand self-service: A consumer can unilaterally provision computing capabilities, such as server time and 

network storage, as needed automatically without requiring human interaction with each service provider. 

2. Broad network access: Capabilities are available over the network and accessed through standard mechanisms 

that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, tablets, laptops, and 

workstations). 

3. Resource pooling: The provider’s computing resources are pooled to serve multiple consumers using a multi-

tenant model. 

4. Rapid elasticity: Capabilities can be elastically provisioned and released, in some cases automatically, to scale 

rapidly outward and inward commensurate with demand. 

5. Measured service: Cloud systems automatically control and optimize resource use by leveraging a metering 

capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, 

and active user accounts). 

Security in the cloud is a shared responsibility between the customer and the cloud service provider. 

Understanding how responsibility is shared requires an understanding of the different cloud service models:  

1. Infrastructure as a Service (IaaS): The capability provided to customers to provision processing, storage, 

networks, and other fundamental computing resources where the customer is able to deploy and run arbitrary 

software, which can include operating systems and applications.  

2. Platform as a Service (PaaS): The capability provided to customers to deploy onto the cloud infrastructure 

customer-created or acquired applications created using programming languages, libraries, services, and tools 

supported by the cloud service provider.  

3. Software as a Service (SaaS): The capability provided to customers to use the cloud service provider’s 

applications running on a cloud infrastructure. 



 

 

For each cloud service model (IaaS, PaaS, and SaaS) the following illustrates how responsibility for services tends to 

be allocated between customer and cloud provider. Note: services offered by different cloud providers may differ 

slightly. 

 
The Clouds Standards Customer Council (CSCC), an end user advocacy group dedicated to accelerating the 

successful adoption of cloud services, outlines 10 steps that organizations can use to evaluate and manage the 

security and privacy of cloud services.   

1. Ensure effective governance, risk and compliance processes exist. 

2. Audit operational and business processes. 

3. Manage people, roles and identities. 

4. Ensure proper protection of data and information. 

5. Enforce privacy policies. 

6. Assess the security provisions for cloud applications. 

7. Ensure cloud networks and connections are secure. 

8. Evaluate security controls on physical infrastructure and facilities. 

9. Manage security terms in the cloud service agreement. 

10. Understand the security requirements of the exit process. 

Resources:  
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf, The NIST Definition of Cloud 
Computing, September 2011 

http://www.cloud-council.org/deliverables/CSCC-Security-for-Cloud-Computing-10-Steps-to-Ensure-

Success.pdf, Version 2.0 by Clouds Standards Customer Council 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
http://www.cloud-council.org/deliverables/CSCC-Security-for-Cloud-Computing-10-Steps-to-Ensure-Success.pdf
http://www.cloud-council.org/deliverables/CSCC-Security-for-Cloud-Computing-10-Steps-to-Ensure-Success.pdf

