October 12, 2023

Overall rating: Critical
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This notification is intended as an informational bulletin for technical audiences.

Summary

The Vulnerability and Risk Management (VRM) Team is aware that HPE has Potential security
vulnerabilities have been identified in HPE MegaRAID Storage Administrator (HPE MRSA). These
vulnerabilities could be locally and remotely exploited to allow multiple vulnerabilities.

Technical Details
On October 12, 2023, HPE published a security bulletin to address critical vulnerabilities in the following
products:

e HPE Smart Array P824i-p Controller — versions prior to v8.2.19

e HPE MR216i-a Gen10 Plus x16 Lanes without Cache NVMe/SAS 12G Controller — versions prior
tov8.2.19

e HPE MR216i-p Gen10 Plus x16 Lanes without Cache NVMe/SAS 12G Controller — versions prior
tov8.2.19

e HPE MR416i-a Gen10 Plus x16 Lanes 4GB Cache NVMe/SAS 12G Controller — versions prior to
v8.2.19

e HPE MR416i-p Gen10 Plus x16 Lanes 4GB Cache NVMe/SAS 12G Controller — versions prior to
v8.2.19

These vulnerabilities are rated as an overall Critical Severity.

Recommended Action
e Investigate how your area of responsibility is affected.
o Notify business owner(s) as required.
e Ensure mitigation is performed at your next change window.

Please notify VRM with any questions or concerns you may have.

References
e (CVE-2023-4324, CVE-2023-4326, CVE-2023-4327, CVE-2023-4328, CVE-2023-4329, CVE-2023-
4331, CVE-2023-4332, CVE-2023-4333, CVE-2023-4334, CVE-2023-4335, CVE-2023-4336, CVE-
2023-4338, CVE-2023-4341, CVE-2023-4342, CVE-2023-4343
e HPE Security Bulletin — hpesbgn04536en _us
e HPE Security Bulletins

Please note that we will be transitioning to a new site on August 31, 2023, where we will post the vulnerability reports.

You will be able tofind all the reports that we have published as well as all future reports here: Cybersecurity Alerts
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