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— Over 20 years Cybersecurity experience

— Penetration Testing, Vulnerability Assessments, security

architecture reviews, Security Awareness Training
— Vice-President, ISACA Victoria Chapter

— Why | love my job



— What's old is new
— Find it

— FIx It

— Run It




— Oldest tricks in the book

— Can be done anytime

What's old,
IS New...

— Can be automated
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— Low-tech still works (Cables
N’'Cards)

Physical
Attacks

— Alarms on doors, anyone?




— Know what makes your

physical security look easy

: — Doors need love
What’s old,
is new. .. — Plates, bars and posts

— Know what makes people

Physical
Defenses

look vulnerable
— Kill ‘em with kindness

— Do ask and do tell







— Phishing emails

(most well-known)

What's old,

| — Vishing (One of thg,.-_;.i"'
IS NeW... "

most effective)

— OSINT (Least

Social
Attacks

Invasive)
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What's old,
IS New...

Social
Defense

— "What's your extension and email?"

— Know what's out there.







— Old 10 year old network attacks (Layer 2/3)

: — WPAD
What'’s old,
is New. .. — AD hidden objects
— SNMP
Network — NetBIOS

Attacks — Password cracking is WAYYY faster today




— L2/L3: Security Is often "baked Iin" - Turn it on

— (Example Cisco guidance)

What's old,

is new — https://www.cisco.com/c/dam/global/en ae/assets/exposau

di2009/assets/docs/layer2-attacks-and-mitigation-t.pdf

Network — Know what's on your network (Asset Management)

DL I — Find vulnerabilities BEFORE the bad guys do

— Galin visibility of a real-world attack (Ransomware example



https://urldefense.proofpoint.com/v2/url?u=https-3A__www.cisco.com_c_dam_global_en-5Fae_assets_exposaudi2009_assets_docs_layer2-2Dattacks-2Dand-2Dmitigation-2Dt.pdf&d=DwMFAg&c=0TzQCy9lgR5hSW-bDg5HA76y7nf4lvOzvVop5GM3Y80&r=UV2wdbsebbIA7HphDbBUBQ&m=6We5VC7ahDiFGe6QM01P7E14F3Y-RU7jrQYCgJs4nZ0&s=QHX8WbRY_FSrACtWy-tSrRCLROQ-kY8n3KhAnuurbEs&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.cisco.com_c_dam_global_en-5Fae_assets_exposaudi2009_assets_docs_layer2-2Dattacks-2Dand-2Dmitigation-2Dt.pdf&d=DwMFAg&c=0TzQCy9lgR5hSW-bDg5HA76y7nf4lvOzvVop5GM3Y80&r=UV2wdbsebbIA7HphDbBUBQ&m=6We5VC7ahDiFGe6QM01P7E14F3Y-RU7jrQYCgJs4nZ0&s=QHX8WbRY_FSrACtWy-tSrRCLROQ-kY8n3KhAnuurbEs&e=

— Get visibility (Mac/Windows/*NIX)

— Open Source

= . | .p.-::.l..., OB AT
} - i T T R— T LTI TRY
: : — Low Cost A ﬂ\ ----- S
FI nd It [ I | o

(O i e i g T it e
— Simple to use @ -—

it r e AR E
e ke 1 10

O ey e (DL AL
.-"E"' T ke BT
| vty e 120 32

rir AT Y i g 0 el B O

N s la D [ B o 0 Tl il 3

ek gl (101 . i'ﬁ.nnl_....p- 0. Bl

- o P o i iaum T
= EI..-.u.... CERLT

.H " - ._I.. :lllll'

10




Find it...

Know

the lay of the land

How many systems do you have?

W
W

nat are their names and IP addresses?
nat version of OS and software do they have?

W

nat is happening on your network?
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result_ype=blacklisted

October 213t 2010, 1947 11 E00 - October 215t 2015, 194713800

Example:
Blacklisting =

Fields n

Popsular helds

ype
result_type Lirruest s pees
S L ] ~
od
Time » _source
e
* October 13th 2015, 00:18:24.582  reqylt_type: IBCRUEBEN src: 123.48.116.18 dst: 74.52.179.179 times_seen: 74.52.179.179

_source:

ot

("src™:"183.48.116.187 ,"dst™:"74.52.179.179" . "times sSepn™:"74.52.179.179"  "@timestamp™ - ~2015-10

_id: AVBhIYTH YIONcCHymekr _type: rm.;lh _index: example

» October 13th 2015, 00:18:24.565  resylt type:

src: 121.87.246.164 dat: 74.52.179.179 times seen: 74.52.179.179
_source:
{"src":"121.87.246. 164", “dst":"74.52.179.179", “times seen":"74.52.179.179" ., "@timestanp”: " 2015-1

_id: AVBhIyS? Y)CNcHymekg _type: results _index: example




Find It.

Example:

DNS
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Some Important Logs: DNS
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€ & localhost 5+ ' v & [|Q B8 © A O

HilaTive i - WL TTHS Uy L e LSt 1 ViR LAY FULEFYS
This year Proviows wieb Last 4 hours Last & month
The day so far Prewviows month Last 12 hours Last 1 year
Absolute
Week to date Prowveous year Last 24 hours Last £ years
Maonth to date Last 7 days Last 5 years

Year Lo datq

Find it... -

result_typeslilkely beacons

October 2 18t 2010, 194807 773 - Drtober 2161 2013, 174807773

Selected Fields

pie ligd o

Fields n

Populer feld

Example:

Beacons

by

result_type % I mrgn peet
whirmestEmp "

MAR SEC
Tirme » source
MAR &05FC

S

* October 21st 2015, 13:43:49.315  pesult type:

PR src: 192.168.6.3 dpt: 106 MAR BOSEC: 52.965 dst: 192.168.0.4
5 max hz: 0.017 _source: {("src”:["192.168.0.3%],"dpt":["10"],"MAR GOSEC":52.90460629144237,  "dst
Saas [“192.168.0.4%),"result type":"likely beacons®,"min hi®:0,"@timestamp™:"2015-10-21719:43:49.31%
wa _type: results _index: example

dst

max_hz Table J50N
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SO0U OV.L02220 . AFF v dII s AT 2 F'W z FE |

488 B0.281651 195.133.197.70
487 B0.196651 192.168.56.14
486 B80.195083 192.168,56.14

Transmission Control Protocol, Src Port: 443, Dst Port: 50443, Seq: 1, Ack: 96, Len: Eli
| Secure Sockets Layer
F:ir](j it.__ ¥ TLSvl Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)
| Version: TLS 1.0 (0x9301)

Length: 89
¥ Handshake Protocol: Server Mello
Example Handshake Type: Server Helle (2)
Length: 85
' Version: TLS 1.0 (0x0301) |
TLS Sigs o REEE
Session ID Length: 32
Beacons Session ID: cb96831lecf648b538a01798Be46782315bdd83d70a02714. ..

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@14)
Compression Method: null (@)
Extensions Length: 13
> Extension: renegotiation_info
¥ |Extension: ec_point_formats
Type: ec_point_formats (2x9@0b)

| ammen A
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i g&m]““ltl' Analyze » Alarms Rules Replay Configuration Diagnostics Logs About Help

Analyze Dashboard (@ Last 1S minutes

Applicat s x

Legend O

Find it...

L J

o % O 0

Example:

Sum of TotalBytesDelta

Visibility

m " I
TimelUpdated per 30 seconds
~
1 2 3 4 5 10
i Ceeily e bily ' 1L =i e 1 4

Q

Save Rule
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Find It.

Example:

Visibility

fugm‘!}-ﬂ: Analyze - Alarms Rules Replay Configuration Diagnostics Logs About Help

Destination Port Dashboard @ Lest 24 hours g Q Save Rule

€
>
o
value Count
443 13,278,734(45
n p 304,361 (10.11%)
TimeUpdated per 30 minutes
~ 4 sk

Top 10 DestPort Unique count of Sum of Sum of
$ Application % Count® TotalBytesDelta$ TotalPackets$

443 237 3,278,734 118.526G8B 7,430,900,251 E!
|

5 1,634,472 3B4.509MB 2,321,282 ﬁ
8,080 5 166,138 21.137G8B 149828936 ﬁﬁ
80 94 166,338 65.663C8 187,202,859

161 1 246,531 Bi568MB 8,333,480

189 6 245,853 2.665GB 6,052,130

1,433 3 115,720 29.638GB 34,231,064,798 - !'lillhll I lll i I
=g s ul « N

sum of TotalBytesDelta
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Hostnames - DNS, HTTP, SSL
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Find it...

Example:

Visibility

A

DASHBOARDS AMNALYSIS

OVERVIEW

EXECUTIVE CEEFS SECUIRITY T ol 0y

SECURITY EVENTS: TOP § ALARMS

LATEST S EM V5 LOGGER EVENTS

WELCDME ADBIN |

h.N

EMVIEONMENT

WVIALNERARILITIES AP LIANTE

SIEM: TGP 10 BVENT CATEGORIES

B0
Authentication B Metwork
@ Malware B inio
B Tyitem B Alert
W Exploit B Acoes
W ‘ireleas B lrveritary

TOFP 10 HOETE WITH MULTIPLE EVENTS

DEMO-A 172.31.43.65 '-'. SETTINGS SUPPORT LOGOUT

g X

REPORTS CONFIGURATION

s &

TP OTE ACTIVITY [H YOUR ENVIEONMENT =

ani
SIEMY EVENTS BY SENSOR/DATA SOURLCE

8 Derras-i, L.
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— AD Object Detector tool Hidden Administrative Accounts: BloodHound to the
Rescue

— Microsoft’'s Guidance on
Find it. .. Hidden Folders etc...

— https://technet.microsoft.com/e

n-us/library/gg456494.aspx

Example:

_ — CrowdStrike - Bloodhound
Hidden AD

ODbjects

21



https://technet.microsoft.com/en-us/library/gg456494.aspx
https://technet.microsoft.com/en-us/library/gg456494.aspx

— These will give free advice on fixing things:
— OpenVAS
— Nessus (Community Version)
— Microsoft
— NIST
— OWASP Zap

22



— | can only show you the path... you have to run it...
— Start with Security Awareness training (People)
— “Start slow and go...”

— VMs are easy and safe way to begin...

— Armitage

— Bro

— LogRhythm

— pfSense

— RITA

— Security Onion
— SELKS

— Etc.

— Eventually, dedicated resources (People, Technology)

23



Demo

and/or
Questions

TR

Questions?
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