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This notification is intended as an informational bulletin for technical audiences.

Summary
The Vulnerability and Risk Management (VRM) Team is aware of an Exposure of Sensitive Information
to unauthorized actors vulnerability in Apache Software Foundation Apache Traffic Server.

Technical Details

This issue affects Apache Traffic Server from 8.0.0 through 9.2.0. 8.x users should upgrade to 8.1.7
or later versions 9.x users should upgrade to 9.2.1 or later versions

This vulnerability is rated as a High Severity.

Recommended Action
e Investigate how your area of responsibility is affected.
e Notify business owner(s) as required.
e Ensure mitigation is performed at your next change window.

Please notify VRM with any questions or concerns you may have.

References
e (CVE-2023-33933
e https://lists.apache.org/thread/tns2b4khyyncgs5v5p9y35pobg9z2bvs
e https://www.debian.org/security/2023/dsa-5435
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