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1.0 Overview

The Secure Analysis Environment (SAE) is a security extension to Healthideas that secures warehouse
data assets, particularly where those assets involve directly identifiable patient health records. The
SAE essentially serves to control access to Healthideas through a virtual desktop environment with
enhanced security features as compared to a regular government desktop:

e Restricts the transfer of data out of SAE. From within SAE, you cannot copy data from your
virtual desktop to your physical computer:

o No copy and paste from SAE to your desktop
o No e-mail, internet access, printer or normal LAN within SAE

e Managed transfer of data in and out of SAE. Transfer of data either in or out of SAE is
controlled through a secure file transfer protocol (SFTP) that logs all files that enter or leave the
environment. This service is called the “Managed Transfer Process” (MTP).

e Secure LAN. The SAE replaces the shared government LAN with a secure LAN that is only
accessible from within the secure environment.

2.0 Getting Started

This chapter describes how to access the SAE for the first time and set up your environment so that
you can begin working with data in Healthideas.

2.1 Pre-Requisites

To connect to the SAE and work within it, you will require the following:
e An SAE IDIR account that you will use to access the SAE.
e Authorization for your SAE IDIR to access the SAE.

e Within the SAE, access to one or more SAE control/access groups. These determine the desktop
applications that you can use within SAE and the secure LAN folders that you can access.

For those users who need to transfer data into or out of the SAE, you will need authorization to use the
Managed Transfer Process (MTP).

In addition, a separate OID account is required if you require access to the Healthideas data warehouse.
This access is not required if you are using the SAE to access or share files within a team LAN folder.

2.2 Logging into the SAE for the first time

Open a web browser and navigate to https://sae.healthideas.gov.bc.ca/.

The following log-in screen displays:
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https://sae.healthideas.gov.bc.ca/

LD-aC (53) NetScaler Gateway

Please log on to continue

Enter your SAE IDIR Username and Password and click Log On.

If prompted to change your SAE IDIR password, please ensure your new password does not contain
any of these characters:

, comma
dot

* asterisk

: semicolon

In order to increase the strength of your IDIR password, it is recommended that your password
includes one or both of the following characters: # - hash, or _- underscore

Please Note: If this is the first time you are accessing the SAE, you will be prompted to download and
install the Citrix Receiver application, which is used to display the remote desktop. For more details
about this, please refer to Section 2.2.1 Installing Citrix Receiver.

The Citrix StoreFront page will appear with the Home tab open.
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Navigate to the Desktops tab:

@ o ectipecs
M f22 Ves Pecrte Tk Mg
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Welcome

On the Desktops tab, select SAE_Production.

)

DIXKTOPS

Desktops

Al (1) Favorites (1)

SAE_Production
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The server will display a security warning that you must acknowledge by clicking OK.

) 5% Prodection - Desksop Veewer

You may get the following pop-up security warning. If so, click on Permit use and check the box that
states “Do not ask me again for this site”.

Citrix Receiver - Security Warning

An online application is attempting to access
information on a device attached to your
computer.

—> Block access
Do not permit the application to use these devices.

— Permit use

Permit the application to use these devices.

Do not ask me again for this site.,
I

Now you are inside the SAE Desktop, which is like a Windows desktop. The SAE Desktop will appear
with shortcuts to various standard programs available within the SAE. From here, you will be able to
use the SAE as if it were any other computer, with two important distinctions: you will not be able to
access the Internet from within the SAE and disconnecting from the SAE will not terminate your
session, so you must ensure that you log off.
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Please Note: The Operating System (OS) used for the SAE is Windows Server 2019.

2.2.1 Installing Citrix Receiver

The SAE uses Citrix XenApp to present a ‘published desktop’. To do this, Citrix Receiver (ICA Receiver)
must be installed on your local machine. When you log onto the SAE website for the first time, you will
be prompted to download and install Citrix Receiver.

Please Note: The installation process is different for Ministry of Health users and Third Party (external)
users. See the appropriate section below.

2.2.1.1 Ministry of Health users
To install Citrix Receiver:

1. Open a web browser and navigate to https://sae.healthideas.gov.bc.ca/.

2. After signing in using your SAE IDIR, the following screen appears, prompting you to
install Citrix Receiver:

install Citrix Receiver to access your applications

5] paree wilh the
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https://sae.healthideas.gov.bc.ca/

3. Before installation, you must first agree to the terms of the Citrix license agreement.
Select the check box indicating that you agree and then click Install to begin installation.

A prompt window will display at the bottom of the browser screen asking you to either
Run or Save the software program. Click Run.

[nstall Citnix R

Do pou want 10 1un o save CitrtdRecevorWieb.ooe (44 2 M5 hom dowrloadplogins otre.com? -n T |'I vl I

4. The Citrix Receiver setup window will display. Click Start.

Ak W RATEI SO BT T M B CUE 3
“UBEEN

Ackous 83 FRLIREN 13 Liw 2O | BCation
213 93 bazal apphication | sthortied by your

vy
T s tredurial b log wm soT st

Crk S0a 8 ot (s 90 sestal (T Fon o e G sl
ST

[E] cww |

5. The License Agreement window will display. After reviewing the agreement, select the
checkbox indicating that you agree and click Install.

| |
x

License Agreement

YOu Mt acospt the fiossse agreement el ow to proceed

CITRIX RECEIVER LICENSE AGREEMENT EJ

This Is 3 legal sgreement (“"AGREEMENT™) between you, the
Licensed ser, and Girix Systems, inc, Citix Systems
International GmbH, or CGitrix Systems Aza Pacific Pryitd
Your location of receipt of this component (hereinafter
"RECEIVER") determines the licensing enbty hereunder (the
applicable entty is hereinafter referred to as "CITRIX®)

=

I Jaccept the feerse sgreercent

S Se] |
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6. The Installation Successful window will display once the software installation has

finished. Click Finish.

x
clrapx .
Receiver
J Installation successful
CAC 00 Finis 1o Degin Usng itrie Rece sy
e ]

7. You will now be prompted to log onto the Citrix StoreFront. If the page does not display,
navigate to the SAE web address (https://sae.healthideas.gov.bc.ca/).

Please Note: It may take a few minutes to log into the SAE from Citrix for the first time as your user

profile will need to be created by Windows.

2.2.1.2 Third party (external) users
To install Citrix Receiver:

1.

Open a web browser and navigate to https://sae.healthideas.gov.bc.ca/vpn/index.html

2. Tt will prompt you to install CitrixReceiverWeb.exe.

Select “Run”.

L0 you want to run o save QitnkReceiverweb.exe (44,2 M) rom downloadplugins citrix.com?

Run I Savo l'l Cancol

e
3. Click on Start.

Welcome to Citrix Receiver

Y . m Ay et I W e i ety
S50% (oA BT v o) GHEL VDO 1 Bndn ML) NN e
B e S Ve

e

x|
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https://sae.healthideas.gov.bc.ca/
https://sae.healthideas.gov.bc.ca/vpn/index.html

4. The License Agreement window will display. After reviewing the agreement, select the
checkbox indicating that you agree and click Install.

I
%

License Agreement

You must acospt the lioesse agreenent Gelow to proceed

CITRIX RECEIVER LICENSE AGREEMENT E;

International Gmbs, or O Systems Aza Pacific
Your location of receipt of this componen
RECEIVER") determines the licensing enbty hereunder (the

applicable entbty is hereinafter referred to as "CITRIX®) =l

I Jaceept the deerue sgreercent

e | o |

5. The Installation Successful window will display once the software installation has
finished. Click Finish.

¥

chrapx .
Receiver

J Installation successful

CACk o0 Fimi 10 Degin usng it Recehosy

[

6. You will now be prompted to log onto the Citrix StoreFront. If the page does not display,
navigate to the SAE web address (https://sae.healthideas.gov.bc.ca/).

Please Note: It may take a few minutes to log into the SAE from Citrix for the first time as your user
profile will need to be created by Windows.

2.3 Signing out of the SAE

When you have finished using the SAE, make sure you have saved all your work, then sign out of the
session.

IMPORTANT: Do not click on Shut Down to disconnect the session.
Also, please do not leave a session running over night or over the weekend.

To sign off properly, please follow the following steps
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https://sae.healthideas.gov.bc.ca/

1. Click on the Start icon E

2. Click on your username
3. Click on Sign out

These three steps are shown in the screenshot below:

Change account settings % H
WX a3

Remote
Desktop... Event Viewer File Explorer

Lock

.
k &
B . F; L
SAS

> Developer Management... Goldenb

Kleopatra

2.4 Working within the Citrix Receiver window

When working in the SAE, you are essentially running two separate computers at the same time. This
can cause a bit of confusion, particularly when using your keyboard. For example, when you press
the Start key, are your wanting to open the Start menu on your local workstation, or the Start screen
in SAE? When you copy or cut some text, is the text copied to your clipboard on your local machine,
or the clipboard in SAE (or both)?

This section describes:
e How to move back and forth between the Citrix desktop and your workstation

e How to copy data into your SAE desktop
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2.4.1 Using the Citrix Receiver toolbar menu

The Citrix toolbar menu is located at the top of the SAE desktop. Click on the toolbar to expand it.

B 1A Prrouction - Des

o

The following table describes the buttons on the Citrix Receiver toolbar.

Citrix Menu

Icons

Description

o8}

Minimize Citrix Receiver and return you to your own desktop.

To return to Citrix, click the Citrix Receiver icon in your taskbar:

o8}

Send the Ctrl-Alt-Delete keystroke to the virtual desktop. This provides
an alternative method for disconnecting the session or accessing Task
Manager.

P
08);

Display preferences for Citrix Receiver. Preferences mainly involve
options for how the virtual desktop communicates with your local
workstation: these capabilities are generally not available within SAE.

coon
108

Toggle between displaying the SAE desktop in full screen mode orin a
scalable window on your desktop.
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Citrix Menu Description

Icons

"B} Disconnect when you want to keep an SAE session running due to
ongoing processing.

Note: Disconnected sessions will be terminated without warning
during announced outage periods.

6 This menu includes shortcuts for standard Windows commands, such
as displaying the Start screen and the Charms toolbar.

2.5 Moving information into and out of the SAE

The SAE does not allow for the direct movement of files in or out of the SAE through the use of drag
and drop, the clipboard, or saving files directly to the workstation desktop. All information transfer
must be done through the Managed Transfer Process (MTP) --- see section 4 for details.

2.6 Printing information from the SAE

The SAE does not include connections to any printers. If you need to print, you must first create a file,
and then remove it from the SAE using the Managed Transfer Process (MTP) (see section 4). There
are a few options for how you might want to do this, but all of them involve removing the file to be
printed from the SAE:

e Remove file: Remove the file and print it directly from your workstation.

e Save as PDF: Most applications include a “Save as PDF” feature. For example, in Microsoft Word,
go to the File menu, select Save As and then select PDF in the Save as Type field.

2.7 Using secure file storage within the SAE

Within the SAE, all your data is stored on the secure LAN, either on your personal H: drive (not the
same as your usual H: drive), or in a shared team folder.

Folder Location Purpose
Personal \\semillon\HomeFolders$\your_idir IDIR | Like the H: drive on your local machine but located
folder (H:) within the secure LAN and only accessible from

within the SAE. Each user in the SAE has their own
personal H: drive, which is automatically mapped
when you sign into the SAE.
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Folder Location Purpose

Group team | \\semillon\Groups\your_team_folder The “Groups” folder is the main share on the secure
folder LAN server (Semillon). This location includes folders
for the various teams that use SAE—depending on
your data access, you may have access to one or
more of these folders. To access this folder, you
need to map it first.

2.8 Accessing web applications within the SAE

Although the SAE does not provide Internet access, you are able to access Healthideas secure web
applications including MicroStrategy and the secure report application.

To log in to Healthideas from within the SAE:

1. Open your browser and copy and paste the following URL to your browser to open the
Healthideas secure portal :

https://secure.healthideas.gov.bc.ca/
2. Login using your Oracle ID (for example, alice_smith_lvi3).
Access to the secure applications is available from within the Healthideas portal.

To change your OID password, log in to the Healthideas secure portal as above.

3.0 Tools for connecting to the Healthideas database

3.1 PL/SQL Developer

1. Click on the plsqldev icon to launch the application.

{ plsgldev

2. Enter your OID and password in the login window and select HI_PRD.AQYP as the Database.

e

Parrarre me oo
Pasimold seeeess "
.
ey Dotabase H_FaD MNP
"

Connzzt zs Nommal

(iT8 Lares

3. Click on OK.
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Please Note: The first time you start PL/SQL Developer, the application may crash. If that happens,
please start it again. Then, after the application restarts, if it is still not working properly, please do
the following:

e Open Tools — Preferences

@8 (Not logged on) - PL/SQL Developer

| File Project Edit Session _erungools Deployment Reports Windov

D' =~ v { & Preferences... <

Q- : ' ff Configure Plug-Ins... |
itonnections ﬁ Configure Tools...

G'# - IL fj] Configure Documents...

e Then ensure OracleClient19Home1 is selected in the “Oracle Home” dropdown

8 Preferences

Orade '\A M Default saetest? v ™=

Obtions . B gession Mod

il
g::;p' :rr (® Multi session

73 (O Dual session
Output
Trace (O Single session
Eriies " = Logoff with open transaction
Logon History -
Hints Commit v
User Interface ~ ’ ®| [ Check connection
Options
ﬂ Object Browser = Oracle Home (empty is autodetect)

Editor |OraClient19Home1 & o]
Fonts p . .
PL/SQL Beautifier OCl library (empty is autodetect)
Code Assistant "J

l.(ey L Multiple Connections

e When you have done that, click “OK” to save your changes.

3.2 Golden

1. Click on the Golden6 icon to launch the application.
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2. Enter your username (OID) and password in the login window and select HI_PRD.AQYP as the
Database.

Disconnected - Benthic Software: Goldent = =

Simple Login

Username: |sae_test

Password: |ooooooo.

Database: |hijrd.aqy1:|

[read only

Login List

MName Username « Database AltSchema Cateqgory

Comment

| | Edit | | Delete || | Filter v| | Import/Export

Login to your database

3. Click on Login.

Please Note: The first time you use Golden on the new server, the application may not recognize the
new Oracle Home. If the application crashes or does not run properly, please follow the following

steps:

e On the “Database Login” screen click Options...

-~

Lagn: pivy_marglin_prd agye

Usarnave: [john_wang
Pastmertt: sesecsseses
Dwtatase: L PO AQY

[JRess onde

| lees

Logan Options

] 5t focus to Username 4eid on stario
T lMow pessword sing
Tl Auts add rew kogess to kg bat.
Dotabese st
[ Axd iterss from trsremes a2 £t Gerver et

[Fiomercare nares Fom ranerer.ors

Crade Giert Settnge
Orace Clent DL Jaave Dk 10 autedetec)

[E:APPSOrace vatamdent_1i_t2 3o, 4 =

[7]Lwe Lirscode Cracle Chant cals
/) uge Unicode Data

o= [
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e Enter E:\APPS\Oracle\instantclient_19 12 x32\oci.dll in the Oracle Client DLL box.
e Make sure “Add items from tnsnames.ora” is checked
e Click OK

e Close and re-start Golden session

3.3 SQL Developer

The following screenshot shows the settings you will need in SQL Developer to connect to
Healthideas.

| =

Connection Name  Connection Details | Connection Name |-'5-Q‘I"P

Username |jahr1_wang

Password |"uun

[] save Password [F' Connection Colar

Oracle Access
Connection Type  |TNS = | Role |default =

‘/

(3) Network Alizs — |HI_PRD.AQYP

() Connect Identifier

[] 05 Authentication || Kerberos Authentication [ | Proxy Connection

Status : Success

Help Clear

4.0 Managed Transfer Process (MTP)

You can use the Managed Transfer Process (MTP) to transfer files into and out of the SAE. The MTP is
an SFTP-based file transfer process and is the only allowed method of transferring files into and out
of the SAE.

To use the MTP, you will need to install a file transfer tool. We recommend FileZilla.
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fz

FileZilla

FileZilla is available to government employees from the B.C. Government's Software Center app.
Third party users will need to install an SFTP application themselves.

Within the SAE, FileZilla is already pre-installed, so you do not need to install it within the SAE.
Moving files into or out from the SAE is a two-step process:

1. Upload the file(s) to the MTP server.

2. Download the file(s) from the MTP server.
Use the following link to access the MTP service: saemtp.hlth.gov.bc.ca.

Note that authentication is the same as for the SAE.

IMPORTANT: Please note that users transferring files into or out of the Secure Analysis Environment
(SAE) must fill out an MTP Cover Form for every transfer. This form is available from the SAE Desktop
or online at the following link: MTP Cover Form (DOCX, 54KB). Please transfer the completed MTP
Cover Form alongside the file(s) you are transferring.

4.1 Pre-requisites

4.1.1 Installing Filezilla
Third party users can install FileZilla for free from the web.

B.C. Government employees should follow the following steps:
To install FileZilla on your government laptop: (for B.C. Government employees only)

1. Open Software Center application and search for FileZilla.
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https://www2.gov.bc.ca/assets/gov/health/conducting-health-research/data-access/mtp-cover-form.docx

O Updatas s

B Cperating Systems
P Instatation status

D Optionm
| B

Fraliiaeed 3151

2. Click the FileZilla icon. The FileZilla install window will display. Click Install.

‘ BRITISH Office of the Chief Information Officer
COLUMBIA

) Applicaton detall

O Updates

IS Operating Systems B Published by TimKosse

P Installation status m|

FileZillaX64 3.35.1 Gen PO

£ Options

@ Read me first

FTP aver SSL/TLS)

FileZika Chent 15 2 free, open source FTF chent. 1t supports FTP, SFTP and FTPS

3. When the installation has finished, the application details window will display the Uninstall

button.
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% Soltears Cardem

C updates

BRITISH
COLUMBIA

I3

D Operating Systems
P Instadiation status
Q Options

@ Read me fiost

) Application detish

Office of the Chief iInformation Officer

@

FileZillaX64 3,35.1 Gen PO

Published by TimKosse

FileZiba Chent 15 a free, apen source FTP dient. it supports FTR, SETP, ang FTPS

(FTP aver SSL/TLS)

BRITISH
COLUMBIA

Office of the Chief Information Officer

B8 Applications
PRl AN Upcoming L
~ e : W
& Updates Citer | A - ot by | Applcation pemeAtal = |
T2 Operating Systems Name Publshes Instal date Status

P Installation status

3 Options

@ Read me first

R0M

RDM

0
bl ROM
R RDM
oM
oY ROM

4.1.2  Setting up FileZilla

' ActveDvrectonyiisennioloo 200 Gen #0

FleZiaxsd 3151 Gen PU

165AppeForEnt Tesrs Autollpdate Gan PO
AcrobmProlC-Oassic 2017 01130204 Gen
AnyConnect 4 1000093 Gen PO
AppVEnable 1.0 Gen SO

AtwirityAgent 121,121 Gen 70

BCSana Tios Typefont § 0 Gen PO

You will need to follow this process twice for both your local machine and within the SAE

1. Open Filezilla
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et f' Vh : L J -

H-EETTEORO WL TAYM

Host: || | usemame: | | Passward | | por: | 7|Quld~wna[v

Logal site | \WSFP DM BCGOWUT 14\Name$\ProtléDesktop -

i+ BB Desicop

Fikname Fiwsize Fletype Lass modfad A | Filera Flesize Fiktype Lastmod., Permis.  Owner,,

W SRECYOL. Folder 2022-01-17. Not connocted to any secver

i deskopas 282 Configur.  2022-01-17.

R Microsolt 520 Appleati, 2082-02-08.

s}mwdm 0 Migosol.. 2022-02-16 W

U New Tt . 242 extDoc. 2022-0203

0 Mo Tt . 3 Tt Do, 2022-02-15.

U New Text . 580 TextDoc.  2002-02.08 v
£0 filess and 1 dirnctory. Totd size: 1,749 brytes Not connected,

Sarver/Local file Dire. Remots fie Sice Prio.  Status
i 3 Cuese empty L
2. Click the Site Manager button on the top left-hand corner.
Brezia - x

filo Edit View Traneter Server Bcokmarks Help

Q- BN OoRO L TAYS

Host: || | usermama: | | Pacsward: | mg'v

3. Then the Site Manager window will open.
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4. Click New Site.

M)

B

Fie Edit Vies Tiamxfes Server Bookrares Help

i e i o—

| Site Manager x

Host:

v o |
P fon -
= W This 7
o D2 g
#we H
w22
‘ 3
Fleramu L | Pormis. Owner
a.
A SRECYCL.. Farkeorount coice _
| desktop.ini Comivsaris
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5. You will now be able to manage a new site. You can rename the site if you wish. The new site

6.

7.

is renamed as “MTP” in this guide.

'a

Site Manager
Seloct Entry

My Sites

1 New Site
restd el New Bookmark Rename
8 ~smTv d
Dalete Duplicate

16 Nléss pnd 1 et

Server Lol fike

Queued files Failed tansfers  Successivl ansian

L T b e BB -

New Folder

General Advarved Tansfer Setfings Charset
Protocol FTV - e Danster Protecol
Host Poet

Encrypior Use expliat TTP over TLS if avalabls

Logon Type Anoiymous

Pormes

Backgraund color:  Nome

Comments

Cannect oK Cancel

% Queue: empty

Set up the site entering the following settings:

Protocol:

Host:

Post: Enter 22

Choose SFTP - SSH File Transfer Protocol

Enter saemtp.hlth.gov.bc.ca

Logon Type: Choose Ask for Password

User:

Click OK to save the site settings.

Enter your IDIR name.

— 0 x1

Cranor

ve
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My Stes 2 . 2
B newsts 1ot000 SETF - S5H Fle Transhar Protocol
Hoat. s2omtp hithgov.beca Port | 22
]
Lot site | \\SFP)
W This PC
i3
DCn Logoe Type: Ask for password
(e g\ |
o H N User OiRname
oz :‘. Passwond
3
Hename ' Formis..  Owner
o SREOYL Backgrourd wloe  Nonae
desktopd
Commants
& Mcosoft.
O MTPdocx 1| New Se Hew Foilder
Now Toxt
tost1 tat Naw Bookmuark Farame
8 sMTP ! >

Dégate Duplicate
16 files and 1 dtK‘

' Servar/Local file
| Connect ok Cancw
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4.1.3 Logging in to the MTP
There are two ways of logging in to the MTP: from the saved site and using Quickconnect.

4.1.3.1 Login from the saved site
1. Click the dropdown next to the “Site Manager” button. Choose the site you will connect to.

= n
'_O:—-ﬁz lhO‘u'«‘-’FQ"A l

,Host Usemame: Password: Port: Quickconoect | » |

2. The “Enter password” window will display. Enter your password, then click OK.
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4. You should then be connected. “Remote site” will be shown at the right.

4.1.3.2

1.
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Login using Quickconnect

Enter the following host on the top left-hand corner: saemtp.hlth.gov.bc.ca.

! @ riezita
file tdit Vew Yanster Server Bockmarks Hefp

L~ B T SOIRO %L FAanhk

(Host sftp//sacfishkh.gl Username

Fassword |

Fart

Ouckeoonect v

Enter your Username (SAE IDIR Account) and Password.

Enter the Port: 22
Click Quickconnect

An “Unknown host key” window will appear. Click OK
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U Unknown host key
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6. You should then be connected. After connecting, you will be logged into your own account.
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4.2 Moving files into the SAE

Open Filezilla on your personal machine.
Log in to MTP (as above).
In FileZilla, select the files that you would like to transfer from your personal machine (Local
site on the left-hand side).
4. Drag and drop the files to the Remote site (on the right-hand side). The files will be
automatically transferred into the MTP server.
Then open FileZilla within the SAE.
Log in to MTP.
Select the files that you would like to transfer into the SAE on the right-hand side.
Drag and drop the files you selected to the Local site on the left-hand side. The files will be
automatically transferred into the SAE.

© N o U
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Note: “Remote site” refers to the MTP server.
4.3 Moving files out of the SAE
Open Filezilla within SAE.
Log in to MTP (as above).
In FileZilla, select the files that you would like to transfer from the SAE (Local site on the left-
hand side).
4. Drag and drop the files to the Remote site (on the right-hand side). The files will be
automatically transferred into the MTP server.
Then open FileZilla on your personal machine.
Log in to MTP.
Select the files that you would like to transfer to your personal machine from the remote site
(right hand side).
8. Drag and drop the files to the folder you selected in the local site (left hand side). The files will

be automatically transferred into your personal machine.

5.0

Service Offerings

If you have questions about any of the following services or would like to request any of the services,
contact Healthideas@gov.bc.ca

The following is a list of the services available to SAE users:

Service Description

Access to SAE Secure LAN Folder Request Request access to a secure folder only accessible

from within the SAE

Managed Transfer Process (MTP) Request This includes the setup of the user accounts

used for the MTP

New/Update SAE Secure LAN Folder Request Creation of a new secure LAN folder within the

SAE
New Application Installation Request Access to software not installed in SAE
General Service Request Any other request, including problems arising

during the use of existing services.
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