August 30, 2023

Overall Rating - High

- BRITISH

COLUMBIA

This notification is intended as an informational bulletin for technical audiences.

Summary

The Vulnerability and Risk Management (VRM) Team is aware HPE has published security bulletins to
address vulnerabilities in the following products:

e ArubaOS-Switch — multiple versions and models

Technical Details
A vulnerability in the ArubaOS-Switch web management interface could allow an
authenticated remote attacker to conduct a stored cross-site scripting (XSS) attack against a
user of the interface provided certain configuration options are present. A successful exploit
could allow an attacker to execute arbitrary script code in a victim's browser in the context of
the affected interface.

These vulnerabilities are rated as an overall High Severity.

Recommended Action
e Investigate how your area of responsibility is affected.
e Notify business owner(s) as required.
e Ensure mitigation is performed at your next change window.

Please notify VRM with any questions or concerns you may have.

References
e (CVE-2023-39266, CVE-2023-39267, CVE-2023-39268
e HPE Security Bulletin - hpesbnw04533en_us



mailto:Vulnerability%20and%20Risk%20Management%20MTIC:EX%20%3cVulnerabilityandRiskManagement@gov.bc.ca%3e
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=hpesbnw04533en_us

