
Reference STRA and SOAR Process

Organization's 
information 

security team

IM/IT Service 
Delivery Unit 

(SDU) 
responsible 
for system

Organization's 
Information 

Security 
Officer (ISO)

Organization's 
accountable 

individual 
(e.g. 

Organization's 
Chief 

Information 
Officer)

Organization's 
Security 
Director

Centralized 
corporate 

information 
security team

STRA / SOAR process is 
initiated 

for new, or significantly / 
materially changed system, 

or when triggered by the 
review schedule.

Schedule an STRA kick-
off discussion between 

IM/IT SDU and 
Organization's 

information security 
team.

IM/IT SDU 
and Organization's information 

security team decides on who the 
primary risk evaluator 

will be.

Gather initial 
information needed to 

conduct assessment

Gather initial 
information needed to 

conduct assessment

Provide information to 
Organization's information 

security team resource assigned 
as primary risk evaluator

Provide information to IM/IT 
SDU resource assigned as 

primary risk evaluator
Determine if STRA is 

comprehensive or lite based on 
system criticality, information 

security classification level, and 
complexity 

Determine if STRA is 
comprehensive or lite based on 
system criticality, information 

security classification level, and 
complexity 

Document any 
supplemental 

details, supporting 
information, or 

evidence

Prepare draft of 
Statement of 

Acceptable Risks 
(SoAR)

Document any 
supplemental 

details, supporting 
information, or 

evidence

Prepare draft 
Statement of 

Acceptable Risks 
(SoAR)

COMPREHENSIVE

LITE

COMPREHENSIVE

LITE

Review draft 
Statement of 

Acceptable Risks

Review SoAR. 

Sign-off on SoAR by 
SDU business 

owner

SDU 
business owner 

signature required
(No / Yes)

YES

NO

Quick review of SoAR 
by Security Director 

for awareness.

Review SoAR.

ISO signs 
as recommendation 

to accountable 
individual.

(No / Yes) YES

NO

Make 
updates to 

SoAR

Accountable 
individual signs accepting 

risks as stated and planned 
treatments.

(No / Yes)

NO

STRA tool marks 
assessment as 
“complete”.

YES

STRA tool notifies central security team  
and the Chief Information Security Officer 

(CISO) of STRA completion.

CISO 
signs acknowledging 

receipt of SoAR.
(CISO rejects only if major issue is observed)

(No / Yes)

NO

STRA / SOAR process ends

Document any 
residual risks which 

will still require action 
in the Organization's 
Information Security 

Risk Register.

Corporate Information 
Security Risk Register is 

updated if any corporate 
risks are observed. 

Notification sent to 
organization’s 

Information Security 
Officer (ISO) indicating 

CISO’s receipt 
acknowledgement of 
SoAR and closure of 

STRA.

YES
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