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* Current Experiences and Challenges
* loT Project Background
» Discovery Activities Involving Camera and Sensor Data at the Ministry.

* 10T Project Next Steps
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The Ministry employs a diverse range of sensor types:

Traffic Vehicle Counters,
Weather Stations,
Road Condition (e.g., Frost Detection, Water/Snow Depth)

Cameras (e.g., DriveBC, Construction Monitoring, Wild Life
Detection)

Seismic and Structural Health Monitoring (e.g., Earthquake
Detection)

The Ministry has over 18K devices and growing.
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Current cars:
Weather sensors (temperature, pressure, humidity)
Cameras (fog)
Suspension (pot holes)
CO2/Oxygen (air quality)



From the business case:

The Weather Services project will transform three (3) areas:

1. Streamline avalanche and weather data collection and dissemination

• Provide mobile tools to avalanche techs
• Increase the value of the data by maximizing the timeliness of its entry
• Automation of communication with RTMC and stakeholders
• Streamlining the configuration of new sensors into operation
• Standardize Forecast Broadcast System and IVR text-to-speech weather observations and forecasts

2. Self-service model and simplified system architecture

• Simplify the architecture of the SAWS suite of applications
• Self-serve portal to weather products/notifications/alerts
• Improved ability to consume public and 3rd party weather information and trusted weather sources easily
• Improved services for dissemination of RWIS data to internal and external stakeholders and data sharing partners (i.e., Environment Canada, NorthWest Weathernet, DriveBC,
maintenance contractors, district staff, BC Climate Related Monitoring Program, research institutions)

3. Seasonal Strength Loss Program’s processes for disseminating seasonal load restrictions

• Enable alerts and publication of information via self-services




- Ministry of

BRITISH "Iransportation -
COLUMBIA | and Infrastructure TSl

Current loT Challenges at MoT]

The continuous growth of sensors is pushing existing systems and
associated systems to their limits.

Wide range of sensor technologies (e.g., from analog to IP enabled
devices) makes integration difficult.

* Inability to effectively share between camera and sensor system
used within the ministry — critical information is locked in siloed
systems.

* Increasing maintenance / operational costs — lots of independent
application and procedures to support.

 There are also security and privacy challenges.
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Inability to effectively share between camera and sensor system used within the ministry – critical information is locked in siloed systems
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Current loT Security and Privacy Challenges

Security Challenges:
— Patching
— Secure Communication
— Event Logging
— Access Control
Privacy Challenges
— Cameras

— Inadvertent Personal Information Collection
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loT Project

MoT]I is investing in a flexible, multi-user IoT platform designed for
continuous improvement and that enables the ministry to:

» Establish a single source of truth for camera and sensor data.

Develop an open platform to improve interoperability.

Provide capability for real-time analytics and on demand analysis

Enable applications to be built quickly, intelligently and in a cost-
effective manner.

Provide open data.
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loT Scope

Build an IoT platform that

provides connectivity layer for loT PLATFORM
sensor data and communication
interfaces for applications. CEvicE Caa
MANAGEMENT MANAGEMENT
» Secure, scalable, enterprise e
solution. REGISTRY ANALYTICS
* Modular, allow IoT features to be CONNECTIVITY.—  eamion
sourced from different suppliers. SMART ENABLEMENT
GATEWAYS
- Based on open standards and LN et

defined APIs.
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Activities Underway

loT Proof-of-Concept (POC) Challenges

IOT Trial & Present BC Firms
Demo using Challenges Propose &

Open Source to BC Firms Submit POCs

Feb March May to Oct, 2017

Planning & Initiation Phases for the ACSIS Project

Sprint Planning &
Development
Iterations

Define Select loT

Requirements Core Platform

Now Fall, 2017 Late 2017 & 2018
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|OT Proof of Concept: What We Built

Key Considerations:

« Open source software

Eclipse Kapua

P
e, Oz

* Relies on open and well adopted

Kura Emulator standards
] [ 5
ActiveMQ - « Works with the BC Developer’s
| ' Exchange framework

» OpenShift infrastructure

PostgreSQL 4‘ .\
Qﬁ .% * > Using GitHub
NP,

 Modular integration & components
MQTT Client Swagger Freeboard g P

 Facilitated fast development
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|OT Proof of Concept: Demonstration
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IOT Proof of Concept: Learnings

FORRESTER RESEARCH

1}\“.‘38 TechRadar™: Internet Of Things Security, Q1’17

P ) TechRadar™: Internet Of Things Security, Q1 2017
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* The way forward:
» Open standards

Creation Survival Growth Equilibriu Decli
> Loosely coupled modular components e : > R s

Ecosystem phase

» Secure and scalable infrastructure 14
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Blue line represents significant success
Gray line represents moderate success
Red line represents limited success
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e A wide range of start ups and established organizations
participated in the IOT Challenge program
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 Complete the IoT Challenges with BC innovators.

 ACSIS team will continue to learn how to build an IoT solution and
develop system requirements and operational principles.

* ACSIS team will select an 10T platform suitable for a production
environment.
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Thank You.

Questions?
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