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Overall Rating - High
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COLUMBIA

This notification is intended as an informational bulletin for technical audiences.

Summary
The Vulnerability and Risk Management (VRM) Team is aware that SAP published security advisories to
address vulnerabilities in multiple products. Included were updates for the following:
e SAP BusinessObjects Web Intelligence — versions prior to 4.2 and 4.3
e SAP NetWeaver AS Java User Management Engine — version prior to SERVERCORE 7.50, J2EE-
APPS 7.50 and UMEADMIN 7.50

Technical Details

Self-Registration and Modify your own profile in User Admin Application of NetWeaver AS Java does not
enforce proper security requirements for the content of the newly defined security answer. This can be
leveraged by an attacker to cause profound impact on confidentiality and low impact on both integrity
and availability.

These vulnerabilities are rated as an overall High Severity.

Recommended Action

e Investigate how your area of responsibility is affected.

o Notify business owner(s) as required.

e Ensure mitigation is performed at your next change window.
Please notify VRM with any questions or concerns you may have.

References
e CVE-2024-27899 CVE-2024-25646 CVE-2024-27901 CVE-2024-30218 CVE-2024-28167 CVE-2022-

29613 CVE-2024-27898
e SAP Security Patch Day - April 2024
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