
September 13, 2023 

 

 
 
This notification is intended as an informational bulletin for technical audiences. 
 

Summary 
The Vulnerability and Risk Management (VRM) Team is aware the Chrome 117.0.5938.62 (Linux and 
Mac), 117.0.5938.62/.63( Windows) contains a number of fixes and improvements -- a list of changes is 

available in the log. Now exploited in the wild 
 

Technical Details 
See the Chrome Security Page for more information. 
 
This vulnerability is rated as a Critical Severity. 
 

Recommended Action 
• Investigate how your area of responsibility is affected. 

• Notify business owner(s) as required. 

• Ensure mitigation is performed at your next change window.  
 
Please notify VRM with any questions or concerns you may have.  
 

References 
• CVE-2023-4863 

• Chrome Security Page 

 

 
 
 

 
Overall rating: Critical 

https://chromium.googlesource.com/chromium/src/+log/116.0.5845.187..117.0.5938.63?pretty=fuller&n=10000
https://chromereleases.googleblog.com/2023/09/stable-channel-update-for-desktop_12.html
mailto:Vulnerability%20and%20Risk%20Management%20MTIC:EX%20%3cVulnerabilityandRiskManagement@gov.bc.ca%3e
https://sites.google.com/a/chromium.org/dev/Home/chromium-security
https://www2.gov.bc.ca/gov/content/governments/services-for-government/information-management-technology/information-security/cyber-security-alerts-notifications#vulnerabilityreport

