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This notification is intended as an informational bulletin for technical audiences.

Summary

The Vulnerability and Risk Management (VRM) Team is aware the XPRTLD web application in Veritas
InfoScale Operations Manager (VIOM) before 8.0.0.410 allows an authenticated attacker to upload all
types of files to the server.

Technical Details
The attacker can then execute the malicious file to perform command execution on the remote server.

This vulnerability is rated as a High Severity.

Recommended Action

e Investigate how your area of responsibility is affected.
o Notify business owner(s) as required.
e Ensure mitigation is performed at your next change window.

Please notify VRM with any questions or concerns you may have.

References
e (CVE-2023-38404
e https://www.veritas.com/content/support/en US/security/VT1523-009
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