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Information Security Classification
- Classification Schemes

- Drivers for Change

- Targets

- Players

- Classification Steps

- Models — Domain, Logical, Physical

- Next steps

- Questions
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Data Classification Schemes

* Current
High Financial Harm Cabinet Confidential, High Sensitivity
Medium Operational Harm Medium Sensitivity, Personal*®
Low Personal Harm Low Sensitivity, Public

* New

Government

Information

]

Personally ' Microsoft Word
Id =] Document
Information
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Drivers for change
e Confusion
 Practical Use

e Privacy Management and Accountability
Program (PMAP) requirement

— Personal Information Inventories

— Clear understanding of what contactors have
access to what personal information
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Targets
e Databases™

e NRPP Document Management System*
e LAN
e Others?

Structured vs Unstructured



o

Information Management Branch

BRITISH Serving the Natural Resource Ministries
COLUMBIA

Players

e Data Custodians
— Business Area reps

e Business Portfolio Managers (or PMs/BAs)
e Information Security

e Privacy (MPO, PCT)

e Database Administrators

e Data Architecture
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Schema A

Table A

attribut Table B

Attribut  Attribu

Attribut  Attribu Table C
Attributi Attribu Attr!bute 1PK
Attributi Attribu Attribute 2 FK

Attribut Attribu Attribute 3
Attribute 4

Attribute 5
Attribute 6

Attribu

Column Rows in
1 Schema|  Table Calumn Data Type | Length | Nullable| Table
2 TRAX TRPMRPTY CLI_LONG_ADDR_ONE VARCHAR? a5 N 951
1 TRAX TRPMRPTY ADDR_TWO VARCHAR? a5 35
4 TRAX_|IRPMRPIY__|CLLALT_PERS DRIVERS |VARCHAR2| 25 6 |
5 TRAX__|TRFMEPIY _|CLIALT_ADDR 2 VARCHARZ| 25 153 |PROTECTED A
& TRAX_|TRPMRFTY __|CLI DEPT_NAME VARCHARZ| 25 BB5 | PUBLIC
7 TRAX__|TREMRPTY _|CLI DRIVER LICENSE __|VARCHARZ| 25 665 | PROTECTED B
& TRAX_|TRPMRPTY _|CLI_EMPLOYER VARCHARZ| 25 865 _|PUBLIC
4 TRAX | TXRPMPATST |DAT CLIENT STAT_DESC |VARCHARZ| 45 751 _|PUBLIC

TRAX _|TXVLMTHOD |DAT_METHOD_OID VARCHARZ| 45 741_|PUBLIC

TRAK | TXXPMRALT | CLI_ALT_EMAIL VARCHARZ | 50 77 _|PROTECTED_A

TRAX  [TXXPMR3AL |CLI_CATEGORY VARCHARZ
TRAX  |TXXPMRASAL [CUI_GETS FINANCE CRG |VARCHAR2

o TRAX |TXXPMRABAL [CUI_GETS STMENT CRG [VARCHAR2
TRAX  |TXXPMRASAL [OBS SAVE HISTORY INT

2 CONFIDENTIAL
6505 |CONFIDENTIAL !
12580 |CONFIDENTIAL

99  |CONFIDENTIAL

z|z|z|z|z|z|z|z|z|z|z|z|z|z|z|z|=

6 TRAX | TXNVLCASE CAS_STORAGE_ADDE_1 [VARCHAR2 61321 |PUBLIC
7 TRAX  |TXNVLCASE CAS_STORAGE_ADDE_2 [VARCHAR2 215 [PUBLIC
TRAX  |TXXVLMTHOD [DAT_METHOD _BARCODE [INT 0 PUBLIC
885 |PUBLIC

8 b 1 L

5 VADDS |VETPMRPTY  [CLI_EMPLOYER_CITY VARCHAR?

Rusey TEE
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Example dataset

Column Information Security

Schema Table Column Data Type | Length | Nullable | Rows in Table Classification
TRAX  [TRPMRPTY CLI_LONG_ADDR_ONE VARCHAR2 45 N 951 PROTECTED_ A
TRAX  [TRPMRPTY CLI_LONG_ADDR_TWO VARCHAR? 45 N 35 PROTECTED_A
TRAX  [TRPMRPTY CLI_ALT_PERS_DRIVERS VARCHAR?2 25 N 6 PROTECTED B
TRAX  [TRPMRPTY CLI_ALT _ADDR 2 VARCHAR? 25 N 153 PROTECTED A
TRAX  [TRPMRPTY CLI_DEPT_NAME VARCHAR? 25 N 885 PUBLIC
TRAX  [TRPMRPTY CLI_DRIVER_LICENSE VARCHAR2 25 N 665 PROTECTED B
TRAX  [TRPMRPTY CLI_EMPLOYER VARCHAR? 25 N 885 PUBLIC
TRAX  [TXRPMPATST |DAT CLIENT STAT DESC VARCHAR?2 45 N 751 PUBLIC
TRAX  [TXVLMTHOD |DAT_METHOD OID VARCHAR? 45 N 741 PUBLIC
TRAX  [TXXPMRALT |CLI_ALT _EMAIL VARCHAR? 50 N 77 PROTECTED A
TRAX  [TXXPMRBAL |CLI_CATEGORY VARCHAR2 N 2 CONFIDENTIAL
TRAX  [TXXPMRBAL |CLI_GETS_FINANCE_CRG VARCHAR? N 6505 CONFIDENTIAL
TRAX  [TXXPMRBAL |CLI_GETS _STMENT_ CRG VARCHAR?2 N 12589 CONFIDENTIAL
TRAX  [TXXPMRBAL |OBS_SAVE_HISTORY INT N 99 CONFIDENTIAL
TRAX  [TXXVLCASE CAS_STORAGE_ADDR_1 VARCHAR? 50 N 61321 PUBLIC
TRAX  [TXXVLCASE CAS_STORAGE_ADDR 2 VARCHAR2 50 N 215 PUBLIC
TRAX  [TXXVLMTHOD |DAT_METHOD BARCODE INT 50 N 0 PUBLIC
TRAX  [TXXPMRPTY |CLI_ EMPLOYER CITY VARCHAR? 25 N 885 PUBLIC
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FTATE LOOKUP Data Modelling
Etate Code[PE]

Btate Mame |7 T T T T T T T T T T I
Date Time Ztamp

EMPLOYVER LOOKUP
Employer [dentificr[PE]

I

I

I

I

I

I
Dake Time Ztamp ' '

CITY LOQELP Employer Mame

City CodefPEY [ 1 Date Time Stamp

City Mame I
EMPLOYEE
Employes Identificr[PE]

COUNTY LOOKLIP Etate Code[FE]

County Cade[PE] County Cade[FE]

County Mlame _+ City Code[FE) T

Dake Time Ztamp Mlanager Identificr[FE] EMPLOTEE EMPLOTER *REF
Employpes First Mame Employges ldentificr[FE]
Employpes Lazt Mame Employer [dentificr[FE]
Emplayes Full Mame Diake Time Skamp

D:ut-iim-z Etamp
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Oracle Databases Exadata

—
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SQL Server MySQL

88 Other
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How should we store classification details?

Schema A

Table A
Attribut Table B

Attribut .
Attribut il Table C

Attribut: Attribu - attribute 1 PK

Attribut, IBU - Attribute 2 FK
Attr!bu Attribute 3
Attribu - Attribute 4
Attribute 5

Classification

Schemas

At Tables

At ar. .1 A Pz

At » Columns

At Attri-"-"* °" — -

at 2 Atri Classification

Attri  Schema FK
Attri  Table FK
Attri  Column FK
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Package: Domain Objecks
Version: 1.0

Author.  tfukton

Domain Objects - Information Classicaion Skeich 2

Domain Model

Information Security Classification - Conceptual

Legerd

|:| Classification Information
Values List
Extemal Reference

|:| Out of Scope

Government Information

Classification Daie xake

Classification Change Dat dake

* data being classified
*  data access type

*  access destination

*  allowed access

+secured to o.r
standard
+povems
classificaion of |1
Govemment Business Information nformati
Securiy Classifisaton (o i
Information Standard
wenumerati... - i ‘
S Public Confidential senumerat...
Publication Type Sensitivity Type Protected A ‘ Protected B | Protected C
OpenDa |1 0. 0. 11 Nomal
Resircted Critical sacosss :ﬁ;zd 1 +me.'55d 1
e premitte:
| FACRES i i‘l:sed ! 'Irhrough through through
—'—h permited :I_EE h Should this include Low te
I do not think we nead through g match what is in the
Security Classification +showes s oS
this with the combination m m Information Standard doe? mitted pemittad ited
pemitted pemitted pe access type permitte:
of: access type n.: access type (0.0 mﬁﬁﬁln_' | 0" access type |0,

Alowed Data Access Channel

Access Alowed ndicator (Yes or Nao)

+access type idenffed by | 0.0

indicator
I, +identfies access iype for 1
Processes
— sEnumerations
Data Access Type
*  Populate data for classification Dect "
*  Determined security classification Replicafon Access
*  Register security classification Copy Acoess
Applicafion Access

*  Access data securely VWb Services .
*  Mask data based on classification
*  Protect data based on classification (e.g. encryption, :::s‘i i“:'““' ation for

2-factor authentication) ’

spossible desination -
identfied

+shows 3 data
destinaton 1

wenumerstions
Access Destination

BCGW

Data Vaulk
Open Data BC
Data Archive
Test Database

+classfed by | 0.7

+classfied hiough | 0.7

sclassifies 1.0 +defines secusity classiication of I1
Information Classification Project
Classifier
+oie 0.
identified by

+identifies mle

of | ;
wEnumerations O
Classifier Type Application m
Development or Information
Data Standards Manager Maintenance Security
Business Portiolio Manager Project Classification
Subject Mater Expent Project
Security Archiect
Concepts / Questions

This is based on the OCIO Information Security Classification Standard version 1. At the
conceptual level it is abstracted mostly to information security classification. At the
practical level it is about data security classification and applying data security
classifications for data held within databases.

Data classification will not be stamped on the data itself. It will be independent of and
associated with the data

Would questions / checklist / business rules help determine classification? Automated?

Blue Sky concept: Can data protect itself? Can data access be managed through
identification of the data security classification?

Is history of changes to the security classification needed?

Data Archi Advisory Council Quest

1. Does this need to cover row level security? See what direction is from Information
Security standard and Security Architects?

2. Does it need to cover a relaxed classification if the data ages out? - e.g. after 100 years
data which was personal may be public

3. Could this also be used for to hold record retention information - ARCS/ORCS schedule
likely out of scope for initial project.

0
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Logical Data Objects - Dafa Secunly Classhcaton

Package: Loglcal Data Objects - Dab Securly Classficaton
Verlon: 1.0
Author  tulton
+Is &
Government Location SENVer]
:Im:anon tor Databasa Server
- Govemment Locaton Name sting | "
1 o-|- Database ServerName sfing
i
| sconins | 1,7
' #
\ :
" i
1 +5 nel on 0.
1
7
aenumeratl.. || +dentfles  +ype ,* Government Database
Databass Typs /| type of Wentfied by
;
; 0| <EuEnEss Kepe
v
i |- + Database Name sting
S0L Sever ‘
MysaL B
¥ | +k gantonea i | 1
T 'I -
! + -
1 ’I ’f
! . ¢
i ro
- ’
: ¢ -
A} s ’
1
1

Logical to Physical
OK sthough a
nurmber will need
SeqUences to
generate comecutive
keys.

. +Is partftion of 0."
I

Databags Schema

1EUENEEs Keys
- Database SchemaName siing

Logical Data Model

Nessd to think about
whene dita groupings
{irifo set, application) fit
in identifying who can
detine secutiry for what
data,

aenumerations
Information Sat

s securty
classiied by

Legerd

[ ] seouy ciasstsaton ciass

[ ] vstorvata vanes

renumeratons
Data ClasziNar Typs

Data Standands Manager
Business Porfolly Manager

Subject Mater Expert
Securty Archiict

+Hentfies mie of

+10k2 igentfied by

Infomation Clasamar

+elassifies | -

Common ClentDala
Forest Tenure Data

+€onGns 1

0.’

IDIR UseriD :sirng
Valld 3tart Dale daie
Valld End Dae dae

Maybe this should be 1
Information Classifier
with the user having

signing autharity 1o sign|
off the dasification?
Likeely the DSM or SME.

+azsigns | 1

«enumerations -
saufhoizes ﬂl.lﬂlﬂﬂw
1 Foresis Tenures Branch

Land Tenures BrRnch

Can default be table level security (to be determined by Security
Architecture)

column level security added as an exception
*  pxceptions defined specifically but not all columns
what would benefits and drawbacks be for this approach?

Can default data access channels be defined for each data
security class

can these be defined and automatically generated?

N

e derations - Sacurity T

The sub-types might be designed as codes for the
physical model:

*  |nformation Type (code) - an enumeration
which will be defined as Government Busines:
Information or Personal Information

*  Information Sensitivity (code) - either non-
sensitive (Public) or sensitive (Confidential)
Public Information Availability (code) - Open
Restricted

+ Confidential Information Sensitivity (code) -
Normal or Critical

*  these values need descriptions

OR

*  Maybe just a Security Type Code of Public,
Confidential or Personal and an optional
Confidential Information Sensitivity (code) -
Mormal or Critical and optional Protection
Control Type Code

+holds | 1
+s aseigned oy | 0.
. +belongs .
+is held wiin .+ FOEIONG! 1.
L Data Seculty ClassMeation
Databass Tabls +E +B5 ClasEcalon | ypieg sting
for Stan Date
< assigned Vald Start Dae ak
Table Descrpion sfing e g
aBusingss Keys 1 H 0.
Tabke Name 37ing !
0
+T2sides winin 0.0 ' - 01 +aceess pemited | 4
1
N \ cassifcaion norough
'
Databass Column ‘ o o
\ +shows access for | -
Column Deseripion Ering 1
\ Govemmant Busknas infomation
Column Length ant . PEE T Alowed Data Access Channal
Column Nulable oglean +5 assigned
- Access Allowed ndicaior oolean
aBusingss Keys 04
Column Name 3sting
. A sszaury type [ +access type idenffed by | 0. ;g:::::n L’
N
Are there mare secure Identfizd by dntited by
columng in every tablke
which would maki
ity lassification Publle Confdentlal +Hentifies
have to be &t the 1aka
column kevel? &g, usenid|
+Ientifies access iype or 1 gestnaton |y
+5hows Securty 1
- type of 1 cenumentions cenumerat..
ssensivity igenmed by | Data Accsss Typs hecass
aEnumerations = Destination
Protsction Contral T
e Replaton Access BOGW
Protecied A - Persanal Copy Access Data Vault
+8hows sencltivity of 1 Protected B - Personal Appliaton Access Open Data BQ
: Protecied C - Personal Web Sanvices ALcess Data Amhive
eenumerations Test Database
Sanaitivity Typs
Nomal

Crtical
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Logical to Physical
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» Database Mame =ring
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-
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CDatabase Schema

= Business Keys:

Database Schema NMNamese =inmg

+holds

+is

hebld widin O
1

e

+belongs o

Database Table

Table Description —=string
«=Business Keys

Table Mame =iFing

+bhald=s 1

resides within O ._*
1

Database Colurmrm

Column Desconpion
Colummn Lengith Gint
Colummnm NMullable Booclean
«Business Keys

=irimg

Logical Data Model (Cont...)

Colummnm Mame simng




Logical Data Model (Cont...)

Meed to think about

senumerations
Data Classifier Type

Data Standards Manager

Legend
|:| Security Classiication Class
|:| List of Valid Values

where data groupings Eusinesa Poriiolic Manager m
{info set, application) fit = ”hJE'_:t Matba.r Expert
in identifying who can Security Architect |
detine secutiry for what ) - Can defaul
data. +identifies role of | 1 Architectu
I
' +mle idenfified by | 0.* * colum
! *  except
. Information Classifier -
- . «Enumerations *  whaty
«enumerations *has secuity : - +authorized by *+auhorZes | ¢ pagsification Authorit
Information Set classified by +classifies | -  IDIR User ID :string v
- Valid Start Dake dafe [p_* 1 E |
- ' - orests Tenures Branch Can defaul
Common Client Data | 0.* ' 0-*1 . valid End Date date 1 2 Tentmes Branch .
Forest Tenure Dala | = security clz
)
ontains” 1 Y +assigns | 1 * canth
/ ' N
Maybe this should be 1
Information Classifier
with the user having
signing authority to sign
off the classification?
Likely the DSM or SME.
+is assigned by | 0..*
Data Securty Classification
"M Notes =iring

.*l

Valid Start Dale dake
Valid End Date dafe

+access pemited



Logical Data Model (Cont...)

+igassigned by | 0.*

Data Security Classification
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Valid Start Dale dake
- Valid End Date dak
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Next Steps
- Working on physical implementation
- Integration into Data Modelling Standard

- Requirements on a user interface to facilitate
classification using this structure

- Short term (without Ul, or very simple)
- Longer term (client facing Ul)
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