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Data Classification Schemes 
• Current 

 

 
 

• New 

Level Considerations (for all levels) Labels 

High Financial Harm Cabinet Confidential, High Sensitivity 

Medium Operational Harm Medium Sensitivity, Personal* 

Low Personal Harm Low Sensitivity, Public 
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Drivers for change 
• Confusion 
• Practical Use 
• Privacy Management and Accountability 

Program (PMAP) requirement 
– Personal Information Inventories 
– Clear understanding of what contactors have 

access to what personal information 
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Targets 
• Databases* 
• NRPP Document Management System* 
• LAN 
• Others? 

 
Structured vs Unstructured 
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Players 
• Data Custodians 

– Business Area reps 
• Business Portfolio Managers (or PMs/BAs) 
• Information Security 
• Privacy (MPO, PCT) 
• Database Administrators 
• Data Architecture 
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Database 

 
Schema A 

 
 
 
 
 
 
 
 
 

Table A 
Attribute 1 PK 
Attribute 2 FK 
Attribute 3 
Attribute 4 
Attribute 5 
Attribute 6 

 

Table B 
Attribute 1 PK 
Attribute 2 FK 
Attribute 3 
Attribute 4 
Attribute 5 
Attribute 6 

 

Table C 
Attribute 1 PK 
Attribute 2 FK 
Attribute 3 
Attribute 4 
Attribute 5 
Attribute 6 

 
v 
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Example dataset 
 
 

Schema Table Column Data Type 
Column 
Length Nullable Rows in Table 

Information Security 
Classification 

TRAX TRPMRPTY CLI_LONG_ADDR_ONE VARCHAR2 45 N 951 PROTECTED_A 
TRAX TRPMRPTY CLI_LONG_ADDR_TWO VARCHAR2 45 N 35 PROTECTED_A 
TRAX TRPMRPTY CLI_ALT_PERS_DRIVERS VARCHAR2 25 N 6 PROTECTED_B 
TRAX TRPMRPTY CLI_ALT_ADDR_2 VARCHAR2 25 N 153 PROTECTED_A 
TRAX TRPMRPTY CLI_DEPT_NAME VARCHAR2 25 N 885 PUBLIC 
TRAX TRPMRPTY CLI_DRIVER_LICENSE VARCHAR2 25 N 665 PROTECTED_B 
TRAX TRPMRPTY CLI_EMPLOYER VARCHAR2 25 N 885 PUBLIC 
TRAX TXRPMPATST DAT_CLIENT_STAT_DESC VARCHAR2 45 N 751 PUBLIC 
TRAX TXVLMTHOD DAT_METHOD_OID VARCHAR2 45 N 741 PUBLIC 
TRAX TXXPMRALT CLI_ALT_EMAIL VARCHAR2 50 N 77 PROTECTED_A 
TRAX TXXPMRBAL CLI_CATEGORY VARCHAR2 1 N 2 CONFIDENTIAL 
TRAX TXXPMRBAL CLI_GETS_FINANCE_CRG VARCHAR2 1 N 6505 CONFIDENTIAL 
TRAX TXXPMRBAL CLI_GETS_STMENT_CRG VARCHAR2 1 N 12589 CONFIDENTIAL 
TRAX TXXPMRBAL OBS_SAVE_HISTORY INT 1 N 99 CONFIDENTIAL 
TRAX TXXVLCASE CAS_STORAGE_ADDR_1 VARCHAR2 50 N 61321 PUBLIC 
TRAX TXXVLCASE CAS_STORAGE_ADDR_2 VARCHAR2 50 N 215 PUBLIC 
TRAX TXXVLMTHOD DAT_METHOD_BARCODE INT 50 N 0 PUBLIC 
TRAX TXXPMRPTY CLI_EMPLOYER_CITY VARCHAR2 25 N 885 PUBLIC 
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Data Modelling 
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Oracle Databases  Exadata 

SQL Server MySQL 
Other 
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How should we store classification details? 

Database 

 
Schema A 

 
 
 
 
 
 
 
 
 

Table A 
Attribute 1 PK 
Attribute 2 FK 
Attribute 3 
Attribute 4 
Attribute 5 
Classification 

 

Table B 
Attribute 1 PK 
Attribute 2 FK 
Attribute 3 
Attribute 4 
Attribute 5 
Classification 
 

Table C 
Attribute 1 PK 
Attribute 2 FK 
Attribute 3 
Attribute 4 
Attribute 5 
Classification 

 
v 

Database 

 
Classification 

 
 
 
 
 
 
 
 
 

Schemas 
Attribute 1 PK 
Attribute 2 FK 
Attribute 3 
Attribute 4 
Attribute 5 
 

 

Tables 
Attribute 1 PK 
Attribute 2 FK 
Attribute 3 
Attribute 4 
Attribute 5 

 
 

Columns 
Attribute 1 PK 
Attribute 2 FK 
Attribute 3 
Attribute 4 
Attribute 5 
 

 

 
Classification 
Schema FK 
Table FK 
Column FK 
Classification 
… 
 

 



Information Management Branch 
Serving the Natural Resource Ministries 

Domain Model 
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Logical Data Model 
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Logical Data Model (Cont…) 
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Logical Data Model (Cont…) 
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Logical Data Model (Cont…) 
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Physical Data Model 
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Next Steps 
- Working on physical implementation 
- Integration into Data Modelling Standard 
- Requirements on a user interface to facilitate 

classification using this structure 
- Short term (without UI, or very simple) 
- Longer term (client facing UI) 
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