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This notification is intended as an informational bulletin for technical audiences.

Summary

The Vulnerability and Risk Management (VRM) Team is aware an Allocation of Resources Without Limits
or Throttling vulnerability in the Packet Forwarding Engine (PFE) of Juniper Networks Junos OS allows a
network-based, unauthenticated attacker to cause a Denial of Service (DoS).

This issue affects Juniper Networks Junos OS on QFX10K Series: * All versions prior to 20.2R3-57; * 20.4
versions prior to 20.4R3-54; * 21.1 versions prior to 21.1R3-S3; * 21.2 versions prior to 21.2R3-51; * 21.3
versions prior to 21.3R3; * 21.4 versions prior to 21.4R3; * 22.1 versions prior to 22.1R2.

Technical Details

On QFX10K Series, Inter-Chassis Control Protocol (ICCP) is used in MC-LAG topologies to exchange
control information between the devices in the topology. ICCP connection flaps and sync issues will be
observed due to excessive specific traffic to the local device.

This vulnerability is rated as a High Severity.

Recommended Action
e Investigate how your area of responsibility is affected.
e Notify business owner(s) as required.
e Ensure mitigation is performed at your next change window.

Please notify VRM with any questions or concerns you may have.

References
e (CVE-2023-22403
e https://kb.juniper.net/JSA70199
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