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This is a technical bulletin intended for technical audiences. 

Summary 

 The Vulnerability and Risk Management (VRM) Team has been made aware of numerous Ubuntu 
vulnerabilities. The vulnerabilities affect Ubuntu 14.04,  Ubuntu 20.04 LTS , Ubuntu 22.04 LTS  

Technical Details 

As there are numerous vulnerabilities, detailed in the Ubuntu references below, VRM recommends 
reviewing the notifications and CVEs detailing the vulnerabilities, mitigations, and links to updates for 
your organizational systems. 

Select the Ubuntu version in the reference section below to access all vulnerabilities and security fixes 
available for that Ubuntu version. 

Exploitability Metrics 

Attack Vector: Network 

Attack Complexity: Low 

Privileges Required: None 

User Interaction: None 

This vulnerability is rated as a CRITICAL risk. Software patches exists to address these risks.  

Action Required 

• Locate the device or application and investigate. 

• Notify business owner(s). 

• Perform mitigating actions, as required. 

Please notify VRM with any questions or concerns you may have.  

References 

• CVE-2023-36664, CVE-2023-35788, CVE-2023-34246, CVE-2020-27813, CVE-2023-1670, CVE-
2023-1998, CVE-2023-2124, CVE-2023-35788, CVE-2022-4842, CVE-2023-35788, CVE-2023-

 
Overall rating: Critical 

https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fubuntu.com%2Fsecurity%2Fnotices%3Frelease%3Dlunar&data=05%7C01%7CVulnerabilityandRiskManagement%40gov.bc.ca%7Cc23b4733bae847f21fbf08db74132937%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638231397863514697%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=%2FF7e7boKZVxPBAul9zp0IVm%2Fqh2YZfGpQ2FAreFTi2c%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fubuntu.com%2Fsecurity%2Fnotices%3Frelease%3Dkinetic&data=05%7C01%7CVulnerabilityandRiskManagement%40gov.bc.ca%7Cc23b4733bae847f21fbf08db74132937%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638231397863514697%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=%2BJ1WEkIwwm0xWsx%2BEtW4k6SqEnqKBKfU%2BLD1ZPrtoTc%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fubuntu.com%2Fsecurity%2Fnotices%3Frelease%3Djammy&data=05%7C01%7CVulnerabilityandRiskManagement%40gov.bc.ca%7Cc23b4733bae847f21fbf08db74132937%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638231397863670931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=6SMOdbiaxmhCeL%2BEEIZ5EX9m1Q9tHzjKqMzqQiiOXwE%3D&reserved=0
mailto:Vulnerability%20and%20Risk%20Management%20MTIC:EX%20%3cVulnerabilityandRiskManagement@gov.bc.ca%3e


34095 9.8, CVE-2023-25153, CVE-2023-25173, CVE-2023-37205, CVE-2023-37206, CVE-2023-
37209, CVE-2023-1289 

•  Ubuntu 22.04 LTS , Ubuntu 20.04 LTS , Ubuntu 14.04 ESM 
• Ubuntu Security Notices 

 

https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fubuntu.com%2Fsecurity%2Fnotices%3Frelease%3Djammy&data=05%7C01%7CVulnerabilityandRiskManagement%40gov.bc.ca%7Cc23b4733bae847f21fbf08db74132937%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638231397863670931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=6SMOdbiaxmhCeL%2BEEIZ5EX9m1Q9tHzjKqMzqQiiOXwE%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fubuntu.com%2Fsecurity%2Fnotices%3Frelease%3Dfocal&data=05%7C01%7CVulnerabilityandRiskManagement%40gov.bc.ca%7Cc23b4733bae847f21fbf08db74132937%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638231397863670931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=dP1jmz2X%2FCR5ohJOrofOd9e%2BfiKX6Zr0HyzG0y6%2FPRE%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fubuntu.com%2Fsecurity%2Fnotices%3Frelease%3Dtrusty&data=05%7C01%7CVulnerabilityandRiskManagement%40gov.bc.ca%7Cc23b4733bae847f21fbf08db74132937%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638231397864139592%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=cUl9yZf6DuiuE09q%2Bj782d66zWLOmvJGHBOJ5%2Fi6Ly4%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fubuntu.com%2Fsecurity%2Fnotices&data=05%7C01%7CVulnerabilityandRiskManagement%40gov.bc.ca%7Cc23b4733bae847f21fbf08db74132937%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638231397864139592%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=9unGdICKE%2B5USTXNwZlBJSgT5Aua1PMR52jj%2FBSevUw%3D&reserved=0

