February 8, 2024

Overall Rating - High

- BRITISH

COLUMBIA

This notification is intended as an informational bulletin for technical audiences.

Summary

The Vulnerability and Risk Management (VRM) Team is aware that SonicWall published a security
advisory to address a vulnerability in the following product:
e SonicOS —firmware version 7.1.1-7040

Technical Details

An improper authentication vulnerability has been identified in SonicWall SonicOS SSL-VPN feature,
which in specific conditions could allow a remote attacker to bypass authentication.

This issue affects only firmware version SonicOS 7.1.1-7040.

These vulnerabilities are rated as an overall High Severity.

Recommended Action

e Investigate how your area of responsibility is affected.

o Notify business owner(s) as required.

e Ensure mitigation is performed at your next change window.
Please notify VRM with any questions or concerns you may have.

References
e (CVE-2024-22394

e SonicWall Security Advisory — SNWLID-2024-0003
e SonicWall Security Advisories



mailto:Vulnerability%20and%20Risk%20Management%20MTIC:EX%20%3cVulnerabilityandRiskManagement@gov.bc.ca%3e
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2024-0003
https://psirt.global.sonicwall.com/vuln-list

