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This notification is intended as an informational bulletin for technical audiences.

Summary
The Vulnerability and Risk Management (VRM) Team is aware Qualcomm published a security bulletin to
address vulnerabilities in the following products:

e Qualcomm — multiple chipsets
CISA has indicated that CVE-2022-22071, CVE-2023-33063, CVE-2023-33106 and CVE-2023-33107 have
been exploited.

Technical Details

This security bulletin is intended to help Qualcomm Technologies, Inc. (QTI) customers incorporate
security updates in launched or upcoming devices. This document includes (i) a description of security
issues that have been addressed in QTI’s proprietary code and (ii) links to publicly available code where
security issues have been addressed.

These vulnerabilities are rated as an overall High Severity.

Recommended Action
e Investigate how your area of responsibility is affected.

e Notify business owner(s) as required.

e Ensure mitigation is performed at your next change window.

Please notify VRM with any questions or concerns you may have.
References
e (CVE-2022-22071, CVE-2023-33063, CVE-2023-33106 and CVE-2023-33107

e Qualcomm — December 2023 Security Bulletin
e CISA — Known Exploited Vulnerabilities Catalog
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