October 12, 2023

Overall Rating - High

.. BRITISH

COLUMBIA

This notification is intended as an informational bulletin for technical audiences.

Summary

The Vulnerability and Risk Management (VRM) Team is aware of a heap-based buffer overflow
vulnerability in libcurl — version 7.69.0 to 8.3.0.

Technical Details
This flaw makes curl overflow a heap-based buffer in the SOCKS5 proxy handshake.

When curl is asked to pass along the hostname to the SOCKS5 proxy to allow that to resolve the address
instead of it getting done by curl itself, the maximum length that hostname can be is 255 bytes.

If the hostname is detected to be longer than 255 bytes, curl switches to local name resolving and
instead passes on the resolved address only to the proxy. Due to a bug, the local variable that means
"let the host resolve the name" could get the wrong value during a slow SOCKS5 handshake, and
contrary to the intention, copy the too long hostname to the target buffer instead of copying just the
resolved address there.

This vulnerability is rated as a High Severity.

Recommended Action
e Investigate how your area of responsibility is affected.
e Notify business owner(s) as required.
e Ensure mitigation is performed as soon as possible.

Please notify VRM with any questions or concerns you may have.
References
e CVE-2023-38545

e Curl Advisory CVE-2023-38545
e Curl Security Advisories

Please note that we will be transitioning to a new site on August 31, 2023, where we will post the vulnerability reports.

You will be able tofind all the reports that we have published as well as all future reports here: Cybersecurity Alerts
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