
December 7, 2023 
 

 
 
This notification is intended as an informational bulletin for technical audiences. 
 

Summary 
The Vulnerability and Risk Management (VRM) Team is aware CISA published an ICS advisory to address 
a vulnerability in the following products: 

• Relay X-332-24I – firmware version 1.06 
• Relay X-301-I – firmware version 1.15 
• Relay X-301-24I – firmware version 1.15 

 

Technical Details 
The affected ControlByWeb Relay products are vulnerable to a stored cross-site scripting vulnerability, 
which could allow an attacker to inject arbitrary scripts into the endpoint of a web interface that could 
run malicious javascript code during a user's session. 
CVE-2023-6333 has been assigned to this vulnerability. A CVSS v3.1 base score of 7.5 has been 
calculated; the CVSS. 
 
These vulnerabilities are rated as an overall High Severity. 
 

Recommended Action 
• Investigate how your area of responsibility is affected. 

• Notify business owner(s) as required. 

• Ensure mitigation is performed at your next change window.  

 
Please notify VRM with any questions or concerns you may have.  
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