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What I know about Ikoyl house where EFCC found over N13
billion — Former PDP Chairman

April 14, 2017 Samuel Ogundipe

A former chairman of the People’s Democratic Party, Adamu Muv'azu on Friday explained his
connection to the Lagos property where the anti-graft EFCC found over Ni2 billion hidden in an ) VAR On l S
apartment.
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But what’s a hospital’s data
actually worth?
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What are their
services worth?
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| am seeing around 4,000
new infections per hour,
or approximately
100,000 new infections
per day.

— Kevin Beaumont, Malware Analyst



Why Is Ransomware so
dangerous when it becomes
an insider?
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Insiders have a lot of access

12

of end users say they have access to company data they probably
shouldn’t see

of IT respondents say their companies fully enforce a strict least
priviege model

Poneman
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Very few watch what insiders are doing

of organizations have no searchable records of file system activity

do not monitor any file and email activity.

Poneman
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Insiders are
beyond the
perimeter securl

14 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.



The Canary in the coal mine: Malware Molly




Payment Declined -- Update Required Immediately!

From: ApplePay Support <customer_support_ref_@apple.com

Dear Apple User,

It has come to our attention that you're recent payment was declined. An update is
required immediately..

To make this change, visit the support section at the link below.

https.//www.applepay.comisubscriptions/payment-update
http 944,535, 32/ Index/apple. htmil

If you do not update your payment information in the next 24 hours, your account will

be deactivated.

1 2 4 5
Regards Sanse of u.-::“m:ng p Urgency
ApplePay Support urgency UL K Rollover shows

Impersonal Punctation malicious link

Fake email and grammar

Fear tactics addreas mistakes

Copyright £ 2012 Apple Inc.

All rights reserved d 7 Impersonal 8 Copyright
3 Loop, Madisonville KY 42001 date is incorrect
Scare tactics Not real ZIP file
customer Location is

W . ) . service Inearrect
¢ apple-invoice.zip Download




http.//appel-pay.com

ApplePay

Possword

Sign in

| rargol my Apple D ar pa

Mot a legitimate Missing "Apple Pay" Apple ID
Apple website navigation bar is misspelled homepage doesn't
address and footer require password
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~. Let’s Meet The Other
. ~* _ Insider Threats
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The Turnee .
Disgruntled Dan
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The Impostor

Abusive Admin Andy
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Mens Lerl nty ncidents

Retiring Sysadmin Fakes Cyber-Attack to Get
Away with Data Theft

Catalin Cimpanu o Ffw
A system administrator for an unnamed company was caught defacing b
firm’s website to hide the theft of company data, which he planned to s

then retire to a seaside town abroad.

Thaa syslerm adrministratar, wha, doe ta o -diselosupa agreements signed in such ¢
incidents, cannat be named at this point in time, had worked for his company for 1
and had earned the trust of his colleagues

The employee had slways wanted to buy a house in a seaside town abroad when it
time t2 retire, Unfortunately, he wasn't able to gather all the money to follow throw
sdreams.

This sibe wses oookies o afler you & complele esperience. Find oul msore or CLOSE B [his natificat

As he was getting near
retirement, the system
administrator received

an offer to sell

corporate data, which
would have allowed

him to purchase the
house of his dreams

and retire as he always
wanted. , ,
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\_ ~How a corporate spy swiped plans for DuPont’s ioillion&'

\\__dollar colorformula T &k

Walter Liew
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22 Service Sells Access to Fortune 500 Firms

An inereasing namber of services offered in the cvbercrime underground allow miscrea
purchase access bo hacked computers at specific organizations. For just a few dollars,

sarvices offer the abilitv to buy yvour way inside of Fortune 500 company networks.

The service [ examined for this post
|'|||||||||1 5 I

ARON\S SYSTEMS Pl OPR\ ARY & Ci FJDENTJAL
“oomput i i E{r. .-ﬂT il 5. almost

-.ri-.-. aceess 1o early 17,000

“The service |
examined for this post
currently is renting
access to nearly 17,000
computers worldwide”



What data is most
vulnerable to insider threats?
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Data volume is set to
grow 800% over the next
5 years and 80% of it will
reside as unstructured
data.

— Gartner, 2015



The attackers primarily focused on utilizing SMB
commands to map network file shares of
OPM users who had administrator access or

were knowledgeable of OPM’s PIPS system. The

attacker would create a shopping list of the
available documents contained on the network
file shares.

- Jeff Wagner, OPM’s Director of Security Operations
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P . What can you do?



DETECT

insider threats by analyzing
data, account activity, and
user behavior.

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.

PREVENT

disaster by locking down
sensitive and stale data,
reducing broad access,

and simplifying permissions.

SUSTAIN

a secure state by
automating authorizations,
migrations, & disposition.

\\ VARONIS




DETECT

by

/%

Map directory services,
permissions, file systems

Discover sensitive
and stale data

=]
A=

Automatically identify
administrators, service

accounts, and executives

39

Audit all file system
and email activity

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.

Baseline what normal
behavior looks like

Detect suspicious behavior

le]

Crypto intrusion and
other malware infections

Privilege escalations

Abnormal access to
sensitive data

Prioritize where sensitive
data is overexposed
and at-risk



PREVENT

Lock down sensitive
and stale data

Fix Active Directory and
file system issues

X2

Eliminate global groups

40

©

Simplify permissions
structure

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.
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Identify Data
Owners outside of IT

Prune unnecessary access

Data Owners perform
entittement reviews



SUSTAIN

%

Continuously monitor all
user & file system activity

Automatically catch and
correct deviations from
policy and trusted state

Automate quarantining
of sensitive data

41
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Automate archival or
disposal of stale data

V4

Automate authorization
workflows and
entitlement reviews

Automate revocation
of access



summary

42

® Ransomware are dumpster divers wanting to collect a quick nickel

@ [ts existence, persistence and “success” illustrate how soft our “insides” are
® Otherinsider threats are more dangerous

® Files and emails are frequent targets

® The approach: Detect, Prevent, Sustain
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KEY FINDINGS:

SENSITIVE DATA

Over 150 million fileg contain
sensitive datg (150,534,645}

9,213,456 sensitive fileg are
open to Glopg| Group Access

Sensitive Data

Many files contain critical information
about employees, Customers, Projects,
clients, or other busmess-sens:tive content.
This data js often subject to industry
regulation, such as SOX, HIPAA, PCI, EU
GDPR, GLB, and more.

When giobaf access
Sensitive and Critical
risk to the business,

groups grant access to
data, there is significant
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Thank You

Ben Hui

wWww.varonis.com
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