
 

 
 
This notification is intended as an informational bulletin for technical audiences. 
 

Summary 
The Vulnerability and Risk Management (VRM) Team is aware of a Remote Code Execution vulnerability  
in Windows Point-to-Point Protocol (PPP).  
 

Technical Details 
An unauthenticated attacker could send a specially crafted connection request to a RAS server, which  
could lead to remote code execution (RCE) on the RAS server machine. 
 
This vulnerability is rated as a Critical Severity.  
 

Recommended Action 
• Investigate how your area of responsibility is affected. 

• Notify business owner(s) as required. 

• Ensure mitigation is performed as soon as possible.  
 
Please notify VRM with any questions or concerns you may have.  
 

References 
• CVE-2022-35744  

• https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35744 
 

 
Overall rating: Critical 
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