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This is a technical bulletin intended for technical audiences. 

Summary 

The Vulnerability and Risk Management (VRM) Team has been made aware of a vulnerability in the 
endpoint software of Cisco Secure Endpoint for Windows. The vulnerability affects Cisco Secure 
Endpoint Connector for Windows and Cisco Secure Endpoint Private Cloud. 

Technical Details 

A vulnerability in the endpoint software of Cisco Secure Endpoint for Windows could allow an 
authenticated, local attacker to evade endpoint protection within a limited time window. 

This vulnerability is due to a timing issue that occurs between various software components. An attacker 
could exploit this vulnerability by persuading a user to put a malicious file into a specific folder and then 
persuading the user to execute the file within a limited time window. A successful exploit could allow 
the attacker to cause the endpoint software to fail to quarantine the malicious file or kill its process. 

Exploitability Metrics 

Attack Vector: Local 

Attack Complexity: High 

Privileges Required: Low 

User Interaction: Required 

This vulnerability is rated as a MEDIUM risk. A software update exists to address this risk.  

Action Required 

• Locate the device or application and investigate. 

• Notify business owner(s). 

• Perform mitigating actions, as required. 

Please notify VRM with any questions or concerns you may have.  

References 

• CVE-2023-20084  

• Cisco Secure Endpoint for Windows Scanning Evasion Vulnerability  

• VRM Vulnerability Reports 
 
 

 

 
Overall rating: Medium 

mailto:Vulnerability%20and%20Risk%20Management%20MTIC:EX%20%3cVulnerabilityandRiskManagement@gov.bc.ca%3e
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnvd.nist.gov%2Fvuln%2Fdetail%2FCVE-2023-20084&data=05%7C01%7CVulnerabilityandRiskManagement%40gov.bc.ca%7C28c9b93257664001022e08dbf2a60120%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638370567036493854%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=NSSCVpdRki%2FJEOutpLrGNmKOorEAgXa%2BcxU8%2BVqEeyA%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsec.cloudapps.cisco.com%2Fsecurity%2Fcenter%2Fcontent%2FCiscoSecurityAdvisory%2Fcisco-sa-secure-endpoint-dos-RzOgFKnd&data=05%7C01%7CVulnerabilityandRiskManagement%40gov.bc.ca%7C28c9b93257664001022e08dbf2a60120%7C6fdb52003d0d4a8ab036d3685e359adc%7C0%7C0%7C638370567036493854%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=389Ipeae9t7eenHAwZZ%2BGBO1sWObiRHh0nrnxpnK2Vo%3D&reserved=0
https://www2.gov.bc.ca/gov/content/governments/services-for-government/information-management-technology/information-security/cyber-security-alerts-notifications#vulnerabilityreport

