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Crown Jewels

Identifying Crown Jewels (CJ)

CJ @ Work 

CJ @ Home

CJ @ Play



Identifying CJ



Data worth protecting 

Protected B
Serious harm to an individual,
organization or government.

Protected C 
Extremely grave harm to an
individual, organization or
government.

Protected A
Harm to an individual, organization or
government.

Confidential 

BC Gov Info Sec Class



Examples

Protected A Home addresses, dates of birth, other low-risk personal information

Protected B
Law enforcement and medical records, personnel evaluations and
investigations, financial records, information subject to solicitor-
client privilege or other legal privilege

Protected C Information about police agents and other informants, Cabinet
records or Cabinet-related records



Key Systems 



CJ Components



Some CJ Examples

Core Org. Infrastructure

Financial Systems

(Major) Management 
Systems

SCADA Systems
Supervisory Control and Data Acquisition.

• Client
• Case



DefSec Control Interdependencies 



DefSec Framework

DEFENSIBLE



Protecting CJ @ Work

Access 

Physical 

Logical 



Source: fortune.com/2021/10/06/data-breach-2021-2020-total-hacks/



Source: bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password



Protecting CJ @ Home

Work

IoT

Others

MFA
VPN

Sec level: High

Sec level: Moderate

Sec level: High



Protecting CJ @ Home



Protecting CJ @ Home



Protecting CJ @ Play



Protecting CJ @ Play



@Play



Summary

✓ Identify your CJ
✓ Have sufficient controls around them
✓ Have access control list and monitor it 
✓ Segregate your home network if possible
✓ Bring your security culture home
✓ Take precaution when working in public places





Security is everyone’s 
responsibility!



Thank you
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