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This notification is intended as an informational bulletin for technical audiences.

Summary
The Vulnerability and Risk Management (VRM) Team is aware Drupal has released a security advisory to
address a vulnerability affecting multiple Drupal versions.

Technical Details

In certain scenarios, Drupal's JSON: API module will output error backtraces. With some configurations,
this may cause sensitive information to be cached and made available to anonymous users, leading to
privilege escalation. This vulnerability only affects sites with the JSON:API module enabled, and can be
mitigated by uninstalling JSON: API. The core REST and contributed GraphQL modules are not affected.

Solution:
Install the latest version:

e If you are using Drupal 10.1, update to Drupal 10.1.4.
e If you are using Drupal 10.0, update to Drupal 10.0.11.
e If you are using Drupal 9.5, update to Drupal 9.5.11.

All versions of Drupal 9 prior to 9.5 are end-of-life and do not receive security coverage.
Note that Drupal 8 has reached its end of life.

Drupal 7 is not affected.

This vulnerability is rated as a High Severity.

Recommended Action
e Investigate how your area of responsibility is affected.
e Notify business owner(s) as required.
e Ensure mitigation is performed at your next change window.

Please notify VRM with any questions or concerns you may have.

References
e SA-CORE- 2023-006
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